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o HER:

-- AP%

CREATE TABLE sys_user(

id int auto_increment PRIMARY KEY ,
username VARCHAR(50),

email VARCHAR(50) ,

PASSWORD VARCHAR(80),
phoneNum VARCHAR(20),

STATUS int(1)

)i

- fBR

CREATE TABLE sys role(
id int auto_increment PRIMARY KEY,
roleName VARCHAR(50),
roleDesc VARCHAR(50)

)

-- FAFffAGHEE

CREATE TABLE sys_user _role(
userld int,
roleld int,
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)

PRIMARY KEY(userld,roleld),
FOREIGN KEY (userld) REFERENCES sys USER(id),
FOREIGN KEY (roleld) REFERENCES sys role(id)

e domain

public class SysUser {

}

private Long id;

private String username;
private String email;
private String password;
private String phoneNum;
private int status;

private List<Role> roles;

public class Role {

}

private Long id;
private String roleName;
private String roleDesc;

RS IUHE

403jsp

login.jsp
error.jsp

H=sass

springSecurity.xml

<?xml version="1.0" encoding="UTF-8"?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:security="http://www.springframework.org/schema/security"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="http://www.springframework.org/schema/beans

http://www.springframework.org/schema/beans/spring-beans.xsd

http://www.springframework.org/schema/security

http://www.springframework.org/schema/security/spring-security.xsd" >

<|--BYTARERHIERINE-->

<security:http pattern="/login.jsp" security="none"> </security:http>
<security:http pattern="/error.jsp" security="none" > </security:http>

<security:http pattern="/css/**" security="none"> </security:http>
<security:http pattern="/img/**" security="none"> </security:http>

<security:http pattern="/pages/**" security="none"> </security:http>
<security:http pattern="/plugins/**" security="none"> </security:http>

<|--Be B EESAVRR N

auto-config="true" FR~EANREZRIIANEES
use-expressions="false" XIFNFRIEZRAIFRIAT spel
intercept-url ZEIERBTRAVEER
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access="ROLE_USER" seiFnAIEM SRR Y/UAEROLE_USEREIBEARILLGA
-->
<security:http auto-config="true" use-expressions="true">
<|--NPRERIFZMAENER AR ZERNXRENor HENKR-->
<security:intercept-url pattern="/**" access="hasAnyRole('ROLE_USER','/ROLE_ADMIN")"
</security:intercept-url>
<l--BEMTHERETR-->
<security:form-login login-page="/login.jsp"
login-processing-url="/login"
default-target-url="/index.jsp"
authentication-failure-url="/error.jsp"> </security:form-login>

<1 B RAIARR RO - >

<security:access-denied-handler error-page="/403.jsp" > </security:access-denied-hand|

<l--csrfXABEIERAINE-- >

<security:csrf disabled="true"> </security:csrf>

<l--

logout IBHiEKAurlEER LR RH R EiE KAk

logout-success-url TG BHEERITRE

invalidate-session & &session5sy

-->

<security:logout logout-url="/logOut" logout-success-url="/login.jsp" invalidate-sessio
="true"> </security:logout>

r>

</security:http>

<!--BeEEBENIERI T R-->
<security:authentication-manager>
<security:authentication-provider user-service-ref="userService" >
<l--BEMBIINZITEZ-->
<security:password-encoder ref="pwdEncoder" > </security:password-encoder>
</security:authentication-provider>
</security:authentication-manager>

<|-BEEEXRINZETERSE, XBEERE™HY-->
<bean id="pwdEncoder" class="org.springframework.security.crypto.bcrypt.BCryptPasswor
Encoder"> </bean>

<\-- TSRS >

<security:global-method-security secured-annotations="enabled"/>

</beans>

web.xmlg| A\

e S| \filter
<|--FeEHEZRE MY filteri TSRS >

<filter>
<l--idEEs T HER B EEspringSecurityFilterChain-->
<filter-name>springSecurityFilterChain </filter-name>
<filter-class>org.springframework.web.filter.DelegatingFilterProxy < /filter-class>
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</filter>

<filter-mapping>
<filter-name>springSecurityFilterChain < /filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

o SINECEXH

<l--springdYlistener-->

<listener>
<listener-class>org.springframework.web.context.ContextLoaderListener</listener-class>

</listener>

<context-param>
<param-name>contextConfigLocation</param-name>
<param-value>classpath:applicationContext.xml,classpath:springSecurity.xml</param-valu

>

</context-param>

servicefZI2 3%

o 7EservicerpgtEspring#zM

public interface SysUserService extends UserDetailsService {
@Override
UserDetails loadUserByUsername(String username) throws UsernameNotFoundException;

}

o SCHE]

@Service("userService")
public class SysUserServicelmpl implements SysUserService {

@Autowired
private SysUserDao userDao;

@Autowired
BCryptPasswordEncoder pwdEncoder;

@Override
public UserDetails loadUserByUsername(String username) throws UsernameNotFoundExce
tion {
/1SR IEE—ERIRF
SysUser sysUser = userDao.findUserByName(username);
//MEBRRIUsersdsR FAFIOIEIRE] FIFE %8 FAFPRIRIRES
//EREEIBFPREIENAEESIRE
List<Role> roles =sysUser.getRoles();
List<GrantedAuthority> authorities = new ArrayList<GrantedAuthority > ();
//IANRIARAFRHRE A8 BINRIIZIES
if(roles!=null&&roles.size()>0){
for (Role role : roles) {
authorities.add(new SimpleGrantedAuthority(role.getRoleName()));

}
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}

User user = new User(sysUser.getUsername(),sysUser.getPassword(),authorities);
return user;

FB P& HI3REY

 HIAIRE

#J3T—
${ sessionScope.SPRING_SECURITY CONTEXT.authentication.principal.username }

# A _

<security:authentication property="principal.username"/>
o [FEIREX

// Fe3REXE!SecurityContextXdgR

SecurityContext context = SecurityContextHolder.getContext();
// SREXERAIERIRISR

Authentication authentication = context.getAuthentication();
/] SREIERAIBFER

User user = (User) authentication.getPrincipal();
System.out.printIn(user.getUsername());

AR eIEEEEISGR
jSpIRMH

<security:authorize access="hasAnyRole('ROLE_USER','ROLE_ADMIN")">
<li id="system-setting" >
<a href="%${pageContext.request.contextPath}/product/findByPageHelper" >
<i class="fa fa-circle-o"> </i> F=RAEE
</a>
</li>
</security:authorize>

FA
(= =]
e springmcv.xml

<!\--FH]ABEEIFIN-->
<security:global-method-security secured-annotations="enabled" > </security:global-method
security>

e controller
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@Secured("ROLE_ADMIN")
public class RoleController
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