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Netcat2—PSLRRIMBTE, EATCP / IPHHYEMSIERSIIISANEEE. BHRIRITR— 1R
‘T TH, AILAEEREReBEMEFE AR,

ERyumZ%Enetcat

yum install nmap-ncat -y
Efnc - ERRBTHRIE
[wxyuan@node1 ~]$ nc -h

Ncat 7.50 ( https://nmap.org/ncat )
Usage: ncat [options] [hostname] [port]

Options taking a time assume seconds. Append 'ms' for milliseconds,
's' for seconds, 'm' for minutes, or 'h' for hours (e.g. 500ms).

-4 Use IPv4 only
-6 Use IPv6 only
-U, --unixsock Use Unix domain sockets only
-C, --crlf Use CRLF for EOL sequence
-c, --sh-exec <command> Executes the given command via /bin/sh
-e, --exec <command> Executes the given command
--lua-exec <filename> Executes the given Lua script
-g hop1[,hop2,...] Loose source routing hop points (8 max)
-G <n> Loose source routing hop pointer (4, 8, 12, ...)
-m, --max-conns <n> Maximum <n> simultaneous connections
-h, --help Display this help screen
-d, --delay <time> Wait between read/writes

-0, --output <filename> Dump session data to a file

-X, --hex-dump <filename> Dump session data as hex to a file
-i, --idle-timeout <time> Idle read/write timeout

-p, --source-port port  Specify source port to use

-s, --source addr Specify source address to use (doesn't affect -)

-, --listen Bind and listen for incoming connections

-k, --keep-open Accept multiple connections in listen mode

-n, --nodns Do not resolve hostnames via DNS

-t, --telnet Answer Telnet negotiations

-u, --udp Use UDP instead of default TCP
--sctp Use SCTP instead of default TCP

-v, --verbose Set verbosity level (can be used several times)

-w, --wait <time> Connect timeout

-Z Zero-1/0O mode, report connection status only
--append-output Append rather than clobber specified output files
--send-only Only send data, ignoring received; quit on EOF
--recv-only Only receive data, never send anything
--allow Allow only given hosts to connect to Ncat
--allowfile A file of hosts allowed to connect to Ncat
--deny Deny given hosts from connecting to Ncat
--denyfile A file of hosts denied from connecting to Ncat
--broker Enable Ncat's connection brokering mode
--chat Start a simple Ncat chat server

--proxy <addr[:port]> Specify address of host to proxy through
--proxy-type <type> Specify proxy type ("http" or "socks4" or "socks5")
--proxy-auth <auth> Authenticate with HTTP or SOCKS proxy server
--ssl Connect or listen with SSL
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--ssl-cert Specify SSL certificate file (PEM) for listening

--ssl-key Specify SSL private key (PEM) for listening
--ssl-verify Verify trust and domain name of certificates
--ssl-trustfile PEM file containing trusted SSL certificates
--ssl-ciphers Cipherlist containing SSL ciphers to use
--version Display Ncat's version information and exit

See the ncat(1) manpage for full options, descriptions and usage examples

SE L/ cHYERGIF,
1. B0 N uhERS

EA- EIEITEERO, EAETtcpinO
nc -1 2233

{ER- ikl E mrudpim.

nc -lu 2345
5FF- kI nT LA A 1R 2N
nc -lk 2233

2. ERITIERR

EANncAR A LA tepiEE, InfBEERRNmENL. ELABAMBREEN, BkA (RIREHIPA19
.168.1.101) EFEH ERIF—NimE2233,

nc -1 2233
REEENB EERANGEREIAL
nc 192.168.1.101 2233

TR EAnaEERORN, BiAEEtcpin, WMRFEREUdpinO, BER- VIR

3. Miztim OIS R O
(R AEETTLORS OB, L RS

[wxyuan@nodel ~]$ nc -zv baidu.com 80

Ncat: Version 7.50 ( https://nmap.org/ncat )

Ncat: Connected to 123.125.115.110:80.

Ncat: 0 bytes sent, 0 bytes received in 0.32 seconds.

HAfimC

[wxyuan@node1 ~]$ nc -zv localhost 1-100
localhost [127.0.0.1] 22 (ssh) open
localhost [127.0.0.1] 25 (smtp) open
localhost [127.0.0.1] 88 (kerberos) open
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4. IRUHIX IR

nc BRILUEABIRTERA, HTTLEERSHHITRE M, AEMNTEEN LEREIRSES
XANwE, SALTHaAEER Y. RIRBEA(192.168.1.101)F1B (192.168.1.102) FEE.

B, HARIT—1Nik[16666

nc -1 6666

PAlE, TEBH=s EEEAnGEREEZIRO

nc 192.168.1.101 6666

ETRAMBHMALUIBEEAXEHER Y, XEHERRERR FERHE,

5. {&4631%

nctB R AR AIXS M, RiIZEA(192.168.1.101)F0B (192.168.1.102) WEE, AEH LEBENX
readme.txt, IAEFAVEIEXNHERZIBES £, ABAFAIRTLUXFES Y :

(1) B5cEBHlas L/Zah nc FHLEHALEITMEIL, XEBEHAET678%m
nc -1 6789 > readme.txt

(2) AIRTEAT LR EFYTA0 Fan<

nc 192.168.1.102 6789 < readme.txt

NiHEHzeRiE, EEREEXE.

—RE RGBS ERscpBPR], B E, (BRUscpARIATY, ERNERXMHBRE—PAE
e, HLBHUBRIXAMER, RSR[EULAZEENIPIZIEssh, BERA T ncRITIEER .

6. fEANCciffCIE

nctBEJLARSRISAIR, Bi8EA(192.168.1.101), B(192.168.1.102)F1C(192.168.1.103)=A=H,
BESEAE ERT TERSRGS

nc -12233 > nc 192.168.1.102 6789

PRIRTEBEA. 5678w

nc -1 6789

T RIEATEN2233im O RNEEE W B L & FIBENAY6 789, FiWECENL EHRITmS
- Y —MepiEE, REERE LRMNIEER, FEBEEBERin HTENEHRY

NIRTRANIERTEE, HERERERER, BEERENCREB, MCAERKBIREIRTHE (
RIZRNHERSEAR R LTENH®E) . ZERENEBEZREREE, BNFEE— I NEEE.
AN LT i<

mkfifo 2pipes

nc -1 2233 0<2pipes | nc 192.168.1.102 6789 1>2pipes
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EEAEBEN L IT678%%m

nc -1 6789
PORECEN EHRITHS I tepiERZS, BFICHAILMMEERBRTY, FULE

RUBIRGIF, REWEFES T —ME,

7. ERnclifizn %%

BTN - LU TR 5%k, SCHROISEARNEE:

nc -1 8001 -c 'nc -1 8002

X, FrAEEEI8001nOREEE L R EI8002i% M,

8. fERnceliERI]
nca IR LARSRERZFEIERI], B4, ETEXEHRS
nc -1 2233 -e /bin/bash

BTG — 1 bash 5in[122331HiE. IEZFin REEEEIRSS 25 EAY223 3t O RiaeEIT bashsREY
MNRFAITEET AR :

nc 192.168.1.101 2233
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