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—. XE/RE/”
XE—REXavaZ e EEENINXE, BNEEEB T4 ZSecurityManager, JIEIEEEHITE
e, FRAEERERR,

FEANfESIERIRASRIRT R, AIXEFRMEE, BT REMH4R:

SecurityManager security = System.getSecurityManager(); if (security != null) {
security.checkWrite(name);

}
MEEEMUSTIER, ERSH|/sITHRIE, BREREE:

Exception in thread "main" java.security.AccessControlException: access denied (java.lang.Runt
mePermission createSecurityManager)

at java.security.AccessControlContext.checkPermission(AccessControlContext.java:374)

at java.security.AccessController.checkPermission(AccessController.java:549)

at java.lang.SecurityManager.checkPermission(SecurityManager.java:532)

at java.lang.SecurityManager.(SecurityManager.java:282)

at xia.study. 01Thread.ThreadTest.creatThread1(ThreadTest.java:18)

at xia.study. 01Thread.ThreadTest.main(ThreadTest.java:13)

XAHREZ—LSecurityManagerfUERATIIRIA R B L ER,

—. SecurityManagerpRins

MiE TR avafZFRIRHR, IZIEFIReEEaNE (MRRFEXE. ERRRE) , ATH
BITEENBY R EN, FEXNSTAMUBRISIRE TS, XIRMEE A avaR 2 EHERR,.

=, EESREEXH
3.1 RABCEN

HIANZ 2B EXHE $JAVA HOME/jre/lib/security/java.policy, BIZFRISEECENX
B, BeERZEE. RSUT:

// Standard extensions get all permissions by default

grant codeBase "file:${{java.ext.dirs}}/*" {
permission java.security.AllPermission; }; // default permissions granted to all domains

grant {
// Allows any thread to stop itself using the java.lang.Thread.stop()
// method that takes no argument.
// Note that this permission is granted by default only to remain
// backwards compatible.
// It is strongly recommended that you either remove this permission
// from this policy file or further restrict it to code sources
// that you specify, because Thread.stop() is potentially unsafe.
// See the API specification of java.lang.Thread.stop() for more
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// information.
permission java.lang.RuntimePermission "stopThread"; // allows anyone to listen on un-pri
ileged ports
permission java.net.SocketPermission "localhost:1024-", "listen"; // "standard" properies th
t can be read by anyone

permission java.util.PropertyPermission "java.version”, "read";

permission java.util.PropertyPermission "java.vendor”, "read";

permission java.util.PropertyPermission "java.vendor.url”, "read”;

permission java.util.PropertyPermission "java.class.version”, "read";

permission java.util.PropertyPermission "os.name”, "read";

permission java.util.PropertyPermission "os.version", "read";

permission java.util.PropertyPermission "os.arch", "read";

permission java.util.PropertyPermission "file.separator”, "read";

permission java.util.PropertyPermission "path.separator”, "read";

permission java.util.PropertyPermission "line.separator”, "read”; permission java.util.Proper
yPermission "java.specification.version”, "read”;

permission java.util.PropertyPermission "java.specification.vendor”, "read";

permission java.util.PropertyPermission "java.specification.name", "read"; permission java.u
il.PropertyPermission "java.vm.specification.version”, "read";

permission java.util.PropertyPermission "java.vm.specification.vendor”, "read";

permission java.util.PropertyPermission "java.vm.specification.name", "read”;

permission java.util.PropertyPermission "java.vm.version”, "read”;

permission java.util.PropertyPermission "java.vm.vendor", "read";
permission java.util.PropertyPermission "java.vm.name", "read"; };

3.2 BeE X HFFRE

FENSTMD, HAREEXNMECEN AR,

NN, BHRZEEHE:S

EieEEERmMLI, ENERENSEE.

4.1 BENSHHE
BafEFRHREI IS EE MR e EERS:

-Djava.security.manager
EEEIEEREN RN ERRATAIAIT :

-Djava.security.manager -Djava.security.policy="E:/java.policy"

4.2 fRE3HNEED
BRILLEIE RIS =UEs), NI
System.setSecurityManager(new SecurityManager());

BESHE, AR EBEEEREEN, FMISHEMERRE, MERBREBIUT (sun.misc
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Launcher) :

// Finally, install a security manager if requested
String s = System.getProperty("java.security.manager"); if (s !'= null) {
SecurityManager sm = null; if ("".equals(s) || "default".equals(s)) {
sm = new java.lang.SecurityManager();
} else { try {
sm = (SecurityManager)loader.loadClass(s).newInstance();
} catch (lllegalAccessException e) {
} catch (InstantiationException e) {
} catch (ClassNotFoundException e) {
} catch (ClassCastException e) {
}
}if (sm !'= null) {
System.setSecurityManager(sm);
} else { throw new InternalError( "Could not create SecurityManager: " + s);
}
}

~ A~ A~ A~

FILARIIE=EIEZE— 1 E#ARISecurityManager;

f., BEENREPEE
5.1 EEEEF RN

EERZEEESRE, EESELUTERRN:
1. RBEEINIRETRE.
2. REEECERMTANIR, FEeEcERLLMTA,
3. A—FRATZRECE, EFER.
4. F—RIFNSHIRATRESHE.

5.2 FRABCE SRR
BT

grant codeBase "file:${{java.ext.dirs}}/*" {
permission java.security.AllPermission; };

BIETFREE file:${{java.ext.dirs}/*"Bclassfljar, FTEINR.
“EROEN:

grant {
permission java.lang.RuntimePermission "stopThread”;

XEMAERIRIN, MRETFIEREHTRN. BICABER, L ESjavadoc
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5.3 AIECELNFAR
SHERENI R, B=MRI:
e directory/ FrdirectoryB R FNAIFRE. classXf4, AEIE jarstfs
e directory/* ZFxdirectoryBR THIFFERY.class.jarsi4
e directory/- FrdirectoryBR TRIFFEM.classk.jars(d, BiFFER

LB $ (k5 |BEREME, 0:
"file:${{java.ext.dirs}}/*"

7. [RERFER
LT T 2L EARINIR, EAGTHA TR,
6.1 liEZLEER

—RER TR R EER, FUXIMRRFEZCZ2EERHTXE, FREHEH
CIB

6.2 IENNERA PR
EENSEIREE, NREERLEEROURERI AR, WTF:

Exception in thread "main" java.security.AccessControlException: access denied (java.io.FilePe
mission E:\pack\a\a.txt write)

FEBIF, BREFIEE:\pack\a\a.txt, BFilePermissionfISRIREHE, EULEIELR,
A AT AR IR :
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