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firewall-cmd --zone=public --add-port=80/tcp --permanent # nginx i

firewall-cmd --zone=public --add-port=2222/tcp --permanent # FAFSSH&E FRix[] coco
firewall-cmd --reload # EFEANY

#1Z&ESELinux

/usr/sbin/sestatus -v #E&&HHEIEHISELINUXAPIRT, FHEenabled ST FEIR MR,
W 7gdisabled AFEEUALEHIIT FEMR NGRS

setenforce 0 #ERFFSELinux

sed -i "s/enforcing/disabled/g" "grep enforcing -rl /etc/selinux/config” #3<[ZJSELinux

# (EF RS, BNETBEIR input/output errorfS[a)i, E A BEEFTEN T X
localedef -c -f UTF-8 -i zh CN zh CN.UTF-8

export LC_ALL=zh CN.UTF-8

echo 'LANG="zh CN.UTF-8"" > /etc/locale.conf

—. & Python3 F Python E#IIFIE

yum -y install wget gcc epel-release git #Z3={KEHE
yum -y install python36 python36-devel #Z%fpython3.6

#E3IpythonEMIAEE, 79 CentOS 6/7 BHHIZ Python2, Yum FTEMKMUFEFRAI Python, /9

FELRFRAEMET( IR AER Python FEHAIME
cd /opt
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python3.6 -m venv py3

source /opt/py3/bin/activate

# BRI T EARTFFRIIN LUVSEIETT Jumpserver FEFRIEITLAL source d5<%, LATRME S SHAE
PR HIETT

(py3) [root@localhost py3]

#B&1E Python BHIAMEECE

#IL TR R AR A R, B LEIE1T Jumpserver BIICEL Python NS SEIRF RIS
. {#Eautoenv

cd /opt

git clone https://github.com/kennethreitz/autoenv.git

echo 'source /opt/autoenv/activate.sh' >> ~/.bashrc

source ~/.bashrc

=. ®¥jumpserver

1. cloneliH

cd /opt/

git clone https://github.com/jumpserver/jumpserver.git

echo "source /opt/py3/bin/activate” > /opt/jumpserver/.env # FHX jumpserver BRITIEEED
A python FEfUIRER

# BIRHN jumpserver XIFRSEIRIZ y Bin]

# Are you sure you want to allow this? (y/N) y

2, REKHMRPME

cd /opt/jumpserver/requirements
yum -y install $(cat rpm_requirements.txt) # WNRGBIHAIRFETFIALE

3. ZEpython{kifitl

pip install --upgrade pip setuptools
pip install -r requirements.txt

4, %% Redis, Jumpserver £ Redis {#f cache # celery broke**

#centos7-yumBE &
yum -y install redis
systemctl enable redis
systemctl start redis

#centos6-yuma &
yum -y install redis
chkconfig redis on
service redis start
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#RID%%E, &%
Redis INEZE

5. &&EMysQL

#BE
MySQL IRERe
#centos7

yum -y install mariadb mariadb-devel mariadb-server # centos7 F& %A 2mariadb
systemctl enable mariadb
systemctl start mariadb

# centos6 BHHY mysql5.1 A8 iBEEMEARSS 88 LOIE jumpserver #UEREERE

6. GlEJumpserverfiREFHEIN

mysql -uroot

> create database jumpserver default charset 'utf8’;

> grant all on jumpserver.* to 'jumpserver'@'127.0.0.1" identified by 'EZZ0 K/ NEFBEF
RS

> flush privileges;

> quit

7. {EeUJumpserverfi&X{E

cd /opt/jumpserver
cp config_example.py config.py
vim config.py

# TR AR EREHAENAE ERRE U A MSE EEERTNT:

jumpserver.config

NN ANANANNNSNNNSNNSNSNSANS NS

Jumpserver project setting file

:copyright: (c) 2014-2017 by Jumpserver Team
slicense: GPL v2, see LICENSE for more details.

import os
BASE DIR = os.path.dirname(os.path.abspath(_ file ))

class Config:
# Use it to encrypt or decrypt data

# Jumpserver &F8 SECRET KEY #H{TII% 5SS MMERLATRE
# SECRET_KEY = os.environ.get('SECRET _KEY') or '2vym+ky!997d5kkcc64mnz06y1mmui3lut
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(Awd=%s $1%x
SECRET_ KEY = BRI FRREFEFRATET 500

# Django security setting, if your disable debug model, you should setting that
ALLOWED HOSTS = ["*1]

# DEBUG &=, True AFFIE False AKX A BIAFT S, EF-INEHEF XA

# 3 ER: WERIRE TDEBUG = False,ifa]8080ixOATNEES BRAE SR, BEEE nginx RKEATTLL
Hihi

DEBUG = os.environ.get("DEBUG") or True

BHERB, A SIDEBUG, ATiEZEE AINFO, WARNING, ERROR, CRITICALZKIAINFO
LOG_LEVEL = os.environ.get("LOG_LEVEL") or 'WARNING'
LOG DIR = os.path.join(BASE_DIR, 'logs’)

# (FFERVEUEFECE, s ¥Fsqlite3, mysql, postgress, BAIAfEAsqlite3
# See https://docs.djangoproject.com/en/1.10/ref/settings/#databases

# BOUAERSQLite3 ANREREMEUEFES TR FEMNTT
# DB_ENGINE = 'sqlite3’
# DB_NAME = os.path.join(BASE_DIR, 'data’, 'db.sqlite3')

# UNIRFEEAmMysqlzkpostgres, IBEGH HATGEFFRAERIER AGIERmMysqlfifiEzR(mar
adbtBEmysql)

DB_ENGINE = os.environ.get("DB_ENGINE") or 'mysql'

DB HOST = os.environ. get("DB_HOST") or '127.0.0.1"

DB_PORT = os.environ.get("DB_PORT") or 3306

DB _USER = os.environ.get("DB_USER") or 'jumpserver'

DB_PASSWORD = os.environ.get("DB_PASSWORD") or 'SZ&f8 K/ NEFBEF4EF TS

DB_NAME = os.environ.get("DB_NAME") or 'jumpserver’

# Django IrAYipFNuR O, A F =R EHEEE0.0.0.0/8%5.127.0.0.1, X BHE B E X XX X518, 12
0.0. 1R~ MXIFE S

# ./manage.py runserver 127.0.0.1:8080

HTTP_BIND HOST = '0.0.0.0’

HTTP_LISTEN_PORT = 9091

# Redis HHXIRE

REDIS HOST = os.environ.get("REDIS HOST") or '127.0.0.1'
REDIS PORT = os.environ. get(“REDIS PORT") or 6379

REDIS PASSWORD = os.environ.get("REDIS PASSWORD") or "
REDIS DB _CELERY = os.environ.get('REDIS DB') or 3

REDIS DB _CACHE = os.environ.get('REDIS DB) or4

def _init_(self):
pass

def getattr_(self, item):
return None

class DevelopmentConfig(Config):
pass

class TestConfig(Config):
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pass

class ProductionConfig(Config):
pass

# Default using Config settings, you can write if/else for different env
config = DevelopmentConfig()

8. HERNEUREERGIITIInCEIE

cd /opt/jumpserver/utils
sh make_migrations.sh

9. 1EfTjumpserver

cd /opt/jumpserver
Jjms start all # [5&1z17FER -d 8#/jms start all -d

# FRARSE T 7 IE THIA, EF753(./jms start|stop|status|restart all [FEIEITIERI -d S

10, FFAE9091iwmO

firewall-cmd --zone=public --add-port=9091/tcp --permanent
firewall-cmd --reload # EFHERNFNY

&nbsp;&8nbsp;&nbsp;&nbsp;IEZ{T /RS, BN
[\Ahttp://ip:9091/2RIAMKE: admin ZF5: admin TUEIERAEFEFCA LR HEF MEE EEEE
ginx ({IEfEEPRTIEE A [REZE S django FiEfEIF debug &R\ FINEEFSRIR

Y. Z3ESSH ServerflWebSocketServer:Coco

1. cloneliiBcoco

cd /opt

source /opt/py3/bin/activate

git clone https://github.com/jumpserver/coco.git

echo "source /opt/py3/bin/activate” > /opt/coco/.env # #HN coco BRATEERNE A python
IR

# BEIRHAN coco WHRSBIRTIZ y BIF]

# Are you sure you want to allow this? (y/N) y

2, TERIKH

cd /opt/coco/requirements
yum -y install $(cat rpm_requirements.txt)
pip install -r requirements.txt
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3. ENEREXHFET

cd /opt/coco

mkdir keys logs

cp conf example.py conf.py # 4158 coco 5 jumpserver S HERE IEFIMEX conf.py
vim conf.py

HERNIT ABEREFI T ENIRE
IR BLESGR Python 183 A~ EF TAB MERTTE

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
#

import os
BASE DIR = os.path.dirname(_ file )

class Config:

Coco config file, coco also load config from server update setting below

nnn

# INB 2R, S AkEJumpserver i, iIRBIME, AEEES
# NAME = "localhost"
NAME = "coco"

# JumpserverIn BAurl, apiiEEMEER, 18R Jumpserver&EizfT7E£127.0.0.1:9091,i518K
&

# CORE_HOST = os.environ.get("CORE_HOST") or 'http://127.0.0.1:9091"

CORE_HOST = 'http://127.0.0.1:9091"

# BahRt4FERip, BAA 0.0.0.0
# BIND_HOST = '0.0.0.0'

# WITHISSHIROS, EAIA2222
# SSHD_PORT = 2222

# WIFRYHTTP/WSim S, 2A1A5000
# HTTPD_PORT = 5000

# INE{EFRYACCESS KEY, ERASEM FRFE] ACCESS_KEY_STOREH,

# MRBER, TLUSRIEE 4, 18T, access_key id:access key secret
# ACCESS KEY = None

# ACCESS KEY {RIFAYMEIL, BUNEMESREEIZ 4+
# ACCESS KEY STORE = os.path.join(BASE DIR, 'keys', ".access_key")

# N
# SECRET _KEY = None

# 1IREHESS! [[DEBUG', 'INFO', 'WARN', 'ERROR’, 'FATAL', 'CRITICAL']

# LOG_LEVEL ='INFO'
LOG_LEVEL = 'WARN'
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# HEFEHMRIER
# LOG _DIR = os.path.join(BASE_DIR, 'logs')

# SessionFREFHER
# SESSION _DIR = os.path.join(BASE_DIR, 'sessions’)

# BB AR R, ['ip', 'hostname']
# ASSET LIST SORT BY = 'ip'

# BREESTHFEINAILE
# PASSWORD_AUTH = True

# BREBHRWIAAIL
# PUBLIC_KEY AUTH = True

# SSHEZ 8
# ALLOW_SSH_USER = 'all' # ['test’, 'test2']

# SSHERZ R, NRAFENERZRMER R BRRHTEN
# BLOCK_SSH_USER = []

# FlJumpserver {(RIFOBKETENEIRR
# HEARTBEAT INTERVAL =5

# Adminf9B =, HASE RS P
# ADMINS ="
COMMAND STORAGE = {
"TYPE": "server"
}
REPLAY_STORAGE = {
"TYPE": "server"

}

# SSHiEIZ BATATE) (default 15 seconds)
# SSH_TIMEOUT = 15

#1B= =en

LANGUAGE CODE = 'zh’

config = Config()

Jcocod start # FEIE{TERA -d &#i./cocod start -d

# FRATEH 7B THIA. ffEE 7530, /cocod start|stop|status|restart [FEETTIERMN -d 5%

[BEIEkIhEZEIumpserver SR ETR-ZRinEE ([http://ip:9091/terminal/terminal/](http://ip:9091/t

rminal/terminal/))E=cocolyi !

R fEwebUEZE cocofiEMAYETR, EARiIpHEAGER127.0.0.1, FEREHILIRAY

ki pithik

f. TiEweb terminalgijixLuna
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&nbsp;&8nbsp;&8&nbsp;&nbsp;Luna EXH4tEiF,
E Nginx Rizf7i5a)

&nbsp;&nbsp;&nbsp;&nbsp;ifia)(
ttps://github.com/jumpserver/luna/releases) FEIIRMMRAHY release &, BIERE ABERIF

cd /opt

wget https://github.com/jumpserver/luna/releases/download/v1.4.4/luna.tar.gz
tar xvf luna.tar.gz

chown -R root:root luna

’:i'uﬁ:ﬁ‘&iﬂ‘i'ﬁi”ﬁ%ﬁ# (BRET, AFEEEEBwindowsE

&nbsp;&nbsp;&nbsp;&nbsp;Guacamole FEZE Tom
at >RizfT

1, REKE

rpm --import http://li.nux.ro/download/nux/RPM-GPG-KEY-nux.ro

rpm -Uvh http://li.nux.ro/download/nux/dextop/el7/x86_64/nux-dextop-release-0-5.el7.nux.n
arch.rpm

yum -y localinstall --nogpgcheck https://download1.rpmfusion.org/free/el/rpmfusion-free-rel
ase-7.noarch.rpm https://download1.rpmfusion.org/nonfree/el/rpmfusion-nonfree-release-7.
oarch.rpm

yum install -y java-1.8.0-openjdk libtool

yum install -y cairo-devel libjpeg-turbo-devel libpng-devel uuid-devel

yum install -y ffmpeg-devel freerdp-devel pango-devel libssh2-devel libtelnet-devel libvncser
er-devel pulseaudio-libs-devel openssl-devel libvorbis-devel libwebp-devel ghostscript

mkdir /usr/local/lib/freerdp/
In -s /usr/local/lib/freerdp /usr/lib64/freerdp

2. fmi¥TEguacamolefgs3s

cd /opt

git clone https://github.com/jumpserver/docker-guacamole.git
cd /opt/docker-guacamole/

tar -xf guacamole-server-0.9.14.tar.gz
cd guacamole-server-0.9.14
autoreconf -fi

.Jconfigure --with-init-dir=/etc/init.d
make && make install

cd ..

rm -rf guacamole-server-0.9.14
|dconfig

3. fgEtomcat-8081
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mkdir -p /config/guacamole /config/guacamole/lib /config/guacamole/extensions # iz gu
camole BR

cp /opt/docker-guacamole/guacamole-auth-jumpserver-0.9.14.jar /config/guacamole/extens
ons/guacamole-auth-jumpserver-0.9.14 jar

cp /opt/docker-guacamole/root/app/guacamole/guacamole.properties /config/guacamole/
guacamole EZ&14

cd /config

wget http://mirror.bit.edu.cn/apache/tomcat/tomcat-8/v8.5.35/bin/apache-tomcat-8.5.35.tar.
z

tar xf apache-tomcat-8.5.35.tar.gz

rm -rf apache-tomcat-8.5.35.tar.gz

mv apache-tomcat-8.5.35 tomcat8

rm -rf /config/tomcat8/webapps/*

cp /opt/docker-guacamole/guacamole-0.9.14.war /config/tomcat8/webapps/ROOT.war # gu
camole client

sed -i 's/Connector port="8080"/Connector port="8081"/g' "grep 'Connector port="8080"" -rl
/config/tomcat8/conf/serverxml™ # {EXEIAIRC /S 8081

sed -i 's/FINE/WARNING/g' ‘grep 'FINE' -rl /config/tomcat8/conf/logging.properties’ # (£ |
g F4%J9 WARNING

cd /config

wget https://github.com/ibuler/ssh-forward/releases/download/v0.0.5/linux-amd64.tar.gz
tar xf linux-amd64.tar.gz -C /bin/

chmod +x /bin/ssh-forward

4, BRERIREE

export JUMPSERVER SERVER=http://127.0.0.1:9091 \# http://127.0.0.1:9091 5 jumpserver
[EJ3tE

echo "export JUMPSERVER SERVER=http://127.0.0.1:9091" >\> ~/.bashrc

export JUMPSERVER\_KEY\ DIR=/config/guacamole/keys

echo "export JUMPSERVER\ KEY\ DIR=/config/guacamole/keys" >\> ~/.bashrc

export GUACAMOLE_HOME=/config/guacamole

echo "export GUACAMOLE HOME=/config/guacamole” >\> ~/.bashrc

5. BijlGuacamole

/etc/init.d/guacd start
sh /config/tomcat8/bin/startup.sh

&nbsp;8nbsp;&8nbsp;&nbsp;FapkINEZEJumpser

er &FEE-RinEM (http://ip:9091/terminal/terminal )52 [GualFFLHg—
RS

. BEEnginxEBSZ/MEN

&nbsp;8nbsp;&8nbsp;&nbsp;nginxZi=a] &0 :
giNdNEZZE, A RHRIRA T IRBERRAINgiIniHTECER
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vim /usr/local/nginx/coonf/nginx.conf
#INA0 Fserverfc &
server {
listen 9092; # (IR M, LASISEE Ibin #7519, A B 909 1im
server_name caizhaoke.cn; # {2 RAVIEE

client max _body size 100m; # F&R {4 HEX /IR

location /luna/ {

try files $uri / /index.html;

alias /opt/luna/; # luna B2 MNRENL=E R MATFEEL
}

location /media/ {

add_header Content-Encoding gzip;

root /opt/jumpserver/data/; # RIGMIE NRIENLEBR MAFEEN
}

location /static/ {
root /opt/jumpserver/data/; # gSHEIR NRIENZERBR HAFEIEN
}

location /socket.io/ {
proxy_pass http://localhost:5000/socket.io/; # AN cocoLZEERIRIIRSEE BESEMip
proxy_buffering off;
proxy http version 1.1;
proxy set header Upgrade $http upgrade;
proxy set_header Connection "upgrade”;
proxy set_header X-Real-IP $remote_addr;
proxy set header Host $host;
proxy set header X-Forwarded-For $proxy add x forwarded for;
access_log off;

}

location /coco/ {
proxy pass  http://localhost:5000/coco/; # tNERcocowiEERIMIRS =S BFESEMip
proxy set header X-Real-IP $remote_addr;
proxy set _header Host $host;
proxy set _header X-Forwarded-For $proxy add x forwarded for;
access_log off;

}

location /guacamole/ {
proxy pass  http://localhost:8081/; # WNERguacamoleZ &7 5IAIIRS =R BIESEMip
proxy buffering off;
proxy http version 1.1;
proxy set header Upgrade $http _upgrade;
proxy set header Connection $http_connection;
proxy set header X-Real-IP $remote_addr;
proxy set header Host $host;
proxy set header X-Forwarded-For $proxy add x forwarded for;
access _log off;
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location / {
proxy pass http://localhost:9091; # iNERjumpserver&i=fEalIRIRS R BIESEMip
proxy set header X-Real-IP $remote addr;
proxy set_header Host $host;
proxy set_header X-Forwarded-For $proxy add x forwarded for;

}
}

1Z{TNnginx

nginx -t # M(RECEIRBITE, BafSLHRA
# CentOS 7

systemctl start nginx

systemctl enable nginx

# CentOS 6

service nginx start
chkconfig nginx on

J\. WiftfEAjumpserver

KENHARECEIERIET

RS £EBEsNE. 708 http://ip:9092,i:5[EInginx{CIEEANER19092, AEBEIF 909 1iw 3718
ZMAMKS: admin Zf3: admin

WNREB I FETIREIESNABREM FEFJumpserver 21EE1E-KiRE 1R %5 Coco Guacamole
SN R AR,

# M
#HNREREFimE macOS 8 Linux ERIEZNT
ssh -p2222 admin@ip
sftp -P2222 admin@ip
#2270 admin
#HINREBREFinE Windows ,Xshell Terminal E2RiEEX0TF
ssh admin@ip 2222
sftp admin@ip 2222
#2270: admin
WNREEE L RERE AN
# sftpEAA LB EEE /Y /tmp BRT
# windowsHEIB_HERINBERH Guacamole RDPEHY G BR T

)

1. BHjumpserverEE AN ZnEIRQEITLIAE, (EEREREFVRiRHIEEREIRAT,
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SEHE GBI, NALZEcocoh FER T, BHGEIRTfFIR!

cd /opt/coco
./cocod start -d
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