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AN EEM B RESFNER AU 7218, €fEMDS5. SHA, DES, AES. RSAZE, HEREMT
NE%AY)avasCIIFTLE.

— HERESZE
1. @

o HERRERZNEEHISMBIEATESR, HESIMEZEREIRT EHEES
o ABMANMARMNEXHEEIHRNERRERZZ EEEIHERRNE.

o HRMERZETENBE "HFER" Wi, (FAMNBXNREERE.

o ERRRERZBRSALTMIMDSEEHISHA- 1BEREXE/IZEE.

2. 458

"

1. TIEWARNERESK, 1EHRNEERENKESEEER.

2. HEHEFEERR "(HENEY" . BERERIMERNEEREELERER.

3. HEBAEERAREEHREX

;él {E!‘E‘a‘éi&ﬁIElﬁJﬂg%%ﬁE, MEEZMNFEERKSHEMLER, BEEREFHRERIENSHREEE
3. NF:

HERERAREANZSHNRNFSALURLIE (B18) MET. (—AFRIHMITE BRIt EIH
{EFAMD 53 FI &Rt T I0%)

4. [RHIFER:

HFELTERTIFIRERNERASHFRERA, BFESERARKGHEEERKIEEAIA
&, SRX—EEEEENE. BRERGAREENARTERERINZIRERSE, RAEAHA
HEEXIKRINRSGE—MREER . SHZRIREERXIL.

SNERMER), NiRBAKEIRYEER=ER, EEmIETRARIZN, BNRBESHIZE0T.

It E & 2R IIHE B RITTE L.
HFBRENINERTRE, HFELWIERMEENTRE.

5. EER/ S HERE:
MD5:

&

MD5SHUERRILAE EERERAFER MM EEFANEHEIR T4 N—FMRERIEC
(EHMEE—MEERKENF T RN —E R+ HFIHFES) .

R BINEEMINEEE
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5=

1. E4ats: (EERKENEEE, FHAIMDYERERZEERT.
2. aZitH: NREIEITEEMDYNERES.

3. fniEeqts: XREGEHTEENE, WRRAELPFE, FEEIRMDYEEERAXE.
4. BinkE: CRREIEINEMDSE, BHE— EAHEEMDENEE BMEsdE) 2FERE

Y.

{CRISEIR :
FIAJDKiR{Hjava.security.MessageDigestSCIIMD5Hi% :
package com.snailclimb.ks.securityAlgorithm;

import java.security.MessageDigest;

public class MD5Demo {

// test

public static void main(String[] args) {
System.out.printin(getMD5Code("{FELF, BEBX");

}

private MD5Demo() {
}

// md5inEz
public static String getMD5Code(String message) {
String md5Str = ",
try {
//BIEMDSEIEBEHE

MessageDigest md = MessageDigest.getinstance("MD5");

//ERRHIE BRI TR
byte[] md5Bytes = md.digest(message.getBytes());
md5Str = bytes2Hex(md5Bytes);
}catch(Exception e) {
e.printStackTrace();
}

return md>5Str;

}

/] 23 HIEE 6
public static String bytes2Hex(byte[] bytes) {
StringBuffer result = new StringBuffer();
int temp;
try {
for (inti = 0; i < bytes.length; i++) {
temp = bytes]i];
if(temp < 0) {
temp += 256;
}

if (temp < 16) {

Rz BIEENEEE
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result.append("0");
result.append(Integer.toHexString(temp));

} catch (Exception e) {
e.printStackTrace();
}

return result.toString();
}

}

SR
6bab82679914f7cb480a120b532ffa80

i¥=MessageDigest¥BINANFik:

static MessageDigest getinstance(String algorithm)//iIR[BISCIEERHEE LA IMessageDigest
EH

bytel] digest(byte[] input)//{EFEEAZH MEHBHTREEY, REmEEitE.
AFIAJavaiRitiyjava.security.MessageDigestZECIIMD5 &% :
package com.snailclimb.ks.securityAlgorithm;

public class MD5{

/*
*ONpEET S
*/

private final int A=0x67452301;
private final int B=0xefcdab89;
private final int C=0x98badcfe;
private final int D=0x10325476;

/

*ABCDRYIGRYEEE

*/

private int Atemp,Btemp,Ctemp,Dtemp;

/*

Bt

*y1:floor(abs(sin(i+1)) x (2pow32)

*/

private final int K[]={
0Oxd76aa478,0xe8c7b756,0x242070db,0xc1bdceee,
0xf57cOfaf,0x4787c62a,0xa8304613,0xfd469501,0x698098d8,
0x8b44f7af,0xffff5bb1,0x895cd7be,0x6b901122,0xfd987193,
0xa679438e,0x49b40821,0xf61e2562,0xc040b340,0x265e5a51,
0Oxe9b6c7aa,0xd62f105d,0x02441453,0xd8a1e681,0xe7d3fbc8,
0x21e1cde6,0xc33707d6,0xf4d50d87,0x455a14ed,0xa9e3e905,
Oxfcefa3f8,0x676f02d9,0x8d2a4c8a,0xfffa3942,0x8771f681,
0x6d9d6122,0xfde5380c,0xa4beead4,0x4bdecfa9,0xf6bb4b60,
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Oxbebfbc70,0x289b7ec6,0xeaal27fa,0xd4ef3085,0x04881d05,
0xd9d4d039,0xe6db99e5,0x1fa27cf8,0xc4ac5665,0xf4292244,
0x432aff97,0xab9423a7,0xfc93a039,0x655b59¢3,0x8f0ccc92,
Oxffeff47d,0x85845dd1,0x6fa87e4f 0xfe2ce6e0,0xa3014314,
0x4e0811a1,0xf7537e82,0xbd3af235,0x2ad7d2bb,0xeb86d391};

/ *
AR T ETSAERA
*/

private final int s[]={7,12,17,22,7,12,17,22,7,12,17,22,7,
12,17,22,5,9,14,20,5,9,14,20,5,9,14,20,5,9,14,20,
411,16,23,4,11,16,23,4,11,16,23,4,11,16,23,6,10,
15,21,6,10,15,21,6,10,15,21,6,10,15,21};

/*

“HIIRILEREL

*/

private void init(){
Atemp=A;
Btemp=B;
Ctemp=C;
Dtemp=D;

}

/*
“FE—ENE
*/

private int shift(int a,int s){
return(a<<s)|(a>>>(32-s));//GBHRHE, SA—EEANE, MARINTEHFS{U
}
/-k
*FBIR
*/
private void MainLoop(int M[]){
int F,g;
int a=Atemp;
int b=Btemp;
int c=Ctemp;
int d=Dtemp;
for(inti=0;i < 64;i ++){
if(i<16){
F=(b&0)|((~b)&d);
:|;

Jelse if(i<32){
F=(d&b)|((~d)&);
g=(5*i+1)%16;

}else if(i<48){

F=b~c~d;
g=(3*i+5)%16;

telse{

F=c(b|(~d));
g=(7*)%16;

}

int tmp=d;

d=c;
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c=b;
b=b+shift(a+F+K[i]+M[g],s[i]);
a=tmp;
}
Atemp=a+Atemp;
Btemp=Db+Btemp;
Ctemp=c+Ctemp;
Dtemp=d+Dtemp;

}
/*
*IHFTRREL
*OMERRLEEDbits=448(mod512), F i Ebytes=56 (mode64)
“EF AT N0, HEf A NE
*ERiahl L6ARIRIESRI<E
*/
private int[] add(String str){
int num=((str.length()+8)/64)+1;//LA512{if, 64 MNFT5—H
int strByte[]=new int[num*16];//64/4=16, FFLAB161EEEL
for(int i=0;i<num*16;i+ +){//£ZB¥0E14,0
strByte[i]=0;
}
int i
for(i=0;i<str.length();i++){
strByte[i> > 2]|=str.charAt(i) < < ((1%4)*8);//— M EBEFEIUNFET, /NuFF
}
strByte[i>>2]|=0x80< < ((i%4)*8);//RBEBFN1

/*

732{17‘%%3[15%@5 KEBMAHKE, FrLAERS, RE2/NmF, FMUABERSE— N XBKER
i
*/

strByte[num*16-2]=str.length()*8;
return strByte;
}

/*
“IEFAEREY
*/
public String getMD5(String source){
init();
int strByte[]=add(source);
for(int i=0;i<strByte.length/16;i++){
int num[]=new int[16];
for(int j=0;j<16;j+ +){
num|j]=strByte[i*16+j];
}
MainLoop(num);

}
return changeHex(Atemp)+changeHex(Btemp)+changeHex(Ctemp)+changeHex(Dtemp);

}

/ *
*EEEAN AN 1 6T ER
*/

private String changeHex(int a){

RoEE: BRUEANEEE
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String str="";
for(int i=0;i<4;i++){
str+=String.format("%2s", Integer.toHexString(((a>>i1*8)%(1 < <8))&0xff)).replace(' ', '0")

}
return str;
}
/*
*EA {3l
*/
private static MD5 instance;
public static MD5 getlinstance(){
if(instance==null){
instance=new MD5();
}

return instance;

}
private MD5(){};

public static void main(String[] args){
String str=MD5.getInstance().getMD5("{REZYF, EERBEX");
System.out.printin(str);

}

SHA1:

SNFRENF2AAMAHE, SHATSF4AE— M 6040 NE=RSHERE. LiElaE S a0t E
XANEEREA LAARIOIEER e E . EEHINIRET, SURRURSAKETN, BPAXRIRR
FEREREERE.

SHATBU 4L

o FAILINHEREHERER,

o MO AREREEASTERFITEERE ((B2E1x10 A 4802 —aREMERERRE —
{SEFRRT2HK).

XH3CIR

*FFAIDKIR#tjava.security.MessageDigestzSLEISHATE X

package com.snailclimb.ks.securityAlgorithm;

import java.io.UnsupportedEncodingException;
import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

public class SHATDemo {

public static void main(String[] args) {

Rz BIEENEEE
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// TODO Auto-generated method stub
System.out.printin(getSha1("{FEZLEF, EEEX");

}

public static String getSha1(String str) {
if (null == str || 0 == str.length()) {
return null;
}
char[] hexDigits = {'0", '1','2",'3','4",'5",'6", '7",'8','9", 'a’, 'b’, 'c’, 'd’, 'e’, 'f' };
try {
//EEESHATE A BREENS
MessageDigest mdTemp = MessageDigest.getinstance("SHA1");
//ERIEENF B EFIHE,
mdTemp.update(str.getBytes("UTF-8"));
[/ ERIFTHEE
byte[] md = mdTemp.digest();
//SHATEZEREEREXREIIE
int j = md.length;
char[] buf = new char]j * 2];
intk =0;
for (inti=0;i <j;i++){
byte byte0 = md[i];
buf[k++] = hexDigits[byte0 >>> 4 & Oxf];
buf[k++] = hexDigits[byte0 & 0xf];
}
return new String(buf);
} catch (NoSuchAlgorithmException e) {
e.printStackTrace();
} catch (UnsupportedEncodingException e) {
e.printStackTrace();
}

return "0";

2R
8ce764110a42da9b08504b20e26b19c9e3382414

— MEEE
1. &N

o MNFERACERITER: MEEEMEZIA.

Eg?ﬂ%ﬁ%%ﬁ%ﬁﬂgidi (HETLIEFENER) 5—8RE8F (FiH) NES, FERUERENSR
PIKo

o ZARARMEIEHTRIBMFB—HEE.
o ER2FRBH, WEILESMNBAMBEANSENFIRFENENEREAZL.

Rz BIEENEEE
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2. 9.

ZIAMERARZEEIS PRI REHFAEI TR A EIRR. ARiE, HERMTBEREARS A
X, BPXITRINZE (FAAZZEAMNEE) FNAERITRONSEE (RFFSEAME) .

MFRINZLAEENZ R (DES, Data Encryption Standard) EiZAHER, JEIIRMEZES
RSA (Rivest Shamir Adleman) EiXHI{E.

MFRINSRIINZ L AR ZZAER. IEITRMZAINZZAMBREEALRR, MESATLARF T
ERIARERS

3. NH:
ERBEEREFASSEREEERIENEEHZTEISEE.
4. YIFRINEE

InEE PR E R ERRIIEE X,

XIFRINERAERERERIRGE, BRBE, BWiEEME, RTE#ENERE (DES) |

B UREENZRFEEMRESUEINZSEZE (IDEA) |, SLUDESHUNNZE Y, mBEXTHEINEEE
iR EBAE. IDEAINIZELRERPGP (Pretty Good Privacy) ZR#H#EH,

DES:

D_JLESéﬁT\?JData Encryption Standard, BI&dEINETNE, B—MEREHENENREE, WEER
B,

XH3CIR

DESEESLI -
package com.snailclimb.ks.securityAlgorithm;

import java.io.UnsupportedEncodingException;
import java.security.SecureRandom;

import javax.crypto.spec.DESKeySpec;

import javax.crypto.SecretKeyFactory;

import javax.crypto.SecretKey;

import javax.crypto.Cipher;

/**

* DESHNZE/ A DESE—MXITRINZEEL, FMBXIFRINZELIARD: INZFEEFERER=ENEE,
ESHNZE;AH BIBMAYFHZ,

Lliﬁ?é%fgﬁﬁmﬁ%ﬁi ZIEFHAIZmE, (BRIrea FERMEm/>, EIDESERS6{ZH
ATIHEBES,

* 2A/NET BN I MR R, SR, AREEBENAS, RIIEETLAGEADESINESE L, AXEE
fRDESHYJAVASCIR .

* R DESINZFIMRZEIIREF, BHKEEI/ESAIEEL

*/

public class DesDemo {

R BINEEMINEEE
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public DesDemo() {
}

// WA
public static void main(String args[]) {
/] FIERE
String str = "cryptology”;
/] BB, KEZR8AIEE
String password = "95880288";

bytel[] result;
try {
result = DesDemo.encrypt(str.getBytes(), password);
System.out.printin("ilZZfE: " + result);
byte[] decryResult = DesDemo.decrypt(result, password);
System.out.printin("f#25f5: " + new String(decryResult));
} catch (UnsupportedEncodingException e2) {
// TODO Auto-generated catch block
e2.printStackTrace();
} catch (Exception e1) {
el.printStackTrace();
}

}
/] BB LSRR
/ **

0
*

Et

* @param datasource

* byte[]
* @param password
* String

* @return byte[]

*

public static byte[] encrypt(byte[] datasource, String password) {

try {
SecureRandom random = new SecureRandom();
DESKeySpec desKey = new DESKeySpec(password.getBytes());
/] BIEBE—ERT), SAISFAEIBDESKeySpeck&itny,
SecretKeyFactory keyFactory = SecretKeyFactory.getinstance("DES");
SecretKey securekey = keyFactory.generateSecret(desKey);
// CipherS3$SREfRsepk IR F
Cipher cipher = Cipher.getinstance("DES");
// FERRRLATRA K Cipher3d%, ENCRYPT MODEREFI Cipher ¥IiaM 0 iEsiezt s i
cipher.init(Cipher.ENCRYPT _MODE, securekey, random);
/] AE, SREREGREFINE
/] IERHITINEZBAF
return cipher.doFinal(datasource); // IRERER D EREINEHHFZEIR, BB ER—ZHD

(3

} catch (Throwable e) {
e.printStackTrace();

}

return null;
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}

/**
* R

*

Ft

* @param src

* bytel]
* @param password
* String

* @return byte[]
* @throws Exception
*/
public static byte[] decrypt(byte[] src, String password) throws Exception {
// DESEZERE— el EAIRETEUR
SecureRandom random = new SecureRandom();
// BliE— 1 DESKeySpecXig:
DESKeySpec desKey = new DESKeySpec(password.getBytes());
/] BIE—NERT
SecretKeyFactory keyFactory = SecretKeyFactory.getinstance("DES");// iR[EISCEEESL

// Cipher
J/BSES
// ¥DESKeySpeciigiEitimkSecretKeyXds:
SecretKey securekey = keyFactory.generateSecret(desKey);
// CipherSdSRSEPrTehfFE B
Cipher cipher = Cipher.getinstance("DES");
/] FRERAIRICiphertds:
cipher.init(Cipher.DECRYPT _MODE, securekey, random);
/] BIEFHARFERIF
return cipher.doFinal(src);

IN%&%E: [B@50cbc42f
=G cryptology

IDEA:

o XFMEEREDESHZME EARLERR, XMF=EDES,

o RRIDEAthRERFIDESEBRAKXIIEFRS.

o DEARIEFAM128(U, XAKMZBES BETFARIZERZEM.
o ESEfFIIE R ARZIRYERD T REEDTT.

CRIEIM :

IDEARESEHL

package com.snailclimb.ks.securityAlgorithm;

import java.security.Key;

Rz BIEENEEE
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import java.security.Security;

import javax.crypto.Cipher;

import javax.crypto.KeyGenerator;
import javax.crypto.SecretKey;

import javax.crypto.spec.SecretKeySpec;

import org.apache.commons.codec.binary.Base64;
import org.bouncycastle.jce.provider.BouncyCastleProvider;

public class IDEADemo {
public static void main(String args[]) {
bcIDEA();
}
public static void bcIDEA() {
String src = "www.xttblog.com security idea”;

try {
Security.addProvider(new BouncyCastleProvider());

//EBkkey

KeyGenerator keyGenerator = KeyGenerator.getinstance("IDEA");
keyGenerator.init(128);

SecretKey secretKey = keyGenerator.generateKey();

byte[] keyBytes = secretKey.getEncoded();

/[HEHRESH
Key key = new SecretKeySpec(keyBytes, "IDEA");

/1IN

Cipher cipher = Cipher.getinstance("IDEA/ECB/ISO10126Padding");
cipher.init(Cipher.ENCRYPT_MODE, key);

byte[] result = cipher.doFinal(src.getBytes());

System.out.printIn("bc idea encrypt : " + Base64.encodeBase64String(result));

/I

cipher.init(Cipher.DECRYPT_MODE, key);

result = cipher.doFinal(result);

System.out.printIn("bc idea decrypt : " + new String(result));
} catch (Exception e) {

e.printStackTrace();

}
}
}

5. dERIFRINES :

;Eiﬁfﬂﬂﬂ%?%iiﬁtlﬁ, IFIMRINEREFTERER: 2FFER (publickey) fIFABESE (privat
ey) .

o NHERSFAVEERR—N, WRAATFERANEIEHITING, REANNANAEERL 8RS,
o WNRANEZRNEURHITING, BFARBRANNAATERZ SEMRE.
o FANNEFZERINER N ARRIZE, FLAXFE R FRITRIIZEERE.
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RAS:

RSARBRIRAHINMRE BN RINERL. CreBiRnz Bein LENRNBASEEEIE,
WISOMEF AR IBEIREIIEINE,

CEISEIR :
RASEESLIN:
package com.snailclimb.ks.securityAlgorithm;

import org.apache.commons.codec.binary.Base64;

import java.security.*;

import java.security.spec.PKCS8EncodedKeySpec;
import java.security.spec.X509EncodedKeySpec;
import java.uti.HashMap;

import java.util.Map;

import javax.crypto.Cipher;

/**

* Created by humf.ZEZE{&K#i commons-codec &
*/

public class RSADemo {

public static void main(String[] args) throws Exception {
Map <String, Key> keyMap = initKey();
String publicKey = getPublicKey(keyMap);
String privateKey = getPrivateKey(keyMap);

System.out.printIn(keyMap);

System.out.println("------------------mmmmo - ");
System.out.println(publicKey);
System.out.printIn("-------==-==-mmmmmmmm e ");
System.out.printIn(privateKey);
System.out.printIn("--------=-==----mmmmmmm - ");

byte[] encryptByPrivateKey = encryptByPrivateKey("123456".getBytes(), privateKey);
byte[] encryptByPublicKey = encryptByPublicKey("123456", publicKey);
System.out.println(encryptByPrivateKey);

System.out.printIn("---------===---mommmmm e ");
System.out.printIn(encryptByPublicKey);
System.out.printIn("---------===----mmmmmm - ");

String sign = sign(encryptByPrivateKey, privateKey);

System.out.printin(sign);

System.out.println("-------------------mmmo - ");

boolean verify = verify(encryptByPrivateKey, publicKey, sign);
System.out.printin(verify);

System.out.printIn("--------------------mmm - ");

byte[] decryptByPublicKey = decryptByPublicKey(encryptByPrivateKey, publicKey);
byte[] decryptByPrivateKey = decryptByPrivateKey(encryptByPublicKey, privateKey);
System.out.printin(decryptByPublicKey);

System.out.printIn("---------------------- e ");
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System.out.printIn(decryptByPrivateKey);

}

public static final String KEY_ ALGORITHM = "RSA";
public static final String SIGNATURE_ALGORITHM = "MD5withRSA";

private static final String PUBLIC_KEY = "RSAPublicKey";
private static final String PRIVATE_KEY = "RSAPrivateKey";

public static byte[] decryptBASE64(String key) {
return Base64.decodeBase64(key);
}

public static String encryptBASE64(byte[] bytes) {
return Base64.encodeBase64String(bytes);

}

* R EREREFER

* @param data
N DN
* @param privateKey
- FAtA
* @return
* @throws Exception
*/
public static String sign(byte[] data, String privateKey) throws Exception {
// fEE Hbase64RiBAIFATR
byte[] keyBytes = decryptBASE64(privateKey);
// ¥31&PKCS8EncodedKeySpecdsR
PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec(keyBytes);
// KEY_ALGORITHM f5EmIinEZ&Ex
KeyFactory keyFactory = KeyFactory.getinstance(KEY ALGORITHM);
// BXFATRRLIISR
PrivateKey priKey = keyFactory.generatePrivate(pkcs8KeySpec);
/] RN EREREFES
Signature signature = Signature.getinstance(SIGNATURE_ALGORITHM);
signature.initSign(priKey);
signature.update(data);
return encryptBASE64(signature.sign());

/ **
* R FES
*

* @param data

* INEZEGE

* @param publicKey

* NTE

* @param sign

N HFER

* @return REGRLINIREtrue kMR [Elfalse
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* @throws Exception
*/
public static boolean verify(byte[] data, String publicKey, String sign) throws Exception {
// #RE Hbaseb644mAEHIA A
byte[] keyBytes = decryptBASE64(publicKey);
// ¥3iEX509EncodedKeySpecdsr
X509EncodedKeySpec keySpec = new X509EncodedKeySpec(keyBytes);
// KEY_ALGORITHM f8ERINZ&E
KeyFactory keyFactory = KeyFactory.getinstance(KEY_ ALGORITHM);
/] BRATHRLITSR
PublicKey pubKey = keyFactory.generatePublic(keySpec);
Signature signature = Signature.getinstance(SIGNATURE_ALGORITHM);
signature.initVerify(pubKey);
signature.update(data);
/] WIFEZREIER
return signature.verify(decryptBASE64(sign));
}

public static byte[] decryptByPrivateKey(byte[] data, String key) throws Exception {
/] SSESRRRE
byte[] keyBytes = decryptBASE64(key);
// BUSFAIA
PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec(keyBytes);
KeyFactory keyFactory = KeyFactory.getinstance(KEY ALGORITHM);
Key privateKey = keyFactory.generatePrivate(pkcs8KeySpec);
/] SRR
Cipher cipher = Cipher.getinstance(keyFactory.getAlgorithm());
cipher.init(Cipher.DECRYPT _MODE, privateKey);
return cipher.doFinal(data);

}

/'k-k
* = <br>

: FRFATRRRE

* @param data

* @param key

* @return

* @throws Exception

*/

public static byte[] decryptByPrivateKey(String data, String key) throws Exception {
return decryptByPrivateKey(decryptBASE64(data), key);

}

/**
* i <br>
* RATREE
*

* @param data
* @param key
* @return

* @throws Exception
*

public static byte[] decryptByPublicKey(byte[] data, String key) throws Exception {
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/] SRR

byte[] keyBytes = decryptBASE64(key);

/] BUS A

X509EncodedKeySpec x509KeySpec = new X509EncodedKeySpec(keyBytes);
KeyFactory keyFactory = KeyFactory.getinstance(KEY ALGORITHM);

Key publicKey = keyFactory.generatePublic(x509KeySpec);

/] EIERRE

Cipher cipher = Cipher.getinstance(keyFactory.getAlgorithm());
cipher.init(Cipher.DECRYPT _MODE, publicKey);

return cipher.doFinal(data);

/**
* In= <br>
* FNBINE

* @param data
* @param key
* @return
* @throws Exception
*/
public static byte[] encryptByPublicKey(String data, String key) throws Exception {
VIBSYNGE) 2
byte[] keyBytes = decryptBASE64(key);
// BUS3A
X509EncodedKeySpec x509KeySpec = new X509EncodedKeySpec(keyBytes);
KeyFactory keyFactory = KeyFactory.getinstance(KEY_ ALGORITHM);
Key publicKey = keyFactory.generatePublic(x509KeySpec);
// SSEGEINE
Cipher cipher = Cipher.getinstance(keyFactory.getAlgorithm());
cipher.init(Cipher.ENCRYPT_MODE, publicKey);
return cipher.doFinal(data.getBytes());

/**
* & <br>
* FRFASEINZE:

* @param data
* @param key
* @return
* @throws Exception
*/
public static byte[] encryptByPrivateKey(byte[] data, String key) throws Exception {
/] SRR
byte[] keyBytes = decryptBASE64(key);
// BUSFAIA
PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec(keyBytes);
KeyFactory keyFactory = KeyFactory.getinstance(KEY_ALGORITHM);
Key privateKey = keyFactory.generatePrivate(pkcs8KeySpec);
/] STEHEINE
Cipher cipher = Cipher.getinstance(keyFactory.getAlgorithm());
cipher.init(Cipher.ENCRYPT_MODE, privateKey);
return cipher.doFinal(data);

RoEE: BRUEANEEE


https://ld246.com/article/1541414511532

}

/ **
: EVS7ATH

* @param keyMap

* @return

* @throws Exception

*/

public static String getPrivateKey(Map <String, Key> keyMap) throws Exception {
Key key = (Key) keyMap.get(PRIVATE_KEY);
return encryptBASE64(key.getEncoded());

}

/ **
* BUSA

* @param keyMap

* @return

* @throws Exception

*/

public static String getPublicKey(Map <String, Key> keyMap) throws Exception {
Key key = keyMap.get(PUBLIC_KEY);
return encryptBASE64(key.getEncoded());

}

/ **
* eatEH

* @return

* @throws Exception

*/

public static Map <String, Key> initKey() throws Exception {
KeyPairGenerator keyPairGen = KeyPairGenerator.getinstance(KEY ALGORITHM);
keyPairGen.initialize(1024);
KeyPair keyPair = keyPairGen.generateKeyPair();
Map<String, Key> keyMap = new HashMap(2);
keyMap.put(PUBLIC_KEY, keyPair.getPublic());// %8
keyMap.put(PRIVATE_KEY, keyPair.getPrivate());// FA$H
return keyMap;

{RSAPublicKey=Sun RSA public key, 1024 bits

modulus: 1153288260860478739026064565710349765388365539987453679818489116779
8062571831626674499650854318207280419960767020601253071739555161388135589487
8484384543940361488396771374960526883133641800172270192453762457318027635661
0503098092602899652198558626922303628939960100571881705257193511267598860508
1484226169

public exponent: 65537, RSAPrivateKey=sun.security.rsa.RSAPrivateCrtKeylmpl@93479}
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MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCkO9PBTOFIQTkzznALN62PU7ixd9YFjXr
2dPOGj3wwhymbOU8HLoCztjwpLXHgbpBUJIGmMbURV955M1BkZ1kr5dkZYR5x1gO4xOnu8rEi
y4AAMcpFttfiarlZrtzL9pKEVEOxABItVN4yzFDr31jBqY46aHna7YjwhXI0xHieQIDAQAB
MIICdQIBADANBgkqghkiG9wWOBAQEFAASCAI8wggJbAgEAAOGBAKQ708FM4UIBOTPOCAs3rY9
uLF31gWNeu3Z084aPfDCHKZs5TwcugLO2PCktceBukFQmUaZtRFX3nkzUGRnWSvI2RIhHhNHW
7jE6e7ysSKnLgAAxykW21+Jgshmu3Mv2koS8Q7EAGW1TU3jLMUOvciMGpjjpoedrtiPCFcjTEe)5
gMBAAECgYAK4sxOa8ljEOexv2U92Rrv/SS03sCY7Z/QVDft2V9xrewoO9+VIHF/7iYDDWTFfKYInA
imvVI7JM/iSLxza0ZFv29VMpyDcrdTigY mWwBIk7ZbxSTkqgLdNwxxldMmEoTn1py53MUm+1V1
3rzNvJjuZaZFAevU7vUnwQwD +JGQYQJBAM9HBaC+dF3PJ2mkXekHpDS1ZPaSFdrdzd/GvHFi/
JAMM +Uz6PmpkosNXRtOpSYWwIOMRamLZtrHhfQoqSk3S8CQQDK1qL1jGvVdgqw50jgxktR
MmOsWUVZdWiBN +60jxBgAOyVnOn7vkdAAgEZBj89WGOVHPEu3hd4AgXFZHDfXeDXAkBvSn
nE9t/Et7ihfl2UHgGJO8UXxNMfNMB5Skebyb7eMYEDs67ZHdpjMOFypcMyTatzj5wjwQ3zyMvbl
X+ONbZAkAX4ysRy9OWVL +icXLUoOGfhkk+WrnSyUldaUGHOy9Rb2kecnOOxN/IgGIxSvB+ac910
RHCOTI+Uo6nbmq0g3PFAkAyqA4eT7G9GXfncakgW1Kdkn72w/ODpozgfhTLNXOSGw1ITML3
4THTtH5h3zLi3AF9zJO20+K6ajRbV0szHHI

la4Hc4n/UbeBu0z9iLRuwKVv014SiOJMXkO5qdJvKBswOMInsrM+89a3p73yMrb1dAnCU/2kgO
PtFpvmG8pzxTe1u/5nX/25ilyUXALIWVRptlyjzFE83g2IX0XEv/Dxqr1RCRcrMHOLQMOoBoxZCa
hmyw1Ub4wsSs6Ndxb9M=

[B@71e7a66b
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