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1.5I NMERAIEIR

import socket
import threading
import sys
2. BIE— R ERARIRE
def receive_from(connection):
buffer = ""
HRE— PR EPRIZERT
connection.settimeout(2)
try:
while True:
data = connection.recv(4096)
if not data:
break
buffer += data
except:
pass
return buffer

HIREZAIRNE, BTSSR NMREH TS

def receive_from(connection):

buffer = ""
connection.settimeout(2)
try:

data len =1

while data _len:
data = connection.recv(4096)
data len = len(data)
buffer += data
if data_len<4096:

break
except:
pass
return buffer

#i#2 ZUE IS EREL

def request_handler(buffer):
return buffer

def response_handler(buffer):
return buffer

4 (L1RERE

def proxy handler(client socket, remote_host, remote port, receive first):

# ERITIE LA
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remote_socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
remote_socket.connect((remote_host, remote _port))

# QIR B ITFE A VIRCEE

if receive_first:

remote buffer = receive_from(remote_socket)
hexdump(remote_buffer)

# RIXEEFHA IR LT

remote_buffer = response_handler(remote_buffer)

# NRKAIEEIREBEAME i, KXE

if len(remote_buffer):
print "[<==] Sending %d bytes to localhost." % len(remote_buffer)
client_socket.send(remote buffer)

# PERAINA BB EEEE, KX STAE ARt

while True:

# SRRV SR

local _buffer = receive from(client socket)

if len(local_buffer):
print "[==>] Received %d bytes from localhost" % len(local_buffer)

hexdump(local buffer)
# RIZEEFAIRIAHIFK

local_buffer = request_handler(local_buffer)

# RIE EARIZEGE
remote socket.send(local buffer)
print "[==>] Sent to remote."

# N ATEE

remote buffer = receive_from(remote_socket)
if len(remote_buffer):

print "[<==] Received %d bytes from remote." % len(remote_buffer)
hexdump(remote_buffer)

#RIXZI R SRR AT

remote buffer = response_handler(remote_buffer)

HB IR RIXLE A socket
client_socket.send(remote_buffer)

print "[<==] Sent to localhost."

#FINRRIDERRBEIRE K&z

if not len(local_buffer) or not len(remote_buffer):
client_socket.close()
remote_socket.close()

R 5EE: Python FI1E&S TCP (L


https://ld246.com/article/1541081662166

print "[*] No more data. Closing connections."
break
PR LRGN RE KB SRS N R TR AR, RS BEAUEER]
def server loop(local host, local port, remote_host, remote port, receive first):
server = socket.socket(socket.AF_INET, socket.SOCK STREAM)

try:
server.bind((local_host, local port))
except:
print "[!!] Failed to listen on %s:%d" % (local_host, local port)
print "[!!] Check for other listening sockets or correct permissions.”
sys.exit(0)

print "[*] Listening on %s:%d" % (local_host, local port)
server.listen(5)

while True:
client_socket, addr = server.accept()

#HIENHAHIERER

print "[==>] Received incoming connectiong from %s:%d" % (addr[0], addr[1])

R E— "2 SiniEEEE

proxy thread = threading.Thread(target=proxy handler, args=(client _socket, remote_hos
, remote_port, receive first))

proxy thread.start()

3.E1@, ELEXEe&ERT

def main():
# BN ST
if len(sys.argv[1:]) !=5:
print "Usage: ./tcpProxy.py [localhost] [localport] [remotehost] [remoteport] [receive first

print "Example: ./tcpProxy.py 127.0.0.1 9000 10.12.132.1 9000 True"
sys.exit(0)

# IREAMIRITSE
local_host = sys.argv[1]
local_port = int(sys.argv([2])

#HeEirtE AR
remote_host = sys.argv[3]
remote port = int(sys.argv[4])

#EIFREERE ST EN Z R REAIESZEUE
receive first = sys.argv[5]

if "True" in receive first:
receive first = True
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else:
receive_first = False

#OEIR BT HA Y Irsocket
server_loop(local_host, local_port, remote_host, remote_port, receive first)

if command:
while True:
# Bhi— 1 E0
client_socket.send("<BHP:#>")
cmd_buffer = "
while "\n" not in cmd_buffer:
cmd_buffer += client_socket.recv(1024)
# IRElAF<SHIH
response = run_command(cmd_buffer)
# JR[BIE £

client_socket.send(response)
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