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& TUDPFITCPIBIEZfE, EATMALERAIKIZIT—TPythonhiAAINetCat,
BRSNS INGERER £ FEE.

#!/usr/bin/python
#-*- coding:utf8 -*-

import sys

import socket
import getopt
import threading
import subprocess

listen = False
command = False
upload = False
execute =""
target ="
upload destination =""
port =0

&emsp;&emsp; A FEERIAPython, FRLASRIERRIAHE 2 & Egetoptfisubprocess
MEHR, 1BERESPython¥)ZE ROZ B IHX R MEREVIRAYPEAE .

getopt

KEBDFIPYythonlEERAMZESFHCES, HPGESHFREMNELEXHERN
#include <stdio.h>

int main(int arg,char *argv[])
{
printf("%d\n",arg);
for(int i=0;i<arg;i++)
{
printf("%s\n",argvli]);
}

return O;

}
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{RZITRIMARIBRNRA REANEEARRE, (RULUEEANHER) ERINITHMEFEBARNS

MEPythonfhth 2EAR SRR,
getoptRIRFPEFNREL,

getopt.getopt
getopt.gnu_getopt

B:

getopt.error
getopt.GetoptError

XATEIEEERARRNHEREER, FERFARE?
getopt.getopt(args, shortopts, longopts=[])
argsiERIRSRIMARKNEISE, BR—1IR, ALUEdsys.argvikis

shortopts Bf25%  IBEESE? FUF X#E: python test.py -h # BHEEER
longopts RK&#  IBERIKSEHI? FUF XtE: python test.py -help # HHEEER

BB TIXAPython/\V3lF,

import sys

import getopt

arg = getopt.getopt(sys.argv[0:],"-h",['help])
print(arg)

Python test.py 1 2
BIiCargvhRI0KIA 1 BE.

alLARE, IREHER—Mist
BRISFAIEEIEAIgNpython test.py -h—EHIRGZEATINIE?
i FEXANMIF

import getopt
import sys

opts,args = getopt.getopt(sys.argv[1:],'-h-f:-v',['help’, filename=",'version'])
for opt_name,opt value in opts:
if opt_name in ("-h','--help):
print("[*] Help info")
exit()
if opt_ name in ('-v',"--version'):
print("[*] Version is 0.01 ")
exit()
if opt_ name in ('-f','--filename’):
fileName = opt value
print("[*] Filename is " fileName)
# do something
exit()
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python test.py -h
python test.py -f test

BEHEZIIE, (RELBPRTINEIESHERET.
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BEN T -h-f-v AREIRE, E-R/REZT7T— """
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KEMEIARAIEESERS, B—ORMRSKSMNREE, RYRHSERENLE— ="
subprocessIEHRRSM—IZ, KME— N UTHISEIEO—MELR, I,
SHefTHRERI

BRI — MR, (FA— 1 RFHERE.

def usage():

print "NetCat by TionchTy"

print

print

print "Usage: NetCat.py -t target_host -p port”

print

print "-l --listen - listen on [host]:[port] for incoming connections”

print "-e --execute=file to run - execute the govem file upon receiving a connection”

print "-c --command - initialize a command shell"

print "-u --upload=destination - upon receiving connection upload a file and write to
destination]"

print

print

print "Exeamples:”

print "NetCat.py -t 192.168.0.1 -p 5555 -| -c"

print "NetCat.py -t 192.168.0.1 -p 5555 -| -u=C:\\target.exe"

print "NetCat.py -t 192.168.0.1 -p 5555 -| -e=\"cat /etc/passwd\""
print "echo \"somethings\" | ./NetCat.py -t 192.168.11.12 -p 135"

RER, IMSE—EmHET
RIt— " ER#HSHSITXE

def main():
global listen
global port
global execute
global command
global upload destination
global target

if not len(sys.argv[1:]):
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usage()

try:
opts,args = getopt.getopt(sys.argv[1:],"hle:t:p:cu:",["help”,"listen
,"command”,"upload"])
except getopt.GetoptError as err:
print str(err)

usage()

, execute’,"target”,"port

for 0,a in opts:
if oin ("-h","--help"):

usage()

elif oin ("-I","--listen"):
listen = True

elif oin ("-e","--execute"):
execute = a

elif oin ("-c","--commandshell"):

command = True
elif o in ("-u","--upload"):
upload_destination = a
elif oin ("-t","--target"):
target = a
elifoin ("-p","--port"):
port = int(a)
else:
assert False,"['JUnhandled Option”

if not listen and len(target) and port > O:
buffer = sys.stdin.read()
client_sender(buffer)

if listen:
server_loop()

HrpixEmEserver_loop,client_senderF#2ECEN, BARKSE F—RIEEPIFMHAIMRRE.
#Refrence
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