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ADAuthJava.java
package com.hui.advalidationdemo;

import static com.hui.advalidationdemo.constant.ApplicationConstants.buildADPath;
import static com.hui.advalidationdemo.constant.ApplicationConstants.getConfig;
import static javax.naming.Context.INITIAL CONTEXT_FACTORY;

import static javax.naming.Context.PROVIDER URL;

import static javax.naming.Context.SECURITY AUTHENTICATION;

import static javax.naming.Context.SECURITY _CREDENTIALS;

import static javax.naming.Context.SECURITY_PRINCIPAL;

import java.util.Hashtable;

import javax.naming.directory.DirContext;
import javax.naming.directory.InitialDirContext;

public class ADAuthJava {
public static boolean authenticate(String username, String password) {

DirContext ctx = null;
Hashtable <String, String> HashEnv = initADServer(username, password);

try {

Rz [SSEE3E] JAVA AD IHERIGE


http://www.cnblogs.com/greyzeng/p/5799699.html
https://blog.moonce.com
http://www.cnblogs.com/greyzeng/
http://www.cnblogs.com/greyzeng/p/5799699.html
http://www.cnblogs.com/greyzeng/p/5799699.html
mailto:abc@adservice.com
mailto:abc@adservice.com
https://ld246.com/article/1539616877482

ctx = new InitialDirContext(HashEnv);
System.out.printIn("Authenticate Success!");
return true;
} catch (Exception e) {
e.printStackTrace();
return false;
} finally {
if (null '= ctx) {
try {
ctx.close();
ctx = null;
} catch (Exception e) {
e.printStackTrace();
}
}
}
}

private static Hashtable<String, String> initADServer(String username, String password) {

String adPath = buildADPath(username);

Hashtable<String, String> HashEnv = new Hashtable<String, String>();

HashEnv.put(SECURITY AUTHENTICATION, "simple");
HashEnv.put(SECURITY _PRINCIPAL, adPath);
HashEnv.put(SECURITY CREDENTIALS, password)

HashEnv.put(INITIAL CONTEXT FACTORY, "com. suandl |dap.LdapCtxFactory");

HashEnv.put("com.sun.jndi.ldap.connect.timeout", "3000");
HashEnv.put(PROVIDER _URL, getConfig("ad.url"));
return HashEny;

}
}

BT : ADAuthJavaTest java

package com.hui.advalidationdemo;

import static com.hui.advalidationdemo.ADAuthlJava.authenticate;

import static org.junit.Assert.assertTrue;

import org.junit.Test;
public class ADAuthJavaTest {
@Test
public void testAuthenticate() {
assertTrue(authenticate("abc", "abc123."));
}

}

SpringhRk (BiEES, MavenRiILiH)

e Springhik4<: 3.2.3.RELEASE
e spring-ldap-corehizA~: 2.0.2.RELEASE
e JDK1.7 +
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pom.xml

<project xmlns="http://maven.apache.org/POM/4.0.0" xmlIns:xsi="http://www.w3.0rg/2001/
MLSchema-instance”

xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/m
ven-4.0.0.xsd" >

<modelVersion>4.0.0</modelVersion>

<groupld>com.hui</groupld>
<artifactld>advalidationdemo </artifactld >
<version>0.0.1-SNAPSHOT </version>
<packaging>jar</packaging>

<name>advalidationdemo</name>
<url>http://maven.apache.org</url>

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding >
</properties>

<dependencies>

<dependency>
<groupld>junit</groupld>
<artifactld>junit</artifactld>
<version>4.12</version>
<scope>test</scope>

</dependency>

<dependency>
<groupld>org.springframework.ldap </groupld>
<artifactld>spring-ldap-core</artifactld>
<version>2.0.2.RELEASE</version>

</dependency>

<dependency>
<groupld>org.acegisecurity</groupld>
<artifactld>acegi-security </artifactld >
<version>1.0.7</version>

</dependency>

<dependency>
<groupld>org.apache.commons</groupld>
<artifactld>commons-lang3</artifactld>
<version>3.4</version>

</dependency>

<dependency>
<groupld>org.springframework</groupld>
<artifactld>spring-beans</artifactld>
<version>3.2.3.RELEASE < /version>

</dependency>

<dependency>
<groupld>org.springframework</groupld>
<artifactld>spring-core</artifactld >
<version>3.2.3.RELEASE < /version>

</dependency>

<dependency>
<groupld>org.springframework</groupld>
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<artifactld>spring-test</artifactld>
<version>3.2.3.RELEASE < /version>

</dependency>

<dependency>
<groupld>org.springframework</groupld>
<artifactld>spring-context</artifactld>
<version>3.2.3.RELEASE</version>

</dependency>

<dependency>
<groupld>org.springframework</groupld>
<artifactld>spring-context-support</artifactld>
<version>3.2.3.RELEASE</version>

</dependency>

</dependencies>
</project>

RJapplicationContext-ldap.xml

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE beans PUBLIC "-//SPRING//DTD BEAN 2.0//EN" "http://www.springframework.or
/dtd/spring-beans-2.0.dtd" >
<beans>
<bean id="configBean" class="org.springframework.beans.factory.config.PropertyPlacehol
erConfigurer" >
<property name="location"> <value>classpath:config.properties</value> </property>
</bean>
<bean id="contextSource" class="org.springframework.ldap.core.support.LdapContextSour
e">
<property name="url" value="%{ad.url}" />
<property name="base" value="${ad.base}" />
</bean>
<bean id="ldapTemplate" class="org.springframework.ldap.core.LdapTemplate" >
<constructor-arg ref="contextSource" />
</bean>
<bean id="adDao" class="com.hui.advalidationdemo.ADAuthSpring" >
<property name="ldapTemplate" ref="IdapTemplate" />
</bean>
</beans>

ADAuthSpring.java
package com.hui.advalidationdemo;

import static com.hui.advalidationdemo.constant.ApplicationConstants.buildADPath;
import static org.acegisecurity.ldap.LdapUtils.closeContext;

import javax.naming.directory.DirContext;
import org.springframework.ldap.core.LdapTemplate;

public class ADAuthSpring {
private LdapTemplate IdapTemplate;

public void setLdapTemplate(LdapTemplate IdapTemplate) {
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this.|dapTemplate = IdapTemplate;
}

public boolean authenticate(String userName, String password) {
DirContext ctx = null;
String distinguishedName = null;
distinguishedName = buildADPath(userName);
System.out.printIn("userName:" + userName +
dName);
try {
distinguishedName = buildADPath(userName);
System.out.println("userName:" + userName +
hedName);

" map distinguishedName:" + distinguish

" map distinguishedName:" + distingui

ctx = ldapTemplate.getContextSource().getContext(distinguishedName, password);
System.out.printIn("authenticate success distinguishedName:" + distinguishedName +
" userName:" + userName);
return true;
} catch (Exception e) {
System.out.printin("authenticate fail distinguishedName:" + distinguishedName + " us
rName:" + userName);
return false;
} finally {
closeContext(ctx);
}
}

}
config.properties

# AD Validation#
ad.url=Idap://x.X.x.x:xxx
ad.base=DC=adservice,DC=com
ad.path.template=%s@adservice.com

L=<b 15
ADAuthSpringTest.java

package com.hui.advalidationdemo;

import org.junit.Assert;

import org.junit.Test;

import org.junit.runner.RunWith;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.test.context.ContextConfiguration;

import org.springframework.test.context.junit4.SpringJUnit4ClassRunner;

@RunWith(SpringJUnit4ClassRunner.class)
@ContextConfiguration(locations = { "classpath:applicationContext-ldap.xml" })
public class ADAuthSpringTest {

@Autowired
public ADAuthSpring adValidation;
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}

@Test
public void testAuth() {

Assert.assertTrue(adValidation.authenticate("abc", "123abc."));

}

ApplicationConstants.java

package com.hui.advalidationdemo.constant;

import static java.lang.String.format;
import static java.lang.Thread.currentThread;

import static org.apache.commons.lang3.StringUtils.isBlank;

import java.io.|OException;
import java.io.InputStream;
import java.util.HashMap;
import java.util.Map;
import java.util.Properties;

import org.apache.log4j.Logger;

public class ApplicationConstants {

private static final String CONFIG_FILE = "config.properties”;

private static Map<String, Object> configs = new HashMap<String, Object>();

private static final Logger log = Logger.getLogger(ApplicationConstants.class);

static {
InputStream in = null;
Properties p = new Properties();
try{

in = currentThread().getContextClassLoader().getResourceAsStream(CONFIG_FILE);

p.load(in);
for(Object k : p.keySet()){
String key = (String) k;
configs.put( key, p.getProperty(key));
}
log.info("config.properties is loaded!" );
} catch (IOException e){
log.error("Unable to read config.properties");
} finally{
if(in '= null)
try {
in.close();
} catch (IOException e) {
log.error("Unable to close inputstream”);
}
}
}

public static String getConfig(String key){
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return (String) configs.get(key);
}
public static String buildADPath(String userName) {
String adPathTemplate = getConfig("ad.path.template”);
if (isBlank(adPathTemplate)) {
log.error("ad.path template do not exist in config.properties please config it");
return null;
}
log.debug("ad.path template is "+adPathTemplate);
try {
String adPath = format(adPathTemplate, userName);
log.debug("adPath is:" +adPath);
return adPath;
} catch (Exception e) {
log.error("ad path template format error");
return null;

}

}
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