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<blockquote>

<p><strong> [JREl] </strong><br> AXEE: <a href="https: //I|nk hacpai. com/forward7g
to=mailto%3Ai%40jianwi.com’ target— blank" rel="nofollow ugc">Denghui.Zhou</a>, X
Zmitie. <br> E3GEREE: <a href="https://link.hacpai.com/forward?goto= https%3A%2F%2FJ
anwi.com%?2Farticles%2Fos%2Fss|%2Fquickstart.html" target="_blank" rel="nofollow ugc">ht
ps://jianwi.com/articles/os/ssl/quickstart.ntml</a> <br> WRINERR: [REIAS, EEHiEERAHLL
g </p>

</blockquote>

<h4 id="1-EaiELet-s-EncryptZk ARERSSLIEH"> 1. HiF Let's Encrypt sk A 5228 SSL iFH</h4>
<ul>

<li>FZLEEF</li>

</ul>

<pre><code class="language-go highlight-chroma"> <span class="highlight-nx">acme</sp
n><span class="highlight-p">.</span><span class="highlight-nx">sh</span> <span class=
highlight-o0">--</span> <span class="highlight-nx">uninstall</span>

<span class="highlight-nx">rm</span> <span class="highlight-o">-</span> <span class="h
ghlight-nx">rf</span> <span class="highlight-o">/</span><span class="highlight-nx">srv
/span><span class="highlight-o">/</span> <span class="highlight-nx">acme</span> <span
class="highlight-0">/</span> <span class="highlight-kn">package</span> <span class="hi
hlight-0">/</span> <span class="highlight-nx">srv</span> <span class="highlight-o">/</s
an><span class="highlight-nx">acme</span><span class="highlight-0">/</span> <span cla
s="highlight-nx">config</span>

</code></pre>

<ul>

<li>EfrEes=</li>

</ul>

<pre><code class="highlight-chroma">export LE WORKING DIR=/srv/acme/package
export LE CONFIG_ HOME=/srv/acme/config

export CERT HOME=/srv/acme/certs

curl https://get.acme.sh | sh

source $LE_ WORKING_DIR/acme.sh.env

</code></pre>

<ul>

<li>iREBIEH</Ii>

</ul>

<pre><code class="highlight-chroma">$LE_ WORKING_DIR/acme.sh \

--accountemail "demo@domain.com" \

--useragent "SSLIFHARS" \

--upgrade --auto-upgrade

</code> </pre>

<p>MBEXAEHER, BT TEHS </p>

<pre> <code class="highlight-chroma">$LE WORKING DIR/acme.sh --upgrade --auto-upgra
e0

</code></pre>

<ul>

<li>BzhERiFIES <br> <strong> BN EIEERESZ, FEEFKE DNSPod #J DNS API 04 </stron
></li>

</ul>

<pre><code class="highlight- chroma">export DP_Id="&It;DP_Id&gt;"

export DP_Key="&lt;DP_Key&gt;"

$LE WORKING DIR/acme.sh --issue --dns dns_dp -d domain.com -d *.domain.com
</code></pre>

<p><strong>fIR=ITERIEE, FEIREN DNS BY Access Token</strong></p>

<pre><code class="highlight-chroma">export Ali_Key="8&lt;Ali Key&gt;"
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export Ali_Secret="&lIt;Ali_Secret&gt;"
$LE_ WORKING_DIR/acme.sh --issue --dns dns_ali -d domain.com -d *.domain.com
</code></pre>
<ul>
<li>sEHIEFUER </li>
</ul>
<pre> <code class="highlight-chroma">$LE WORKING_DIR/acme.sh --renew --force -d doma
n.com
</code></pre>
<ul>
<li>ZBFUEB <br> <strong>FPFBIEH, HEREIEPRERE, BzEE Nginx, {E Nginx A9 SSL
RS EFNERBHAER </strong> </li>
</ul>
<pre><code class="highlight-chroma">export SSL NGINX HOME=/etc/ssl/nginx/certs/doma
n.com
mkdir -p $SSL_NGINX_ HOME
$LE_WORKING_DIR/acme.sh --installcert -d domain.com \
--cert-file $SSL_NGINX HOME/cert.cer \
--key-file $SSL_NGINX_HOME/private.key \
--ca-file $SSL_NGINX HOME/ca.cer \
--fullchain-file $SSL_NGINX_HOME/fullchain.cer \
--reloadcmd "systemctl force-reload nginx"
</code></pre>
<ul>
<li>EEEZIR SSLIFBEASEUTE: <br> <img src="https://static.hacpai.com/images/img-
oading.svg" alt="SSL IFB{SEE" data-src="/assets/os/ssl/img/2.png" > </li>
<li>SSLIFRMANEFIRREWNTE: <br> <img src="https://static.hacpai.com/images/img-lo
ding.svg" alt="SSL IFPE&ZE" data-src="/assets/os/ssl/img/3.png" > </li>
<li>SSLIFP3EnzIHE, IEPFEMESEMNTE: <br> <img src="https://static.hacpai.com/ima
es/img-loading.svg" alt="SSL IFFHiFHESEE" data-src="/assets/os/ssl/img/4.png"> </li>
</ul>
<h4 id="2-BEENginx-SSL-3REELLRIHTTPSKuL">2, BLE Nginx SSL, IREEZ LAY HTTPS
G < /ha >
<p>{EEERT Nginx LK SSL BB, 22X, BET—HETE2URE0 Nginx iR
SL ECEfEtR, 1R FEGBUNT: <br> <a href="https://link.hacpai.com/forward?goto=%2Fas
ets%2Fos%2Fss|%2Fdeploy%2Fssl.nginx.conf" target="_blank" rel="nofollow ugc">Nginx g
SL imBEc &SRR </a> </p>
;f#ifﬁﬁﬁ%%iﬁi nginx B ssl_dhparam i, FFHR Nginx lRAZISHIRA, BUBSSHAR
Fo </P>
<pre><code class="highlight-chroma">openss| dhparam -out /etc/nginx/dhparam.pem 4096
</code></pre>
<p>#Z EIREIRECEYF HTTPS dhrs, 1EMULERHASRIS SSL Labs B9 A+ 4%k, SNTE!: </p>
<p><img src="https://static.hacpai.com/images/img-loading.svg" alt="SSL Labs fufZ 2l
ERKE" data-src="/assets/os/ssl/img/1.png" > </p>
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