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ET3E (/var/log/secure) , HEMEBENK LI SICTIPE/etc/hosts.denyX s, NMAZIE
FIPRITHEE,

RICEEEBHe DIEZRIEXE M IcdB=a0EAE, IR E. =M.

{EF

TR
FRLInuxkRZA: CentOS 7, REiXisiE=At, DenyHostshIiRZA/9: denyhosts-2.9-4.el7.noarch
SfaIEEDenyHostsHIARA? EFHS FIEIE=E =N

FRALA T <SRRI &3 DenyHosts:

yum install -y denyhosts

BcEF{ER
o STHFEESN

vim /etc/denyhosts.conf

o AfSEcEDenyHosts (BEUAERCE, AILUERHIERN)
SECURE_LOG = /var/log/secure #sshHEI{4
HOSTS DENY = /etc/hosts.deny #iGBHIEIPE \Zhosts.deny

PURGE DENY = 4w #iIZASBHRELZILNIP, HEbwEAE, dRFEX, TR/, sRFE
. MRS

BLOCK SERVICE = sshd #BHIFARSZ%Z

DENY_THRESHOLD_INVALID = 5 #EXAFBREIE-RE. // --> FE
DENY_THRESHOLD _VALID = 10 #58BAFR&REIERE. // --> TE
DENY _THRESHOLD ROOT =5 #rootfREIBkRE, // --> FE
DENY_THRESHOLD RESTRICTED = 1 #ZREAFIRASIRE. // --> FE

WORK DIR = /var/lib/denyhosts ##&denyfJhostalipZ2RE|Work dirdh (PREIZAYipFOhostiz
EK, IANZRZR)

HOSTNAME _LOOKUP=YES #Z2& a5 i#

[FaziERE: DenyHosts —— LHRAOARSS S8/ mIE


https://blog.csdn.net/hjd199464/article/details/78315909
https://www.cnblogs.com/lcword/p/5917289.html
https://ld246.com/article/1533634842743

LOCK FILE = /var/lock/subsys/denyhosts #i&DenyHOts|ZSaIpidZ2REILOCK FILER, Eff
RS IEREEN, BLLREhEZ MRS,

ADMIN_EMAIL = denyhosts@163.com #&EBETE RNt
SMTP_HOST = localhost

SMTP_PORT = 25

SMTP_FROM = DenyHosts

SMTP_SUBJECT = DenyHosts Report

AGE_RESET_ROOT = 1d #rootFIFEREMITEVIZTRIESE (1d: 1X)
AGE_RESET_RESTRICTED=25d #SZBRFAFAIKMERIHEIATAIRTE
AGE_RESET VALID=1d #B3HFPEREMIHEUIZFAIATE
AGE_RESET_INVALID=10d #FBFPEREMIHENSZAATE)
DAEMON _LOG = /var/log/denyhosts #H28IBEX 4

o BEMEEIPERZE. HEH

vim /etc/hosts.deny //BFE (EHICH)
vim /etc/hosts.allow //BHEE

o ERRBEENN

sshd:****  //Ullsshd:192.168.21.34
o fHXE<
o Fafiap<
service denyhosts start //[3a1iRSS

service denyhosts stop  //{ZLEERSS
service denyhosts status //BEERZIKE

o IMABE5

chkconfig denyhosts on

Hith

EERE— AP, HMAZIRFENSIER, RIE /etc/hosts.deny HIFcRZ2IREY. F
#N /var/lib/denyhosts H®, HALITERME:

e 1. {Z1EDenyHostsRSS
e 2. 7t /etc/hosts.deny FHIBR{FAEBGHZELERIFANIP

e 3. %48 DenyHosts T{FER (BLES4FWORK_DIR) HIFFEIH, — N INMHIRRS4{RAEER
EHUPATERNT

/var/lib/denyhosts/hosts
/var/lib/denyhosts/hosts-restricted
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/var/lib/denyhosts/hosts-root
/var/lib/denyhosts/hosts-valid
/var/lib/denyhosts/users-hosts

o FHIBEAMLIMHEE TIX/ NP, FJLABRLAI TGS :

IRRERATRE
/var/lib/denyhosts/hosts
/var/lib/denyhosts/hosts-restricted
/var/lib/denyhosts/hosts-root
/var/lib/denyhosts/hosts-valid
/var/lib/denyhosts/users-hosts

o 4, NIIMRAESFRIENLIPHbIR]

/var/lib/denyhosts/allowed-hosts
o FEN PRI EREXERAII T

# We mustn’ t block localhost
127.0.0.1
*EEF O MRREEINFIFAYIPIBIE

e 5. 3&DenyHostsfRSS: service denyhosts start
e 6, MRAEBECHE, JLUEFI—EEFNE, B

[SEr

BFAIHLIENFER, beaBEBEMBENhackeril, FrLAR, ENREREATEEEN, &
LSRR R EHERTEMENER, EETARRMNRE, A ESRE, XHELER

SRBRMRIPT.
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