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linux/mac FEIXhttpIERERELNF XK, MEREEFEEUREFiREERS kAR,
XBffR, HIIAFE—MNEIE,

BEIHIME T BB wireshark, tcpflowss,

XFFMhttpigk, BIRBEESENIER?

RIERNZERFAHEE, ©EE— IR, Bi&ngrep.

T
mac F&E&E

brew install ngrep

linux P&

wget http://rpmfind.net/linux/dag/redhat/el6/en/x86 64/dag/RPMS/ngrep-1.45-2.el6.rf.x86
4.rpm
rpm -ivh ngrep-1.45-2.el6.rf.x86_64.rpm

&
wget "https://rpmfind.net/linux/epel/7/x86 _64/Packages/n/ngrep-1.47-0.1.a39256b.el7.x86 6

rpm*
rpm -ivh ngrep-1.47-0.1.a39256b.el7.x86 64.rpm
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[note@abeffect ~]$ curl -s "www.hacpai.com”

<html>

<head> <title>301 Moved Permanently</title> </head>
<body bgcolor="white">

<center><h1>301 Moved Permanently</h1></center>
<hr><center>nginx/1.13.12</center>

</body>

</html>
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T 30.30.140.17:54351 -> 118.31.188.179:80 [AP]

GET / HTTP/1.1..Host: www.hacpai.com..User-Agent: curl/7.54.0..Accept: */*....

##
T 118.31.188.179:80 -> 30.30.140.17:54351 [AP]

HTTP/1.1 301 Moved Permanently..Server: nginx/1.13.12..Date: Tue, 24 Jul 2018 02:45:35 GM
..Content-Type: text/html..Content-Length: 186..Connection: keep-alive..Location: https://hacp

i.com/....<html>..<head> <title>301 Moved Perma

nently</title> </head>..<body bgcolor="white">..<center><h1>301 Moved Permanently</
1></center>..<hr><center>nginx/1.13.12</center>..</body>..</html>..

JLER, EFRENZT, BRABIKETEEREXE,

SZIFIRITT

NEBETERET, HrEERTriRREE.
ngrep -Wbyline port 80
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T 30.30.140.17:55286 -> 118.31.188.179:80 [AP]
GET / HTTP/1.1.

Host: www.hacpai.com.

User-Agent: curl/7.54.0.

Accept: */*.

##

T 118.31.188.179:80 -> 30.30.140.17:55286 [AP]
HTTP/1.1 301 Moved Permanently.

Server: nginx/1.13.12.

Date: Tue, 24 Jul 2018 03:04:13 GMT.
Content-Type: text/html.

Content-Length: 186.

Connection: keep-alive.

Location: https://hacpai.com/.

<html>.

<head> <title>301 Moved Permanently </title> </head>.
<body bgcolor="white">.

<center><h1>301 Moved Permanently</h1></center>.
<hr><center>nginx/1.13.12</center>.

</body>.

</html>.

SZIFIEN

BHEILAZT, BEaRMhacpaitdBIE, @iL-q54
ngrep -Wbyline -q hacpai port 80

ngrep -Wbyline 'GET /' port 80
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T 30.30.140.17:55294 -> 118.31.188.179:80 [AP]

GET / HTTP/1.1.

Host: www.hacpai.com.
User-Agent: curl/7.54.0.
Accept: */*.

T 118.31.188.179:80 -> 30.30.140.17:55294 [AP]
HTTP/1.1 301 Moved Permanently.

Server: nginx/1.13.12.

Date: Tue, 24 Jul 2018 03:04:45 GMT.

Content-Type: text/html.
Content-Length: 186.
Connection: keep-alive.

Location: https://hacpai.com/.

<html>.

<head> <title>301 Moved Permanently</title> </head>.

<body bgcolor="white">.

<center><h1>301 Moved Permanently</h1></center>.
<hr><center>nginx/1.13.12</center>.

</body>.
</html>.
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ngrep -x -q hacpai port 80
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T 30.30.140.17:55588 -> 118.31.188.179:80 [AP]
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65 72 2d 41 67 65 6e 74
2e 35 34 2e 30 0d 0a 41
2f 2a 0d 0Oa 0d Oa

T 118.31.188.179:80 -> 30.30.140.17:55588 [AP]

48 54 54 50 2f 31 2e 31

65 64 20 50 65 72 6d 61
536572766572 3a20
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2c 2032 34 20 4a 75 6¢
3a32303a34382047
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6e 67 69 6e 78 2f 31 2e
61 74 65 3a 20 54 75 65
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3a 2074 657874 2f 68
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6f 6e 3a 2068 74 74 70

GET / HTTP/1.1..
Host: www.hacpai
.com..User-Agent
: curl/7.54.0..A

ccept: */*....

HTTP/1.1 301 Mov
ed Permanently..
Server: nginx/1.
13.12..Date: Tue
, 24 Jul 2018 03
:20:48 GMT..Cont
ent-Type: text/h
tml..Content-Len
gth: 186..Connec
tion: keep-alive
..Location: http
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73 3a 2f2f 68 61 63 70
0a 0d Oa 3c 68 74 6d 6¢
3e3c 7469 74 6¢ 65 3e
64 20 50 65 72 6d 61 6e
69 74 6¢ 65 3e 3c 2f 68
6f 64 79 20 62 67 63 6f
74 65 22 3e 0d Oa 3c 63
31 3e 33 30 31 20 4d 6f
61 6e 65 6e 74 6¢ 79 3c
6e 74 65 72 3e 0d Oa 3c
65 72 3e 6e 67 69 6e 78
3c 2f 63 65 6e 74 65 72
79 3e 0d Oa 3c 2f 68 74
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e ngrep(FAGEIE

61 69 2e 63 6f 6d 2f 0d s://hacpai.com/.
3e0d 0a3c 68656164 ..<html>.<head
333031204d 6f76 65 ><title>301 Move
65 6e 74 6¢ 79 3c 2f 74 d Permanently</t
65 61 64 3e 0d Oa 3c 62 itle></head>..<b

6c 6f 72 3d 22 77 68 69 ody bgcolor="whi
65 6e 74 65 72 3e 3c 68 te">..<center><h

76 6564 205065726d 1>301 Moved Perm
2f 68 31 3e 3c 2f 63 65 anently</h1></ce
68 72 3e 3¢ 63 65 6e 74 nter>..<hr><cent
2f 31 2e 31 33 2e 31 32 er>nginx/1.13.12
3e 0d Oa 3c 2f 62 6f 64 </center>..</bod
6d 6¢ 3e 0d Oa y>..</html>..
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