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#SELINUX=enforcing #F#%=

#SELINUXTYPE=targeted #+ &g

SELINUX=disabled #1&f
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fcE SELinux (R{SEnJLAEEXHA)

setenforce 0 #1LSELinuxifE \Permissivet®zl, (AEIL)
SELiunx—HE == :

e enforcing (GEFIED ) : FFEABRFIdomain/type

e permissive (BHIEL) : NEBEZHER

e disabled (x[7]) : XASELinux

R ESELiunx:

[root@localhost ~]# /usr/sbin/sestatus -v #&Z&SELinuxjRk7Z SELinux
status: enabled #fZHA3 SELinuxfs mount:

/sys/fs/selinux SELinux root directory: /etc/selinux Loaded

policy name: targeted Current mode:

enforcing

XMHERA =R AR —TpER, KIEEEIEEHE.,
HAMEE—THUR:

[root@localhost ~]# getsebool -a | grep ftp
ftpd_anon_write —> off
ftpd_connect _all unreserved —> off
ftpd _connect db —> off
ftpd full access —> off

ftpd_use cifs —> off

ftpd_use fusefs —> off
ftpd_use nfs —> off

ftpd use passive_mode —> off
httpd can_connect ftp —> off
httpd_enable ftp server —> off
tftp_anon_write —> off
tftp_home _dir —> off

ftp_home_dirfallow_ftpd_full_accessiion ZAgefEvsftpd EFHIEAPIRER, ANRSUEHERE
PR
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NERERATRIE, HTRERFR(INBERRENR:

BeEvsftpd

° FIFRIESEERIE:
anonymous_enable=NO #R#IFERAE
write_enable=YES #5R

local root=/usr/yong.cao/ftp #XEBEERETENNfipER

chroot_local_user=YES #XPERFIftpFFPREEEECER, WRApAILBEIEEEIREREN
ey, R

allow_writeable_chroot=YES #2352, WMIRAFPHIREE TEEERT, WAFPNEBRF
BEABNRY, HmEtEiE

HiErootR

WTFLEE[E, rootFFPEARREIEARPRIERIKFRY, MRERAREIHEERAIBNIT, rootH
A LATEftpERIGIaME—344, FRLAZKARRBEERftphY. HR, (RETLUSFE—LREP, & EAft
AR, TAINR, BEMTAIRE—REZArootBRERftp.

HiISE IESEMER/ etc/vsftpd/ftpuserstl/etc/vsftpd/user listdfiroot:

#Users that are not allowed to login via ftp
#root

bin
daemon
adm

Ip

sync
shutdown
halt

mail

news
uucp
operator
games
nobody

#vsftpd userlist

#If userlist deny=NO, only allow users in this file

#If userlist_ deny=YES (default), never allow users in this file, and

#do not even prompt for a password.

#Note that the default vsftpd pam config also checks /etc/vsftpd/ftpusers
#for users that are denied.
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#root
bin
daemon
adm

Ip

sync
shutdown
halt

mail
news
uucp
operator
games
nobody
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