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第一步.安装certbot

yum install certbot -y

第二步.生成https签名证书

certbot certonly -w /home/wwwroot/blog.mufengs.com -d blog.mufengs.com

如图所示

原文链接：三步搞定自签名 https 证书以及自动更新

https://ld246.com/article/1531902759191


第三步.配置nginx

ssl_prefer_server_ciphers on;

ssl_certificate /etc/letsencrypt/live/blog.mufengs.com/fullchain.pem;

ssl_certificate_key /etc/letsencrypt/live/blog.mufengs.com/privkey.pem;

ssl_protocols TLSv1 TLSv1.1 TLSv1.2;

ssl_ciphers "EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM EECDH+ECDSA+SHA384 EEC
H+ECDSA+SHA256 EECDH+aRSA+SHA384 EECDH+aRSA+SHA256 EECDH+aRSA+RC4 EECD
 EDH+aRSA !aNULL !eNULL !LOW !3DES !MD5 !EXP !PSK !SRP !DSS !RC4";

keepalive_timeout 70;

ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;
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尴尬说错了 四步

第四步.将自动更新加到定时任务中

0 3 * * 2,4,6 certbot renew -q –pre-hook "service nginx stop" –post-hook "service nginx start"
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