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$ yum install firewalld
$ yum install firewall-config

Zone
Firewall BEXSARIRIMLSERZ|ALEIARRRISERB!.

$ firewall-cmd --list-all-zones #&Z&ERiGzonelS2

Zone FET LTI

o drop: EFATEHANE, AL HEAIMLL

e block: {EEFEIMNEBARECRIERE, AITRERAERIER:

e public: FIFIEEAIHNIERE

o external: F L, XI{REERIHNIER:, —RATERBEEAR

o dmz: RIFZIRHIRIFH NiERE

o work: SEFZ(SERITTENHIRFBIRTHNERE, (U workgroup
e home: [@ L, 2%l homegroup

e internal: F L, SEEStXIFIEEEAMAF

o trusted: [SIEFTEERE

s EN

e source: fRIEIRMEULTIE

e interface: {RIEM-RITIE

e service: fRIEARSSBITIE

e port: {RIBHROITE

e icmp-block: icmp RIGHUE, IRER icmp HEIFCE
e masquerade: ip izt {lZE

e forward-port: ix%& %

e rule: BENXFN

WEMNRIL SR IE BN IR

1. source
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2. interface
3. firewalld.conf

{Er

$ systemctl start firewalld # 25

$ systemctl stop firewalld # X[

$ systemctl enable firewalld # FLEEN

$ systemctl disable firewalld # BGEFHEEN

BARRMNETR, sTLAER frewall-cmd BRRYEERTGE

$ firewall-cmd --help

--zone=NAME # $57E zone

--permanent # KB, --reload FERK

--timeout=seconds # BHER, RIEEEmkR, AFTEK, ABES --permanent
AJ{sEF

=g =g/
EEETRS

$ firewall-cmd --state

BECHAEN Zone (58
$ firewall-cmd --get-active-zones

public
interfaces: ethO eth1

BEEEEON Zone (58
$ firewall-cmd --get-zone-of-interface=eth0
public

BEEREERBIZEO

$ firewall-cmd --zone=public --list-interfaces
ethO

EEREERBINFAEER, B public

$ firewall-cmd --zone=public --list-all
public (default, active)

interfaces: ethO

sources:
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services: dhcpv6-client http ssh
ports:

masquerade: no
forward-ports:

icmp-blocks:

rich rules:

BEEMBERAIR ISR

$ firewall-cmd --get-service

BEEERRMA Zones RRIPHAITRIRSS, BIXABITHIRSS

$ firewall-cmd --get-service --permanent

SN

$ firewall-cmd --panic-on # EXH

$ firewall-cmd --panic-off # BEER

$ firewall-cmd --query-panic # BEERNS

$ firewall-cmd --reload # AN, AEEIRS

$ firewall-cmd --complete-reload  # BN, BEERS

INFEREOEEEESR, WA eth0 = public, KAIEK

$ firewall-cmd --zone=public --add-interface=eth0 --permanent

IRE public AEARYSIERS!

$ firewall-cmd --set-default-zone=public

FIt dmz KBIRIHRTIFASH iR

$ firewall-cmd --zone=dmz --list-ports

A tep i%0 8080 = dmz %3l

$ firewall-cmd --zone=dmz --add-port=8080/tcp

FFESEERY udp IAZE public 51, FHXRAERL
$ firewall-cmd --zone=public --add-port=5060-5059/udp --permanent
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51 public zone FFrEM-&

$ firewall-cmd --zone=public --list-interfaces

%% eth0 FIDZE public zone, KA

$ firewall-cmd --zone=public --permanent --add-interface=eth0

ethO F=ES public zone, E1ZM-K7RI0ZE work zone, FHIEZM public zone Hfflp&

$ firewall-cmd --zone=work --permanent --change-interface=eth0

fER public zone A3 eth0, XA

$ firewall-cmd --zone=public --permanent --remove-interface=eth0

c. EIBIRSS

0 smtp RSSZE work zone

$ firewall-cmd --zone=work --add-service=smtp

#2k& work zone #fY smtp RS

$ firewall-cmd --zone=work --remove-service=smtp

d. fic& external zone IR ip Hitit{hdE
'

$ firewall-cmd --zone=external --query-masquerade

APANVIES

$ firewall-cmd --zone=external --add-masquerade

ESEAIVES

$ firewall-cmd --zone=external --remove-masquerade

e. fit& public zone AYIKOEER
Y THimO%R, WEET

$ firewall-cmd --zone=public --add-masquerade

SRIEHER tep 22 iOZE 3753
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$ firewall-cmd --zone=public --add-forward-port=port=22:proto=tcp:toport=3753

¥R 22 imn#IEES— ip AERRO L
$ firewall-cmd --zone=public --add-forward-port=port=22:proto=tcp:toaddr=192.168.1.100

¥R 22 imOIEES— ip 9 2055 iz £

$ firewall-cmd --zone=public --add-forward-port=port=22:proto=tcp:toport=2055:toaddr=1
2.168.1.100

f. Bic& public zone AY icmp
BEFTASHREHY icmp 28

$ firewall-cmd --get-icmptypes
destination-unreachable echo-reply echo-request parameter-problem redirect router-adverti
ement router-solicitation source-quench time-exceeded

FIH

$ firewall-cmd --zone=public --list-icmp-blocks

N echo-request ik

$ firewall-cmd --zone=public --add-icmp-block=echo-request [--timeout=seconds]

#8b& echo-reply il

$ firewall-cmd --zone=public --remove-icmp-block=echo-reply

g. IP &

$ firewall-cmd --permanent --add-rich-rule="rule family="ipv4' source address='222.222.222.
22' reject”

158, HA BRI LUEL ipset SREZE ip

HZip

$ firewall-cmd --permanent --zone=public --new-ipset=blacklist --type=hash:ip
$ firewall-cmd --permanent --zone=public --ipset=blacklist --add-entry=222.222.222.222

HIEEER

$ firewall-cmd --permanent --zone=public --new-ipset=blacklist --type=hash:net
$ firewall-cmd --permanent --zone=public --ipset=blacklist --add-entry=222.222.222.0/24
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BN ipset N

$ firewall-cmd --permanent --zone=public --new-ipset-from-file=/path/blacklist.xml

SRIEEI2E blacklist

$ firewall-cmd --permanent --zone=public --add-rich-rule="rule source ipset=blacklist drop'

EREALIER

$ firewall-cmd --reload
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