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Let' s Encrypt@— CA#l¥g, {BiX4 CA W"Jxeﬁ‘-'ﬁE’J' I SRIEBAFTE(HEER, ST
ECrFES, Let' s Encrypt X ACME timMYAISCEH T 7 HEK, Rﬁ v2 Y BESHFBECRTIED.

https://certbot.eff.org/ IERBEMTER, FAIRTLUBEE MIGIEEXI N ARG ERK.
Rl liBidcertbot-auto B4R T E iR E,

T&k

wget https://dl.eff.org/certbot-auto
chmod +x certbot-auto

HERGIEH

.Jcertbot-auto certonly --email 450370050@qqg.com -d *.xxxx.com --manual --preferred-chall
nges dns --server https://acme-v02.api.letsencrypt.org/directory

certonly FRLIIRT,, Certbot BRI MIGIFRINMERRIEM.

—E— ma ;?al FrFaRedal, Certbot BREEN, FREAVEESILIEBLES, BRRLURES
Rprin=s

-d AEBLENPRIBIES, MREBEEFA, WA *oooxx.com (FLABBEARESHIEE)
--preferred-challenges dns, f$F DNS ARG A
--server, Let's Encrypt ACME v2 WRAFRINIRSSEART v1 iRA, FERREE.

BERZERE

o 2BEE Let's Encrypt WY Ek
o HRIEREIHRBZFINES (IP) HITHE
o IHBIUE dnsHRHTIENNTXTECE

achine will be publicly logged as having requested this
running certbot in manual mode on a machine that is not
isure you're okay with that.

Are you OK with your IP being logged?

|acme- Lhdlleng

11 963annD4K5Gwmn1gck

Before cnntinuinq verify the record is deployed.

Wait Llrlg T-:r verification.
Cleaning up challenges
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dig -t txt _acme-challenge.xxxx.com @8.8.8.8

BRI /etc/letsencrypt/live/xxxx.com/ FRERMANY, BEZPEMsSINHUE, XEERTLURD
ENEZHARTRYIRE

24 cert.pem -=

24 chain.pem -= ../

1 Jul fullchain.pem ->
39 Jul 13 11:24 privkey.pem -> ../.., v
cert.pem - ApachefRSZa8imiE+
chain.pem - ApachetRiEBFNP4KEH
fullchain.pem - NginxprE&EEss|_certificate3f4
privkey.pem - ZEUFHKEYI{E
NginxiiiE, mRFEAZfullchain.pem#dprivkey.pemfAMIER I

AiiET

openssl x509 -in /etc/letsencrypt/live/xxxx.com/fullchain.pem -noout -text

nginx Gt&

18NN44 3RO

listen 443 ssl;

18hnssificE

ssl_protocols TLSv1 TLSv1.1 TLSv1.2;

ssl_ciphers EECDH+CHACHA20:EECDH+CHACHA20-draft:EECDH+AES128:RSA+AES128:EECD
+AES256:RSA+AES256:EECDH+3DES:RSA+3DES:!IMD5;
ssl_session_cache builtin:1000 shared:SSL:10m;

resolver 8.8.8.8 8.8.4.4 valid=300s;

resolver_timeout 5s;

ssl_prefer _server ciphers on;

ssl_certificate /etc/letsencrypt/live/xxxx.com/fullchain.pem;
ssl_certificate key /etc/letsencrypt/live/xxxx.com/privkey.pem;
ssl_session_timeout 5m;

ssl_session_tickets on;

ssl_stapling on;

ssl_stapling_verify on;

httpi@slBtiEhttps

server

{
listen 80 ;

server_name WwWw.XXXX.COm;
rewrite A(*)$ https://$host$1 permanent;

}
nginxEFINEEE
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service nginx reload

BEiIE
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« [fmAE v E IR S in
#2 231400121
©1.3.6.1.4.1.44947.1. 1.1
* AAFRER EEETHIENAarRE -
ks *w com
il s - Let’ = Enerypt Authority X3
HaHAN  zo1sf 7/ 13 H 2018/ 10/ 11
TRIFERTFEER
fRE
£2HA
EABMHIRE 3 BRI IZEEB h SRR B IR,
BECIEPR RegEddnsiAiEHEZHE, BRIEEEIHABsI5MRIGIE --m
nual-auth-hook IREWIEHA, BUFTEENEHR

Jcertbot-auto renew --cert-name xxxxx.com --manual-auth-hook /home/certbot-sh/au.sh --d
y-run

BEIRR: FEEEBRIERIEREAIBRE, IO dry-run 221, TILUEES
{EBRSI, FHITIRE, BHITESArenew 124E,
au.shSIZ2t4lk?

au.sh
au.sh2E1TEMdnsEEERphp34HI— N shel Iz,
#!/usr/bin/bash

# PHP A E
PHPPROGRAM="/home/certbot-sh"
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# ERCERIERE
DOMAIN="xxxx.com"

# FIARRRE
PATH="/home/certbot-sh"

# EJ9BB4 DNS RR i7¥0 TXT i85
CREATE_DOMAIN="_acme-challenge"

# $CERTBOT_VALIDATION 2 Certbot IRELE, AFRFE/ DNS TXT iICRIZENE
echo $PATH"/alydns.php”

# AR PHP fiIZs, Bzxpig& DNS TXT ISR,
/usr/bin/php $PATH"/alydns.php" $DOMAIN $CREATE DOMAIN $CERTBOT VALIDATION
/var/log/certdebug.log

# DNS TXT 12 RRIFRAETE
/usr/bin/sleep 30

alydns.php

alydns BT B RAE O LR dnsIZBATEOE R
<?php

date_default timezone set("GMT");

/XA NMEREERERFE
define("accessKeyld", "xxxx");
define("accessSecrec”, "xxxx");

//manager domain
$obj = new AliDns(accessKeyld, accessSecrec, $argv[1]);
$data = $obj->DescribeDomainRecords();
$data = $data["DomainRecords"]["Record"];
if (is_array($data)) {
foreach ($data as $v) {
if ($v["RR"] == $argv[2]) {
$obj->DeleteDomainRecord($v["Recordld"]);
}
}
}

print_r($obj->AddDomainRecord("TXT", $argv[2],$argv[3]));

class AliDns {
private $accessKeyld = null;
private $accessSecrec = null;
private $DomainName = null;

public function _construct($accessKeyld, $accessSecrec, $domain) {
$this->accessKeyld = $accessKeyld;
$this->accessSecrec = $accessSecrec;
$this->DomainName = $domain;
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}

public function DescribeDomainRecords() {
$requestParams = array(
"Action" => "DescribeDomainRecords"
)i
$val = $this->send($requestParams);
return $this->out($val);

}

public function UpdateDomainRecord($id, $type, $rr,$value){
$requestParams = array(
"Action" => "UpdateDomainRecord",
"Recordld" => $id,
"RR" => $rr,
"Type" => $type,
"Value" => $value,
)i
$val = $this->send($requestParams);
return $this->out($val);

public function DeleteDomainRecord($id) {
$requestParams = array(
"Action" => "DeleteDomainRecord"”,
"Recordld" => $id,
)
$val = $this->send($requestParams);
return $this->out($val);

}

public function AddDomainRecord($type, $rr, $value) {
$requestParams = array(
"Action" => "AddDomainRecord",
"RR" => $rr,
"Type" => $type,
"Value" => $value,
)i
$val = $this->send($requestParams);
return $this->out($val);

}

private function send($requestParams) {
$publicParams = array(
"DomainName" => $this->DomainName,
"Format" => "JSON",
"Version" => "2015-01-09",
"AccessKeyld" => $this->accessKeyld,
"Timestamp" => date("Y-m-d\TH:i:s\Z"),
"SignatureMethod" => "HMAC-SHAT1",
"SignatureVersion" => "1.0",
"SignatureNonce" => substr(md5(rand(1, 99999999)), rand(1, 9), 14),

);
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$params = array_merge($publicParams, $requestParams);
print_r($params);

$params|['Signature'] = $this->sign($params, $this->accessSecrec);
$uri = http_build_query($params);
$url = 'http://alidns.aliyuncs.com/?" . $uri;
return $this->curl($url);

}

private function sign($params, $accessSecrec, $method = "GET") {
ksort($params);
$stringToSign = strtoupper($method).'&'.$this->percentEncode('/").'&';
$tmp = "";

foreach($params as $key => $val){
$tmp .= '&".$this->percentEncode($key).'=".$this->percentEncode($val);
}
$tmp = trim($tmp, '&");
$stringToSign = $stringToSign.$this->percentEncode($tmp);
$key = $accessSecrec.'&;
$hmac = hash_hmac("sha1", $stringToSign, $key, true);
return base64 encode($hmac);

}

private function percentEncode($value = null){
$en = urlencode($value);
$en = str replace("+", "%20", $en);
$en = str_replace("*", "%2A", $en);
$en = str replace("%7E", "~", $en);
return $en;

}

private function curl($url) {
$ch = curl_init();
curl_setopt($ch, CURLOPT URL, $url);
curl_setopt($ch, CURLOPT RETURNTRANSFER, 1);
$result = curl_exec ($ch);
curl_close($ch);
return $result;

}

private function out($msg) {
return json_decode($msg, true);

}
}

LAECREER https://github.com/ywdblog/certbot-letencrypt-wildcardcertificates-alydns-au
U5,

BT7EAMIE, BIFAILIED crontab SRERNT—IXEH, HEMMSBnginxEeE. SEHAE
HSMESERARIEM VT 30KES, SEIERERLIMES

JRSZHEEE: Let'™'"'s Encrypt IEPR4ER, certbot-auto 4R ss| @AUEP EE https BEn4EHE


https://github.com/ywdblog/certbot-letencrypt-wildcardcertificates-alydns-au
https://ld246.com/article/1531709298417

