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B=x

o 1M
o |4aE
o N\ JigF
e ERTTE
5T
e Cache
o =iF
* FEXH
o 4-77ATE)
o ;5hR
o it
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e Delete
o IEEIFAN
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e FAQ

a

nusterE—MNETFHAProxy S EEEH T TPEZIRSS SSFIRES Tful NoSQLEZIRSESE, e iAHAPY
xy, FHEFIAHAProxyRIACLINRESRIRHAEEMEAVEFZMN,

451
HTTP/TCPfa#14&ss

nustera] LA/ERHTTP/TCPRaE & Ee (R,
o 43K THAProxylIRT BT, TEFREFHAProxy
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o LM

o HiHSEHHTTPS
o HTTP/E45

o HTTPEEEEM
o HTTP{SE1EMIZL
e HTTP2

o l5tE

o fhtE

o 3l

* WAL

HTTPEFIRSS=S
nustertB BT LARIESRIUVarnishEi ZENginxBPERIHTTPEZRSEE, REFNSHEEHSHHTTPE

o HAProxyBIFRFBE4FIE(HTTPS, HTTP/2, ACL, etc)
o JFFEIR
o EARRITNSEIFINRE
e EFHTTP method, URI, path, query, header, cookies, etc
o EFHTTP request or response contents, etc
e EFenvironment variables, server state, etc
e EFSSL version, SN, etc
e EFconnection rate, number, byte, etc

o RFEIE

o BF AR

o BFEHIHER
o EFATFRYE)
o FFA

RESTful NoSQLEFIRSS S

nustertB BT LAF{ERESTful NoSQLETZARSSSE, AAHTTP 3K ANIN/BUS/MER Key/
alue.

A LA&Memcachedsli# RedisBREERTERN FRFIEGERF < [EEARERKVEFER, B LIERF
Rz EfEAERAFAINoSQLEER.

Y #Fheader, cookieFZE, FRLAFLUSABNAFSIEFEZIERNEER,
o HAProxyBIFRBEHFIE(HTTPS, HTTP/2, ACL, etc)
o BRMANER
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» RERKVERF

o ERAFER

o FHE(USRERIETE

o X FTBERIEES, AR ElIE, REHTTPH
o FFAM

g8
EER, EHAEETEnginxdI3(5, SHETnginxBI25%, varnishgJ3(z.
benchmark

Al JtEF8
T

EFIREANEMDownload FEEFEENR, BB R ATLAgIt clone,

TRiF

make TARGET=linux2628 USE_LUA=1 LUA INC=/usr/include/lua5.3 USE_ OPENSSL=1 USE PC
E=1 USE ZLIB=1
make install PREFIX=/usr/local/nuster

N {&EFpthread
NRAFEATLARIBR

B{REILAS#EHAProxy README,

BB 3
e — N EREHE

global
nuster cache on data-size 100m uri /_nuster
nuster nosql on data-size 200m
master-worker # v3

defaults
mode http

frontend fe
bind *:8080
#bind *:4433 ss| crt example.com.pem alpn h2,http/1.1
use_backend be2 if { path_beg / kv/}
default_backend beT

backend be1
nuster cache on
nuster rule img ttl 1d if { path_beg /img/ }
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nuster rule api ttl 30s if { path /api/some/api }
server s1127.0.0.1:8081
server s2 127.0.0.1:8082
backend be?2
nuster nosql on
nuster rule r1 ttl 3600

nusteri&lfr8080iw [, #EFHTTPiEXK,

FraLagissk o Eezlbackend be?, TTLAKIEHTTP ]| 3k 70/
15/MiB% Key/Value.

Hitth9iskEw o EcEIbackend be ', HFESWHE R EIRSSRS: | or 2. HA IBREWEFTX
] SWEFI0N,

=12

Docker

docker pull nuster/nuster
docker run -d -v /path/to/nuster.cfg:/etc/nuster/nuster.cfg:ro -p 8080:8080 nuster/nuster

(ERGE

nusterE&FHAProxy, SZ3FFTERIHAProxyig<,

BF

EENHEEGN N ERR s , , and .
e global
s ENEFES
o EEEN or , BWcachefnosqlFGiZx{EH
e defaults
o EX , REMASEL
o TJLITE or sectionEFTEN
e frontend
o EXMITiEOFEFEHAFNIRE
e bankend
o EXRiRRFBEEFRE
o EHIRE or , BiZbackend;&Enosqlei&nosqlIhaE

o TRIRE
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ALAENXZA or ARENT BEIRE

, nustergfi,@—1HAProxy,
TRt BE Y nuster,
Bik&%E /doc FRIHAProxy MY, 3& 45 HAProxy 325

As TCP loader balancer

frontend mysql-lb
bind *:3306
mode tcp
default_backend mysql-cluster
backend mysql-cluster
balance roundrobin
mode tcp
server s1 10.0.0.101:3306
server s2 10.0.0.102:3306
server s3 10.0.0.103:3306

As HTTP/HTTPS loader balancer

frontend web-Ib
bind *:80
#bind *:443 ssl crt XXX.pem
mode http
default_backend apps
backend apps
balance roundrobin
mode http
server s1 10.0.0.101:8080
server s2 10.0.0.102:8080
server s3 10.0.0.103:8080
#server s4 10.0.0.101:8443 ssl verify none

As HTTP cache server

global

nuster cache on data-size 200m
frontend fe

bind *:8080

default_backend be
backend be

nuster cache on

nuster rule all

server s1 127.0.0.1:8081

As RESTful NoSQL cache server

global
nuster nosql on data-size 200m
frontend fe
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bind *:8080

default_backend be
backend be

nuster nosql on

nuster rule r1 ttl 3600

IB5S

global: nuster cache|nosql

syntax:

nuster cache on|off [data-size size] [dict-size size] [dir DIR] [dict-cleaner n] [data-cleaner n] [di
k-cleaner n] [disk-loader n] [disk-saver n] [purge-method method] [uri uri]

nuster nosql on|off [data-size size] [dict-size size] [dir DIR] [dict-cleaner n] [data-cleaner n] [di
k-cleaner n] [disk-loader n] [disk-saver n]

default: none

context: global

EHEE S cachegi®Enosql,

SRR NHEZERERFEHTIPL, HUE, keyFF, IREEUIENRRATF

SEC.

MRRBEBRE, MR ISREFERIEATHREL.

data-size
0 —ERENFRAIAN,
ALAERAM, M, g 1 6. BMARTMB, EftER/IVE.,

dict-size

HEhash tableflgA/).

AILAERm, VM, 0 1 G. BRHARIMB, EfRtEE&RIME.

iXANskzEhash table bucketsfikuN, FaEkeyfIk/N, keyfFfEH=pytEh,

dict-size(bucket®) ~ZFT key#l. piEkeyl I E#ET T dict-size, RBENMNHZRNFEZTE,
key{3PARJ LAER AN,

AdunRkey#iEI dict-size(bucket#)MRERIFR TIE. dict-sizeR] LU AAREIRISR AkeyEi5ELAS,
FRIRASMIBRdict-size, {&EE—RRABPF B oh{eR4E

dir
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RWEEREFEHNRERE, YWINEEUUFFESEREFINEE,
dict-cleaner

(SYN =] “Nentry, FoREEIentry MR (2AIA100)

data-cleaner

BRIeE MNentry, FoRfIdataigamibs (BAIA100)

disk-cleaner

BRaE MEREFNE, TREI SR (EXA100)
disk-loader
ISl =N IE MEREFHREEREIRTE (BAA100)

disk-saver

ERGE ANdata, FHIEEEREEEENdatalFFEESR (BIA100)
MBS Enuster rule disk mode.

purge-method [cache only]

EENPURGERHIHTTP method, B K14NMNER, BHAE

uri [cache only]

EMNFFFFiScache manager/stats API

cache manager/statsENAZXKIARY. MRAEFT, EXFFEHENEH(see FAQ).
BiNESEEFEE M EFAIT

proxy: nuster cache|nosql
syntax:

nuster cache [on|off]

nuster nosql [on|off]

default: on

context: backend
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REEBEIXMbackendFFiEcache/nosql,
gNERIXsectionFfilter, ICENERS.

nuster rule

syntax: nuster rule name [key KEY] [ttl TTL] [code CODE] [disk MODE] [iflunless condition]

default: none

context: backend

EMX cache/nosqlBIENEM, FEEXED— rule,
nuster cache on

# cache request /asdf for 30 seconds
nuster rule asdf ttl 30 if { path /asdf }

# cache if the request path begins with /img/
nuster rule img if { path_beg /img/ }

# cache if the response header “cache’ is ‘yes’
acl resHdrCache res.hdr(cache) yes
nuster rule r1 if resHdrCache

ALAEN Z M rule, RENXIIGRFSCEITELD.
acl pathA path /a.html

nuster cache on

nuster rule all ttl 3600

nuster rule path01 ttl 60 if pathA

rule FKIZASHE ILEL,

name

EXrulefgname,

fEcache manager APIF{§ERE, ALE—EREINAREIruleBARRE/RIName, BNHERENamerule

E—1+.
key KEY

EX cache/nosqlTkey, BB TFIXEFIN 285
e method: http method, GET/POST...

e scheme: http or https

e host: the host in the request

e uri: first slash to end of the url

e path: the URL path of the request
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e delimiter: '?"if query exists otherwise empty

e query: the whole query string of the request
e header NAME: the value of header

e cookie NAME: the value of cookie

e param_NAME: the value of query

e body: the body of the request

CACHERIERIAkey 2 » NoSQLAYE A key 2
Example

GET http://www.example.com/q?name=X&type=Y

http header:

GET /gq?name=X&type=Y HTTP/1.1
Host: www.example.com

ASDF: Z

Cookie: logged in=yes; user=nuster;
4Rk

e method: GET

e scheme: http

e host: www.example.com

e uri: /g?name=X&type=Y

e path: /9

e delimiter:  ?

e query: name=X&type=Y
e header ASDF: Z

e cookie _user: nuster

e param type: Y

e body: (empty)

BRilkeyr=E , M
=557
ENULL=F
tHEkeyRIIERNISERIRE|cachefG = Fir,
ttl TTL
REEFLEFRE, THEEFWMER, TLAMER d, b, mand s, BIAORD.

FNERAFRERNIRI90
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code CODE1,CODE2...
EOAREF200/9098, WNRFEEFEMAINSTLARN, o SEFHIRESE,

cache-rule only200

cache-rule 200and404 code 200,404
cache-rule all code all

disk MODE

EXEFFARL

o off: BUAMEZ(, (NRFERE

e only: NMRFEATE, (NRFIEER

o sync: (RFEIAFIERERIREILSLZ i

e async: (RFEINFRMEMREILEFR, RFEUESHAmasteriiZE—ENBEREEER

iflunless condition

EXACLEM

ACLZ> BIETE KR ERAONR NP B AT

SRR MREN, SHTEE:

1. EIEKRMERACLAR

2. IEKRMERACLAR, BRMMFTERACLAR
SEAEENACLERERLEFRRINGER, BE55EE
tean

1. 7L FFLE9IER
nuster rule img if { path_beg /img/ }

IEXRNMERBANEBEANR, RAERRMERTTEIR pathATLIKIZIR.

2. BIFIMRAYhttpsLER 5]
nuster rule jpeg if { res.hdr(Content-Type) image/jpeg }

RSB ERTTEIRE res.hdrFfLUKIZAR, ERNHTEREANEEZANIR.
3. LA FHk, FEmWEL 7 iNpEd

SNEREN A TERIFN, MASRLT:

nuster rule img if { path_beg /img/ } { res.hdr(Content-Type) image/jpeg }
E NN ERTTEIRE pathATLUKIZ AR, MEBRMERTIZIRBres hdrffLUKIZAR, BBAIXA
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CLEKIZTTI A PLES,

FEINTRENX:

http-request set-var(txn.pathimg) path

acl pathimg var(txn.pathimg) -m beg /img/

acl resHdrCT res.hdr(Content-Type) image/jpeg
nuster rule r3 if pathimg resHdrCT

4. 5—GIF, BEEATBEARLL FrkagiER
TEALER:

acl NoCache path_beg /api/
nuster rule r3 if INoCache

R A BRI EpathH A7, FilANoCachesXiZAfR, M

&7,
RN
http-request set-var(txn.path) path

acl NoCache var(txn.path) -m beg /api/
nuster rule r1 if INoCache

SNIN—E R AIRE T iR B AR,

FEHAProxy configurationfy7. Using ACLs and fetching samples

Cache

HNE, FraniskE=

nustertB a] LAFRESEIVarnishei &3 NginxBBEIHT TP EFIRS 2SS, REFNSEREFSHHTTPE

tHTHAProxyRISSL, HTTP, HTTP2, EEEEM, iEMiXHeaderEs, RRM T THEHAITNEE

RFEHE

EFaTLUEE U riEX —MendpointF RIXHTTPIEREHITEIE,

EXHBAR
nuster cache on uri /nuster/cache

BXRE

i TN

RFFREXA
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ruler]LAiBiImanager urish&SHEXA, KA rule ASB#HITILEL,

headers
header value description
state enable enable rule
disable disable rule
name rule NAME the rule to be
enabled/disabled
proxy NAME all rules belong t
proxy NAME
* all rules

fBEnamefYruleEPSFERA.
Examples

e X[Arule r1
e XiFbackend app1baJFrErule

o FiEFrE[Irule

EFEFRE

FREFTTL, REPNEENHER, Aoy lCEFEET.

headers
header value description
ttl new TTL see ttlin
name rule NAME the rule to be
changed
proxy NAME all rules belong t
proxy NAME
* all rules
Examples

curl -X POST -H "name: r1" -H "ttl: 0" http://127.0.0.1/nuster/cache
curl -X POST -H "name: r2" -H "ttl: 2h" http://127.0.0.1/nuster/cache

Fig & stateftt

EIRfig EstateFAttl
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curl -X POST -H "name: r1" -H "ttl: 0" -H "state: enabled" http://127.0.0.1/nuster/cache

SR

There are several ways to purge cache by making HTTP requests to the manager uri d
fined by
You can define customized http method using other than the defau
t in case you need to forward to backend servers.
HpR—1M5EURL
4 pickey , FHRBRBRNkey.,
Eikkey B Host, NREFHAT mitElocalhostliic 2E header:
@i namefiflfR
AfLABIE R £ header3
headers
header value description
name nuster rule NAME caches
belong to rule ${NAME} will be purged

proxy NAME caches belong to
proxy ${NAME}

* all caches
Examples
# BBRAAE %

curl -X PURGE -H "name: *" http://127.0.0.1/nuster/cache

# Mikrbackend applbHIFFEERF
curl -X PURGE -H "name: app1b" http://127.0.0.1/nuster/cache

# MIRRFrA rule r1&ERVER
curl -X PURGE -H "name: r1" http://127.0.0.1/nuster/cache

EiZhostilig
Bid b headerskfifRFrEEFiX 1 "hostAERE.

headers
header value description
x-host HOST the ${HOST}
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Examples

curl -X PURGE -H "x-host: 127.0.0.1:8080" http://127.0.0.1/nuster/cache

1Eid pathifllps
IABR T, queryZSotb@a&TEkeyd, FrLAERERpath AR queryeF=4£ARRINER.
tean , SAIRIEK

curl https://127.0.0.1/imgs/test.jpg?w=1208h=120
curl https://127.0.0.1/imgs/test.jpg?w=1808h=180

SERENER, EAqueryRi—HE,
INREMPFIXLER, ATLA
MR MEFRBAIquery, BBARILA——1MHIER

curl -XPURGE https://127.0.0.1/imgs/test.jpg?w=1208h=120
curl -XPURGE https://127.0.0.1/imgs/test.jpg?w=1808h=180

AZEER N ARIEERIquery
NRqueryBB B AEE, WAILAMkeyEmiflRquery

ENX I XERNERSERN—
&7, BLFATLARqueryifRER

REBHIBERTFEquery
i#@idrule nameffifs

{BRANRruletE N L T  WFGERMERIMgs
EtE, "TLAEE pathifilps

headers

header value description

path PATH caches with ${PATH
will be purged

x-host HOST and host is ${HO
T}

Examples

# MBRATE path2/imgs/test jpgRYE&EF
curl -X PURGE -H "path: /imgs/test.jpg" http://127.0.0.1/nuster/cache
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# HBRFrE path/2/imgs/test.jpg FEBhost2127.0.0.1:808089%&F
curl -X PURGE -H "path: /imgs/test.jpg" -H "x-host: 127.0.0.1:8080" http://127.0.0.1/nuster/ca
he

@i IENIER
HAILUES NS, FrETERERIEE R,

headers

header value description

regex REGEX caches which pat
match with ${REGEX} will be purged

x-host HOST and host is ${HO
T}

Examples

# BIBRRTE /imgs FHk jpoERRIRE

curl -X PURGE -H "regex: ~/imgs/.*\.jpg$" http://127.0.0.1/nuster/cache

#delete all caches which path starts with /imgs and ends with .jpg and belongs to 127.0.0.1:8
80

curl -X PURGE -H "regex: ~/imgs/.*\.jpg$" -H "127.0.0.1:8080" http://127.0.0.1/nuster/cache

PURGE ;¥=5EIR

1. FEihEE
2. IRBZ Mheader, RER , . . . : AN AL
: purge by name
3. WRBESKheader, EE—
: purge by
4, A2 glob
tegn /imgs T™RY.jpg 42 A2

5. @i rule namegkproxy namefflfRERFRS, FEEIRXMWMGEZREHAEEN. IRERT
Egﬂ%iﬁﬁﬁi@ﬁﬂlﬁ ERIBREFSE, EArule namelSEfproxy namelEBHISBRTFEER

6. Rdisk loadgsTRf5 A 8E@iThost or path or regex EMIFGEE ., EECRloadEHRalLIE
stats URL,

EEHIT
FTLUBIIGET | X fendpointRETUERSEHER,

Eanble and define the endpoint

nuster cache on uri /nuster/cache
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Usage

Output

e used mem: httpEFFERIARE, AEifoverhead

e req_total: FFF T cachefIprBERIbackendfURiEkE, FAEBEFFLRBcachefbackend
THEREL

e req_hit: cachedzd#g
e req_fetch: \EIREVEEE
e req_abort: FETAYIERK

NoSQL

nustertB B LAF{ERESTful NoSQLEETZARSSSE, FAHTTP >k ANIN/BUS/MER Key/
alue.

BAIRE
Set

curl -v -X POST -d valuel http://127.0.0.1:8080/key1
curl -v -X POST --data-binary @icon.jpg http://127.0.0.1:8080/imgs/icon.jpg

Get

Delete

Response
Check status code.
e 200 OK

e POST/GET: p%Zh
e DELETE: B2

e 400 Bad request

o H
o RIEHHEYacl, rules, etc
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e 404 Not Found

e POST: rule testsskiy
e GET: not found

e 405 Method Not Allowed
o HittiYmethods

® 500 Internal Server Error
o RERIIEIR

e 507 Insufficient Storage

e iBiddata-size

A PFRYdata
Bid7EkeyE N Aheader, cookieFZE, FLUSABRBFEEEFRIERNEES.

nuster rule r1 key method.scheme.host.uri.header userld if { path /mypoint }
nuster rule r2 key method.scheme.host.uri.cookie sessionld if { path /mydata }

Set

curl -v -X POST -d "333" -H "userld: 1000" http://127.0.0.1:8080/mypoint
curl -v -X POST -d "555" -H "userld: 1001" http://127.0.0.1:8080/mypoint

curl -v -X POST -d "userA data" --cookie "sessionld=ijsf023xe" http://127.0.0.1:8080/mydata
curl -v -X POST -d "userB data" --cookie "sessionld=rosre329x" http://127.0.0.1:8080/mydata

Get

curl -v http://127.0.0.1:8080/mypoint
< 404 Not Found

curl -v -H "userld: 1000" http://127.0.0.1:8080/mypoint

< 200 OK

333

curl -v --cookie "sessionld=ijsf023xe" http://127.0.0.1:8080/mydata

< 200 OK
userA data

EFin

EHEPAISIEHTTPIIZ i, B curl, , python , go , etc.

BEIFAW
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BCE 4

global
master-worker
nuster cache on data-size 10m dir /tmp/cache
nuster nosqgl on data-size 10m dir /tmp/nosq|l

backend be
nuster cache on
nuster rule off disk off ttl 1m if { path_beg /disk-off }
nuster rule only disk only ttl 1d if { path_beg /disk-only }
nuster rule sync disk sync ttl 1h if { path_beg /disk-sync }
nuster rule async disk async ttl 2h if { path_beg /disk-async }
nuster rule others ttl 100

1 RFERE

2 (RIRTFIERER

3. REERFIERRIRRELSE i

4 REERFEUARESE R, RESESE—ENREREFERE
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Sample fetches
Nuster JIN T —LErAYsample fetches

nuster.cache.hit: boolean
EREREHITER, LGSR

http-response set-header x-cache hit if { nuster.cache.hit }

FAQ

TEBE, #REE: not in master-worker mode
e RN SRR AR,
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BKkbodyalgEATeEE, FIHAProxy configuration BJ option http-buffer-request/\75
BAMT LA postim KRBT E—NTiR

L8R A
541

acl network_allowed src 127.0.0.1
acl purge_method method PURGE
http-request deny if purge_ method !network_allowed

WMEFAFRBHTTP2?

bind :443 ssl crt pub.pem alpn h2,http/1.1

Example

global
nuster cache on data-size 100m
nuster nosql on data-size 100m
master-worker # v3
# daemon
# debug
defaults
retries 3
option redispatch
timeout client 30s
timeout connect 30s
timeout server 30s
frontend web1
bind *:8080
mode http
acl pathPost path /search
use backend app1a if pathPost
default_backend app1b
backend app1a
balance roundrobin
# mode must be http
mode http

# http-buffer-request must be enabled to cache post request
option http-buffer-request

acl pathPost path /search

# enable cache for this proxy
nuster cache

# cache /search for 120 seconds. Only works when POST/PUT
nuster rule rpost key method.scheme.host.uri.body ttl 120 if pathPost
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server s1 10.0.0.10:8080
backend app1b

balance roundrobin

mode http

nuster cache on
# cache /ajpg, not expire

acl pathA path /a.jpg
nuster rule r1 ttl 0 if pathA

# cache /mypage, key contains cookie[userld], so it will be cached per user

acl pathB path /mypage

nuster rule r2 key method.scheme.host.path.delimiter.query.cookie userld ttl 60 if pathB

# cache /a.html if response's header[cache] is yes
http-request set-var(txn.pathC) path

acl pathC var(txn.pathC) -m str /a.html

acl resHdrCache1 res.hdr(cache) yes

nuster rule r3 if pathC resHdrCache1

# cache /heavy for 100 seconds if be _conn greater than 10

acl heavypage path /heavy
acl tooFast be_conn ge 100

nuster rule heavy ttl 100 if heavypage tooFast

# cache all if response's header[asdf] is fdsa
acl resHdrCache?2 res.hdr(asdf) fdsa
nuster rule resCache ttl O if resHdrCache1

server s1 10.0.0.10:8080

frontend web2
bind *:8081
mode http
default _backend app2
backend app2
balance  roundrobin
mode http

# disable cache on this proxy
nuster cache off
nuster rule all

server s2 10.0.0.11:8080

frontend nosql_fe
bind *:9090
default_backend nosql be
backend nosql be
nuster nosql on
nuster rule r1 ttl 3600

Contributing
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e Join the development
e Give feedback

® Report issues

e Send pull requests

e Spread nuster

License

Copyright (C) 2017-2018, Jiang Wenyuan, < koubunen AT gmail DOT com >

All rights reserved.

Licensed under GPL, the same as HAProxy

HAProxy and other sources license notices: see relevant individual files.
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