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1. Ubuntu 16.04(with docker installed)

SE

1. RRpENS

2. X BF

mkdir /docker-registry

mkdir /docker-registry/data
mkdir /docker-registry/nginx
chown root:root /docker-registry
cd /docker-registry

3. gl

nginx:
image: "nginx:1.9"
ports:
- 443:443
links:
- registry:registry
volumes:
- /docker-registry/nginx/:/etc/nginx/conf.d
registry:
image: registry:2
ports:
- 127.0.0.1:5000:5000
environment:
REGISTRY_STORAGE_FILESYSTEM ROOTDIRECTORY: /data

volumes:
- /docker-registry/data:/data
WiT , MBI HER, REEIERETIEM RN T .

4. MRBREEFHR, 2BV EILCHFFERIET
FHEA LR systemd & supervisord, iXE{E{it systemd HI/53

[Unit]
Description=Starting docker registry

[Service]

Environment= MY _ENVIRONMENT VAR = /docker-registry/docker-compose.yml
WorkingDirectory=/docker-registry

ExecStart=/usr/bin/docker-compose up
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Restart=always

[Install]
WantedBy=multi-user.target

5. {€2% Nginx BtE&

# /docker-registry/nginx/regstry.conf
upstream docker-registry {
server registry:5000;

}

server {
listen 443;
server_ name myregistrydomain.com;

# SSL

# ssl on;

# ssl_certificate /etc/nginx/conf.d/domain.crt;

# ssl_certificate_key /etc/nginx/conf.d/domain.key;

# disable any limits to avoid HTTP 413 for large image uploads
client_max_body size 0;

# required to avoid HTTP 411: see Issue #1486 (https://github.com/docker/docker/issues/14
6)
chunked transfer encoding on;

location /v2/ {
# Do not allow connections from docker 1.5 and earlier
# docker pre-1.6.0 did not properly set the user agent on ping, catch "Go *" user agents
if ($http_user agent ~ "~(docker\/1\.(3]4|5(?'\.[0-9]-deV))|Go ).*$" ) {
return 404;
}

# To add basic authentication to v2 use auth_basic setting plus add_header
# auth_basic "registry.localhost”;

# auth_basic_user file /etc/nginx/conf.d/registry.password;

# add_header 'Docker-Distribution-Api-Version' 'registry/2.0" always;

proxy_pass http://docker-registry;
proxy set header Host $http_host; # required for docker client's sake
proxy set header X-Real-IP $remote_addr; # pass on real client's IP

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;
proxy read_timeout 900;

}
}

BRIRBFEEEEN sudo systemct! restart docker-registry
HTcurl http://localhost5000/v2/, ANRIERE, MiZEH

6. BEEIAIEER
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cd /docker-registry/nginx

htpasswd -c registry.password mydocker
New password:

Re-type new password:

Adding password for user mydocker

1&22 nginx B & (MIFRERATRIERYERR)

auth_basic "registry.localhost”;
auth_basic_user file /etc/nglnx/conf d/registry.password;
add_header 'Docker-Distribution-Api-Version' 'registry/2.0' always;

BERERBEEEER sudo systemct! restart docker-registry
FfTcurl http://localhost:443/v2/, £4&73~401 Authorization Required

ENIKIBIZEA B AfEREIN 2B EIERIRELER
curl http://mydocker:123456@localhost:443/v2/ 5RE{}

7. (e HIEPH

cd /docker-registry/nginx

# H£ER— root key

openssl genrsa -out dockerCA . key 2048

# ERARIET ( ComonName BRI, LbaliE#&2 2 registry.abc.com, IXEHE registry.abc.com)
openssl req -x509 -new -nodes -key dockerCA .key -days 10000 -out dockerCA.crt

# 4, server key, 7t nginx BYBCEss|_certificate_key#5|A

openssl genrsa -out domain.key 2048

# EBE—NIEH( ComonName S{RAVER, LbaliE& 2 registry.abc.com, iIXEFHE abc.com)
openssl req -new -key domain.key -out docker-registry.com.csr

# [UEPER

openssl x509 -req -in docker-registry.com.csr -CA dockerCA.crt -CAkey dockerCA key -CAcrea
eserial -out domain.crt -days 10000

EAFMNEMRIR—N"BER IR, FARTTEREMIER A BHHIAILR, BRI Fime
EEZES.

EBEETLEHRIT

cd /docker-registry/nginx

cp dockerCA.crt /usr/local/share/ca-certificates/

update-ca-certificates && service docker restart && service docker-registry restart
curl https://mydocker:123456 @docker-server.com/v2/

# FERNIZZE

{}

ReFLICEERIBRMERENZ i,

scp dockerCA.crt ja@192.168.0.59:/usr/local/share/ca-certificates
ja@192.168.0.59's password:
dockerCA.crt 100% 1302 1.3KB/s 00:00

EEFin L, YT
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update-ca-certificates && service docker restart
#test login to fresh created repository:

docker login https://docker-server.com
Username: mydocker

Password:

Login Succeeded

8. EZ ik LMzl container BITHEE

docker run -it ubuntu # A0y library FEFFHIT ubuntu

#re-tag images DOMAIN-NAME/NEW-TAG

docker tag ubuntu docker-server.com/test-image # {5828 containerg&#i#] tag
#push image to repository:

docker push docker-server.com/test-image # push ZF#EERY registry

docker rmi -f docker-server.com/test-image # ffilfRAItEiE {5

docker pull docker-server.com/test-image # MFAY registry FiENEG
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