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SNSRERAIdjango 1. IBIE LINE, FILVRAMASALTF US4, EREmpipELHTHN
TSR

$ pip install channels

BcEchannels
ABZE(FEHchannels, F1EEEEEsettingEBBEE— Fchannels,

fEINSTALLED APPSHi#&lAchannels

|
INSTALLED_APPS = (

‘django.contrib.auth’,
‘django.contrib.contenttypes’,
‘django.contrib.sessions’,

‘django.contrib.sites’,

‘channels’,
)

Be&channelsiEHfiEERiR

BEERANERIITLMERRFEAER, BHEEENESERMS
FeEWT:

I
CHANNEL_LAYERS = {
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"default” : {
“BACKEND” : “asgiref.inmemory.ChannelLayer” ,
# XEZRANIREZ, BAESHALL, [RE28EKE
"ROUTING” : "{REYIFEHE.routing.channel_routing”

b

}

HTFHIERFER T redistEAEERSE, EXBER(IBHMIEFHFERredistTEEAT NS ERiR.,
H7T EAredisfEachannelstfGim, FiIEFTELE—Fasgi_redis,

1. B pip&3=asgi_redis, FELIRTHIN

|
$ pip install asgi_redis

ZiE 7 ERAAIFALUERredisfEAchannelsfd/Gi 7
1. {&tchannelsgYBACKEND

fEsettings.pylE2

|

|
CHANNEL_LAYERS = {

"default": {
"BACKEND": "asgi_redis.RedisChannelLayer",
"CONFIG": {
"hosts": [os.environ.get('REDIS URL', 'redis://127.0.0.1:6379/2")],
17
# BCEEREAVERS

"ROUTING": "{RE9TFE®.routing.channel routing”,
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{fHchannels

{Hfchannels, £&TEZAEMAwWebsocketiEEFIER, XBEARITIChttpEhs,

AL ABIF
1. EE1EWapp FAIEE— customers.py fEEFRELIBUT

def ws_message(message):

# ASGI WebSocket packet-received and send-packet message types
# both have a "text" key for their textual data.
message.reply channel.send({

"text": message.content['text'],

)
|
2. EE—app FEIE— router.py EEHFTRESRITUT
|
|

from channels.routing import route
from .consumers import ws_message

channel_routing = [

route("websocket.receive", ws_message),
]

XENEERMESFKEIRNRAREESN, SnaiiAkws messageiidl, X&
Fr. SREREIEEREREE.

1. BURACABAN T, TENISSRRAYEHI S EE — P htmlRYsBXERS I ™S
|
|

// Note that the path doesn't matter for routing; any WebSocket

I}
o
i
s
o]
M
i

// connection gets bumped over to WebSocket consumers
socket = new WebSocket("ws://127.0.0.1:8000/chat/");
socket.onmessage = function(e) {
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consoe.log(e.data);

}

socket.onopen = function() {

socket.send("hello world");

}

// Call onopen directly if socket is already open
if (socket.readyState == WebSocket.OPEN) socket.onopen();

|
AEFEILAITpython manage.py runserver&EEIZ1THR, WRAHEINMNELRIZAI AR

FIRARESSEMS N R(BR) ZE/NEER
1.7 customers.pyHRERFBNT

from channels import Group

Connected to websocket.connect

def ws_add(message):

# Accept the connection

message.reply channel.send({"accept": True})
# Add to the chat group
Group("chat").add(message.reply channel)

Connected to websocket.receive

def ws_message(message):

Group("chat").send({

"text": "[user] %s" % message.content['text'],

)

Connected to websocket.disconnect

def ws_disconnect(message):
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Group("chat").discard(message.reply _channel)

PR="EBT, HlRwebsocketiERAIIHRIAITHIERE, WEIHBRIIHRIETAURIE, FOXAEE
AR TRUERME, XEFRTEHIES, EMAEZIRE BEMAchatE, SKEESR, £
NIFERAPAIEER, REXDEZHMTREA.

1. BFR—REZED AT =187, EREEEE=R, FILIE router.pymEZIT
|

from channels.routing import route
from .consumers import ws_add, ws_message, ws_disconnect

channel routing = [

route("websocket.connect”, ws_add),
route("websocket.receive", ws_message),

route("websocket.disconnect”, ws_disconnect),
]

|
2. Wiz AR UASEN T~

= 2O 00N LA W -

0
1

// Note that the path doesn't matter right now; any WebSocket
// connection gets bumped over to WebSocket consumers
socket = new WebSocket("ws://127.0.0.1:8000/chat/");
socket.onmessage = function(e) {

consoe.log(e.data);

B 5% Django f§EM Channels SE3 websocket


https://ld246.com/article/1518533741083

}

socket.onopen = function() {

socket.send("hello world");

}
// Call onopen directly if socket is already open
if (socket.readyState == WebSocket.OPEN) socket.onopen();

|

SREFA L Tpython manage.py runserver&&i={ TR,

Y B TR NN Sk RNz T iR JavaScriptitiE, #AEERIRT 5 & SRATE S,
BRAIEEE—NIR, HELICEWEHIR— P urlEBel LURELXMAER, AT REEENERIEHA

J‘%’MHEF', BRI —EER, ATLBEE—SIANIEDRE, FREHEHIASBEIMNZA, FRLEAIFE
TAIE

channelsgiAiE

%wnneIsE"%*7?E%??E&?PéE’\J1l§’t’n3%§§|%%§ﬁﬁjﬁ’i75’%iz/|\l‘lﬂﬁi, AT LABIE HEIRYsession[EliE,
cookie,

o {#f] http session{&imesataILASIBIAAFMsession&iE, ZZFrequest.session
o (] http_session_user{Z{naSHl o] LIKE R sessionFRIFAF{ER. £EImessage.user
e £ channel_session_user{ifigs, HAILAEEEFEZEEmessage.user

o channel_session_user from_http{S{fEaTLUSL HISHRITIAEAIER, EERMEIREN
)i‘l

UTR— 1 BRREEMARRAE— N HERABIXATEFS
|

1

2

O o0 N o
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|

from channels import Channel, Group
from channels.sessions import channel_session

from channels.auth import channel _session_user, channel _session_user from_http

Connected to websocket.connect
@channel_session_user_from_http

def ws_add(message):

# Accept connection
message.reply channel.send({"accept": True})
# Add them to the right group

Group("chat-%s" % message.user.username[0]).add(message.reply channel)

Connected to websocket.receive

@channel_session_user
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def ws_message(message):

Group("chat-%s" % message.user.username[0]).send({
"text": message(['text’],

)

Connected to websocket.disconnect
@channel_session_user

def ws_disconnect(message):

Group("chat-%s" % message.user.username[0]).discard(message.reply channel)

|
HTEERIIBERRIZ)son Web TokentfFASIAIE, XNTHRS#KRgHsession, FLAFER
SER—MAIL,

Json Web TokeniAilE

ARIENttpP{EAajaxEtokeniIEBERLFRY, (EREwWebsocket PiXFRIFTHARAILL, Al
MSKREDR, BRI EMEUrhsE RIEAEUEST .

NEAEENEFRKEEEETtoken, FTLUEE T EurlHEHIIA T,

RaREIIRSENurIFZ 21X ws://127.0.0.1:8000/chat/?token=eyJhbGciOiJIUzI1NilsInR5
Cl6lkpXVCJ9.eyJ1c2VybmFtZSI6InRIc3QxMjMiLClvemInX2lhdCI6MTUwMzAOMzUyOCwidXNlc
9pZCI6MSWIZWThaWwiOilxNzkxNTM4NjA5QHFXxLmNvbSIsimV4cCI6MTUwMzEyOTkyOHO.jN
iNxUgXb1lg6e3tdBIXq2jH5LrqQe8zFLH40)9694"
HANZELH—MEIFE LRI tokenIIFAYIEIE, LASEMBAYEFEA

1. ZEEEAM S E)E—T ws authentication.py

= W 00 N O U1 A W N =
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122
|

coding=utf-8

from functools import wraps

from django.utils.translation import ugettext lazy as _
from rest_framework import exceptions

from channels.handler import AsgiRequest

import jwt

from django.contrib.auth import get_user model
from rest_framework_jwt.settings import api_settings
import logging

logger = logging.getLogger(name) # Aloggersshxe X AIZFR

User = get_user_model()

jwt_payload_handler = api_settings.JWT_PAYLOAD HANDLER

jwt_encode_handler = api_settingsJWT ENCODE_HANDLER
jwt_decode _handler = api_settings.JWT DECODE_HANDLER

jwt_get username_from_payload = api_settings.JWT _PAYLOAD GET USERNAME_HANDLER

def token_authenticate(token, message):

Tries to authenticate user based on the supplied token. It also checks

the token structure and validity.

payload = check payload(token=token, message=message)
user = check user(payload=payload, message=message)
"""Other authenticate operation"""
return user, token

= Ak

def check payload(token, message):

payload = None

try:
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payload = jwt decode _handler(token)
except jwt.ExpiredSignature:

msg = ('Signature has expired.")

logger.warn(msg)

# raise ValueError(msg)

_close _reply_channel(message)
except jwt.DecodeError:

msg = (‘Error decoding signature.’)

logger.warn(msg)

_close_reply_channel(message)

return payload

ERR

def check user(payload, message):

username = None
try:
username = payload.get('username’)
except Exception:
msg = (‘Invalid payload.’)
logger.warn(msg)
_close_reply channel(message)
if not username:
msg = ('Invalid payload.)
logger.warn(msg)
_close reply channel(message)
return

# Make sure user exists

try:
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user = User.objects.get_by natural key(username)
except User.DoesNotExist:

msg = ("User doesn't exist.")

logger.warn(msg)

raise exceptions.AuthenticationFailed(msg)
if not user.is_active:

msg = (‘User account is disabled.")

logger.warn(msg)

raise exceptions.AuthenticationFailed(msg)

return user

XHwebsocket

def close reply channel(message):

message.reply channel.send({"close": True})

ISilFrequestfifiytoken

def ws_auth_request_token(func):

Checks the presence of a "token" request parameter and tries to
authenticate the user based on its content.
The request url must include token.

eg: /v1/channel/1/?token=abcdefghijklmn

@wraps(func)

def inner(message, *args, **kwargs):

try:
if "method" not in message.content:

message.content['method'] = "FAKE"
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request = AsgiRequest(message)
except Exception as e:

raise ValueError("Cannot parse HTTP message - are you sure this is a HTTP consumer? %
"% e)

token = request.GET.get("token", None)
print request.path, request.GET
if token is None:
_close _reply channel(message)
raise ValueError("Missing token request parameter. Closing channel.”)
# user, token = token_authenticate(token)
user, token = token _authenticate(token, message)
message.token = token
message.user = user
return func(message, *args, **kwargs)

return inner

HFEEFER T django-restframework-jwt EHJtokenIGUEF AEFRE 09, WNER(RAVEIES
£, FLABTER.

BT LIARE, HISALEEEIHEFEtoken2BB, UNREBREILERE.

AEEPRIEEEREARHRA LI, BXBEPNIENRABTITEIMXTEE. BREEA
IREBEEINTLIETe X SA0F.

1.7 consumers.pys{FEFE&{HegEiIAiEtoken
|

oo N o vl WD =
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from channels import Group
from .ws_authentication import ws_auth _request_token

Connected to websocket.connect
@ws_auth _request_token
def ws_add(message):

# Accept the connection
message.reply channel.send({"accept": True})
# Add to the chat group

Group("chat").add(message.reply channel)

Connected to websocket.receive

def ws_message(message):

Group("chat").send({

"text": "[user] %s" % message.content['text'],

)

Connected to websocket.disconnect

def ws_disconnect(message):

Group("chat").discard(message.reply _channel)
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djangoB—FEME, EchannelsiXEBHATLL, FRXMERLUIRBEEEREIEHT
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from channels.generic.websockets import WebsocketConsumer
class MyConsumer(WebsocketConsumer):

# Set to True to automatically port users from HTTP cookies

# (you don't need channel session_user, this implies it)

http_user = True

# Set to True if you want it, else leave it out

strict ordering = False

def connection_groups(self, **kwargs):
Called to return the list of groups to automatically add/remove
this connection to/from.
return ["test"]

def connect(self, message, **kwargs):

Perform things on connection start

# Accept the connection; this is done by default if you don't override
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# the connect function.
self.message.reply channel.send({"accept": True})

def receive(self, text=None, bytes=None, **kwargs):

Called when a message is received with either text or bytes

filled out.

# Simple echo
self.send(text=text, bytes=bytes)

def disconnect(self, message, **kwargs):

Perform things on connection close

pass

|
REEARREGHRRIRIHENE CRENZER
WNR(FIE(FEFchannel_sessionzi# channel session user, APAREBERERFIRE

I
1

channel session_user = True

|
WR{FAE(FE R sessionBRIEF, IPAEFEEREFHRII— 1S3

I
1

http_user = True
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1. EEERAEFEME— 2N

1
2
3
4
5
|

from channels import route, route class

channel _routing = [

route class(consumers.ChatServer, path=r"*/chat/"),
]
|

BEEHRE—R

|

1

2

3

4

5

|

from . import consumers

channel_routing = |

consumers.ChatServer.as_route(path=r""/chat/"),
]
|

{EchannelsZMEH{EHtokeniAiE

ERMERRIMEIRESR AR, EEZNSBIAIESZSE  connect(self, message, **kwargs)**
BPA],

FfibAconsumers.pyXi5a0 T~
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56
57

class MyConsumer(WebsocketConsumer):

# Set to True if you want it, else leave it out
strict ordering = False
http_user = True
# BFEANRtokens T, FEEEsessioniFuserfEigZEreceiverh
channel session_user = True
def connection_groups(self, **kwargs):
Called to return the list of groups to automatically add/remove
this connection to/from.
return ['test']
def connect(self, message, **kwargs):

Perform things on connection start

try:

request = AsgiRequest(message)
except Exception as e:

self.close()

return
token = request.GET.get("token", None)
if token is None:

self.close()
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return
user, token = token _authenticate(token, message)
message.token = token
message.user = user
message.channel session['user']=user
self.message.reply channel.send({"accept": True})
print "EEIRZ', message.user
def receive(self, text=None, bytes=None, **kwargs):
print #ZWEEE", text, self. message.channel _session['user’]

Called when a message is received with decoded JSON content
# Simple echo
value = cache.get('test’)
print value
while True:
if cache.get('test’) is not None and cache.get('test') != value:
value = cache.get('test’)
break
time.sleep(1)
self.send(json.dumps({
"text": cache.get('test’)

h)

def disconnect(self, message, **kwargs):

Perform things on connection close
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pass

REZE**connect(self, message, **kwargs)REIPILEBEIAT, (self, text=None, bytes=None, **
wargs)* AR ELIMP—MERIZIE,

LEET, channelsPII=MRA HPE M ESREE KSR, TBE—RAERsend/UR,
LIBEE, RAEFERTRIIonmessagedNBseAlE, EA—RIER, BRRERINRSEISHRIH
RXFIRTE, ATSARET

|

1

u A W DN

O o0 N o

10
11
12
13

|
socket = new WebSocket("ws://127.0.0.1:8000" +

"/chat/?token=eyJhbGciOiJIUzITNilsInR5cCl6lkpXVCJ9.ey)1c2VybmFtZSI6InRIc3QxMjMiL
JvemInX2lhdCI6MTUwMzA3MzgONiwidXNIcI9pZCI6MSwiZWThaWwiOilxNzkxNTM4NjA5QHF
LmNvbSIsimV4cCI6MTUwMzE2MDIONNOQ.Za0BIGKn2JMpFoUOGYVZXIC-rwi8uWN420blwy0bU
"

)i
socket.onmessage = function (e) {
console.log(e.data);

// socket.send("test")
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}

socket.onopen = function () {
socket.send({'test":'hello world'});
}
// Call onopen directly if socket is already open
if (socket.readyState == WebSocket.OPEN) socket.onopen();

|
Fe&redisgtrl ASLHldjangofdwebsocket Y, HBaTLUERERAVEK, SCHIEHT.
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