Linux 558855 (=) Lets Encrypt SSL

==
JR
Sl :
AN :

WEPhcE

Heayan
https://|d246.com/article/1516341947698
e

E2-HEHLIHE=E 4.0 Efx (CC BY-SA 4.0)


https://ld246.com/member/Heayan
https://ld246.com/article/1516341947698
https://ld246.com
https://creativecommons.org/licenses/by-sa/4.0/

[E3¢ittit https://www.heayan.com/articles/2018/01/19/1516341939836.html

FH

KEBLLR, FAGoogleItEesht, SatGoogleiFMAS S, IEFILARE, BEARWIBE
RIR%, BT AZHRMGAREShttpSTRFITEIR], XM TMREZZERERE, SR
(EEHEE. httpsAILIRIFAIBRIXLARE, EEhttpsHEREEREK—REEE, MEHILEH
BIEEIARAINERIEN.

MRS

&nbsp;&nbsp;&nbsp;&nbsp;JDK8
&nbsp;&nbsp;8&nbsp;&nbsp;Nginx 1.12
&nbsp;&nbsp;&nbsp;&nbsp;Tomcat8.5

FZ#=Nginx+Tomcat

&nbsp;8&8nbsp;&8nbsp;&nbsp;iEEE LinuxiREZ_ER
(—) ERIRSEEE.,

Z5SSLIEH

1.

ZAEEPELR
[root@heayan conf]# cd /usr/local

[root@heayan confl# wget https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch
rpm

[root@heayan confl# rpm -Uvh epel-release-latest-7.noarch.rpm
BEAEIR

[root@heayan conf]# yum repolist

2. Ticertbot-nginx

[root@heayan conf]# sudo yum install certbot-nginx

3. RIS (FEMBAIIEE, BaLinE)

F—HEH, EMERPREER

[root@heayan conf]# certbot certonly --standalone -d www.heayan.com -m heayan@aliyun.c
m --agree-tos

BME, BERERBAFES

[root@heayan conf]# certbot certonly --webroot -w /opt/www/www.heayan.com -d www.he
yan.com -m heayan@aliyun.com --agree-tos

4. EFIEPH
IEBAERLTE/etc/letsencrypt/liveBRT
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[root@heayan confl# Is /etc/letsencrypt/live/www.heayan.com

NginxEeHilEH

Ec&nginx.conf

[root@heayan conf]# vi /usr/local/nginx1.12/conf/nginx.conf
server {

&emsp; listen 443 ssl;#iE0fixmC

&emsp; server name www.heayan.com;#ijjaliE43

&emsp; ssl certificate  /etc/letsencrypt/live/ www.heayan.com/fullchain.pem;#iE+H
HE
&emsp; ssl certificate key /etc/letsencrypt/live/ www.heayan.com/privkey.pem;#iE
A

&emsp; ssl session cache shared:SSL:1m;

&emsp; ssl_session_timeout 5m;#BETETE]

&emsp; ssl ciphers HIGH:!aNULL:!MD5;#0Z 51

&emsp; ssl prefer server ciphers on;

&emsp; location / {

&emsp;&emsp;  proxy_pass http://heayan;#i&EkiELR (FE: FiEhttpsiiEhttp)
&emsp; }

}

o FLESTRk, EHTINENginxBIE]

[root@heayan conf]#/usr/local/nginx1.12/sbin/nginx -s reload

Tallisten

o [EEERT, HttpsiaaIBPARITFFENtpiEEN. WRFE, NEFEAEAFTLZERES.
o {FIUENginxZ AT /Z - -with-http_ssl_modulet&ir,
o £RIFRaSHHMS N -dRIRESHRY.
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