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/**

* @param key Z$H INARESE

* @param length EERKE

* @param step (B

* @param timestamp BE)&;

* @return IS

* @throws NoSuchAlgorithmException

* @throws InvalidKeyException

*/

public static String generateTOTP(String key, int length, long step, long timestamp) throws N

SuchAlgorithmException, InvalidKeyException {
SecretKeySpec signingKey = new SecretKeySpec(key.getBytes(), "RAW");
Mac mac = Mac.getinstance("HmacSHA1");
mac.init(signingKey);
/] BERIRERR SR AE RN A Thmac-sha 1 il
String message = String.valueOf(timestamp / step);
byte[] hash = mac.doFinal(message.getBytes());
/] BRI BRIV E A (mis Eoffset
int offset = hash[hash.length - 1] & 0xf;
/] BNEE AT A mZoffseth4F T BRI Kie A ERAIEF
int num = ((hash[offset] & 0x7f) << 24) | ((hash[offset + 1] & 0xff) << 16) | ((hash[offset + 2

& 0xff) << 8) | (hash[offset + 3] & Oxff);
/] BRI HHEF SRR FARENER, IR ESMA0HNST
String finalKey = String.format(String.format("%%0%dd", length), num);
if (finalKey.length() > length) {

finalKey = finalKey.substring(finalKey.length() - length);

}

return finalKey;
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