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<p style="margin-top: 0px; margin-bottom: 15px; padding: 0px; color: rgb(68, 68, 68); font-f
mily: &#39;Microsoft Yahei&#39;; line-height: 25px; white-space: normal;">各位留着，万一以
有用了呢233</p><p style="margin-top: 0px; margin-bottom: 15px; padding: 0px; color: rgb(6
, 68, 68); font-family: &#39;Microsoft Yahei&#39;; line-height: 25px; white-space: normal;"><
r/></p><p style="margin-top: 0px; margin-bottom: 15px; padding: 0px; color: rgb(68, 68, 68)
 font-family: &#39;Microsoft Yahei&#39;; line-height: 25px; white-space: normal;">下面是ph
教程</p><p style="margin-top: 0px; margin-bottom: 15px; padding: 0px; color: rgb(68, 68, 68
; font-family: &#39;Microsoft Yahei&#39;; line-height: 25px; white-space: normal;"><br/></
><p style="margin-top: 0px; margin-bottom: 15px; padding: 0px; color: rgb(68, 68, 68); font-f
mily: &#39;Microsoft Yahei&#39;; line-height: 25px; white-space: normal;">XSS 过滤：</p><
iv class="prism-show-language" style="position: relative; color: rgb(68, 68, 68); font-family: &
39;Microsoft Yahei&#39;; line-height: 25px; white-space: normal;"><div class="prism-show-l
nguage-label" data-language="PHP" style="color: black; display: inline-block; position: absolu
e; bottom: auto; left: auto; top: 0px; right: 0px; width: auto; height: auto; font-size: 0.9em; bor
er-top-left-radius: 0px; border-top-right-radius: 0px; border-bottom-right-radius: 0px; border
bottom-left-radius: 5px; padding: 0px 0.5em; text-shadow: none; z-index: 1; -webkit-box-sha
ow: none; box-shadow: none; -webkit-transform: none; transform: none; background-color: r
b(207, 207, 207);">PHP</div></div><pre class="prism-highlight prism- prism-line-numbers 
anguage-php" data-language="PHP" style="padding: 1em 1em 1em 3.8em; font-stretch: no
mal; font-size: 12px; line-height: 1.5; font-family: Consolas, Monaco, &#39;Andale Mono&#39;
 &#39;Ubuntu Mono&#39;, monospace; border-width: 1px 1px 1px 4px; border-style: solid; b
rder-color: rgb(221, 221, 221); text-shadow: white 0px 1px; direction: ltr; word-break: normal; 
ord-wrap: normal; tab-size: 4; overflow: auto; position: relative; counter-reset: linenumber 0; b
ckground-color: rgb(245, 242, 240);">function&nbsp;XSS($val)&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;remove&nbsp;all&nbsp;non-printable&nbsp;characters
&nbsp;CR(0a)&nbsp;and&nbsp;LF(0b)&nbsp;and&nbsp;TAB(9)&nbsp;are&nbsp;allowed
&nbsp;&nbsp;&nbsp;&nbsp;$val&nbsp;=&nbsp;preg_replace(&#39;/([\\x00-\\x08][\\x0b-\\x
c][\\x0e-\\x20])/&#39;,&nbsp;&#39;&#39;,&nbsp;$val);
&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;straight&nbsp;replacements,&nbsp;the&nbsp;user&nb
p;should&nbsp;never&nbsp;need&nbsp;these&nbsp;since&nbsp;they&#39;re&nbsp;normal
nbsp;characters
&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;this&nbsp;prevents&nbsp;like&nbsp;&lt;IMG&nbsp;SR
=&amp;#X40&amp;#X61&amp;#X76&amp;#X61&amp;#X73&amp;#X63&amp;#X72&amp;#
69&amp;#X70&amp;#X74&amp;#X3A&amp;#X61&amp;#X6C&amp;#X65&amp;#X72&amp;
X74&amp;#X28&amp;#X27&amp;#X58&amp;#X53&amp;#X53&amp;#X27&amp;#X29&gt;
&nbsp;&nbsp;&nbsp;&nbsp;$search&nbsp;=&nbsp;&#39;abcdefghijklmnopqrstuvwxyz&#39;

&nbsp;&nbsp;&nbsp;&nbsp;$search&nbsp;.=&nbsp;&#39;ABCDEFGHIJKLMNOPQRSTUVWX
Z&#39;;
&nbsp;&nbsp;&nbsp;&nbsp;$search&nbsp;.=&nbsp;&#39;1234567890!@#$%^&amp;*()&#
9;;
&nbsp;&nbsp;&nbsp;&nbsp;$search&nbsp;.=&nbsp;&#39;~`&quot;;:?+/={}[]-_|\&#39;\\&#39
;
&nbsp;&nbsp;&nbsp;&nbsp;for&nbsp;($i&nbsp;=&nbsp;0;&nbsp;$i&nbsp;&lt;&nbsp;strlen(
search);&nbsp;$i++)&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;;?&nbsp;matches&nbsp;th
&nbsp;;,&nbsp;which&nbsp;is&nbsp;optional
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;0{0,7}&nbsp;matches&nb
p;any&nbsp;padded&nbsp;zeros,&nbsp;which&nbsp;are&nbsp;optional&nbsp;and&nbsp;g
&nbsp;up&nbsp;to&nbsp;8&nbsp;chars
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;&amp;#x0040&nbsp;@&
bsp;search&nbsp;for&nbsp;the&nbsp;hex&nbsp;values
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$val&nbsp;=&nbsp;preg_replace(&
39;/(&amp;#[x|X]0{0,8}&#39;&nbsp;.&nbsp;dechex(ord($search[$i]))&nbsp;.&nbsp;&#39;;?)/i
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#39;,&nbsp;$search[$i],&nbsp;$val);
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;with&nbsp;a&nbsp;;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;&amp;#00064&nbsp;@&
bsp;0{0,7}&nbsp;matches&nbsp;&#39;0&#39;&nbsp;zero&nbsp;to&nbsp;seven&nbsp;times
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$val&nbsp;=&nbsp;preg_replace(&
39;/(&amp;#0{0,8}&#39;&nbsp;.&nbsp;ord($search[$i])&nbsp;.&nbsp;&#39;;?)/&#39;,&nbsp;
search[$i],&nbsp;$val);
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;with&nbsp;a&nbsp;;
&nbsp;&nbsp;&nbsp;&nbsp;}
&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;now&nbsp;the&nbsp;only&nbsp;remaining&nbsp;whit
space&nbsp;attacks&nbsp;are&nbsp;\t,&nbsp;\n,&nbsp;and&nbsp;\r
&nbsp;&nbsp;&nbsp;&nbsp;$ra1&nbsp;=&nbsp;array(&#39;javascript&#39;,&nbsp;&#39;vb
cript&#39;,&nbsp;&#39;expression&#39;,&nbsp;&#39;applet&#39;,&nbsp;&#39;blink&#39;,
nbsp;&#39;script&#39;,&nbsp;&#39;iframe&#39;,&nbsp;&#39;frameset&#39;,&nbsp;&#39;il
yer&#39;,&nbsp;&#39;bgsound&#39;);
&nbsp;&nbsp;&nbsp;&nbsp;$ra2&nbsp;=&nbsp;array(&#39;onabort&#39;,&nbsp;&#39;onac
ivate&#39;,&nbsp;&#39;onafterprint&#39;,&nbsp;&#39;onafterupdate&#39;,&nbsp;&#39;o
beforeactivate&#39;,&nbsp;&#39;onbeforecopy&#39;,&nbsp;&#39;onbeforecut&#39;,&nbsp
&#39;onbeforedeactivate&#39;,&nbsp;&#39;onbeforeeditfocus&#39;,&nbsp;&#39;onbefore
aste&#39;,&nbsp;&#39;onbeforeprint&#39;,&nbsp;&#39;onbeforeunload&#39;,&nbsp;&#39
onbeforeupdate&#39;,&nbsp;&#39;onblur&#39;,&nbsp;&#39;onbounce&#39;,&nbsp;&#39;
ncellchange&#39;,&nbsp;&#39;onchange&#39;,&nbsp;&#39;onclick&#39;,&nbsp;&#39;onc
ntextmenu&#39;,&nbsp;&#39;oncontrolselect&#39;,&nbsp;&#39;oncopy&#39;,&nbsp;&#39
oncut&#39;,&nbsp;&#39;ondataavailable&#39;,&nbsp;&#39;ondatasetchanged&#39;,&nbsp
&#39;ondatasetcomplete&#39;,&nbsp;&#39;ondblclick&#39;,&nbsp;&#39;ondeactivate&#39
,&nbsp;&#39;ondrag&#39;,&nbsp;&#39;ondragend&#39;,&nbsp;&#39;ondragenter&#39;,&
bsp;&#39;ondragleave&#39;,&nbsp;&#39;ondragover&#39;,&nbsp;&#39;ondragstart&#39;,
nbsp;&#39;ondrop&#39;,&nbsp;&#39;onerror&#39;,&nbsp;&#39;onerrorupdate&#39;,&nbsp
&#39;onfilterchange&#39;,&nbsp;&#39;onfinish&#39;,&nbsp;&#39;onfocus&#39;,&nbsp;&#
9;onfocusin&#39;,&nbsp;&#39;onfocusout&#39;,&nbsp;&#39;onhelp&#39;,&nbsp;&#39;onk
ydown&#39;,&nbsp;&#39;onkeypress&#39;,&nbsp;&#39;onkeyup&#39;,&nbsp;&#39;onlayo
tcomplete&#39;,&nbsp;&#39;onload&#39;,&nbsp;&#39;onlosecapture&#39;,&nbsp;&#39;o
mousedown&#39;,&nbsp;&#39;onmouseenter&#39;,&nbsp;&#39;onmouseleave&#39;,&nbs
;&#39;onmousemove&#39;,&nbsp;&#39;onmouseout&#39;,&nbsp;&#39;onmouseover&#39;
&nbsp;&#39;onmouseup&#39;,&nbsp;&#39;onmousewheel&#39;,&nbsp;&#39;onmove&#39
,&nbsp;&#39;onmoveend&#39;,&nbsp;&#39;onmovestart&#39;,&nbsp;&#39;onpaste&#39;
&nbsp;&#39;onpropertychange&#39;,&nbsp;&#39;onreadystatechange&#39;,&nbsp;&#39;o
reset&#39;,&nbsp;&#39;onresize&#39;,&nbsp;&#39;onresizeend&#39;,&nbsp;&#39;onresize
tart&#39;,&nbsp;&#39;onrowenter&#39;,&nbsp;&#39;onrowexit&#39;,&nbsp;&#39;onrowsd
lete&#39;,&nbsp;&#39;onrowsinserted&#39;,&nbsp;&#39;onscroll&#39;,&nbsp;&#39;onsele
t&#39;,&nbsp;&#39;onselectionchange&#39;,&nbsp;&#39;onselectstart&#39;,&nbsp;&#39;
nstart&#39;,&nbsp;&#39;onstop&#39;,&nbsp;&#39;onsubmit&#39;,&nbsp;&#39;onunload
#39;);
&nbsp;&nbsp;&nbsp;&nbsp;$ra&nbsp;=&nbsp;array_merge($ra1,&nbsp;$ra2);
&nbsp;&nbsp;&nbsp;&nbsp;$found&nbsp;=&nbsp;true;
&nbsp;&nbsp;&nbsp;&nbsp;//&nbsp;keep&nbsp;replacing&nbsp;as&nbsp;long&nbsp;as&n
sp;the&nbsp;previous&nbsp;round&nbsp;replaced&nbsp;something
&nbsp;&nbsp;&nbsp;&nbsp;while&nbsp;($found&nbsp;==&nbsp;true)&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$val_before&nbsp;=&nbsp;$val;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;for&nbsp;($i&nbsp;=&nbsp;0;&nb
p;$i&nbsp;&lt;&nbsp;sizeof($ra);&nbsp;$i++)&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$patte
n&nbsp;=&nbsp;&#39;/&#39;;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;for&n
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sp;($j&nbsp;=&nbsp;0;&nbsp;$j&nbsp;&lt;&nbsp;strlen($ra[$i]);&nbsp;$j++)&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp
&nbsp;&nbsp;&nbsp;if&nbsp;($j&nbsp;&gt;&nbsp;0)&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$pattern&nbsp;.=&nbsp;&#39;(&#39;;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$pattern&nbsp;.=&nbsp;&#39;(&amp;#[x|
]0{0,8}([9][a][b]);?)?&#39;;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$pattern&nbsp;.=&nbsp;&#39;|(&amp;#0{
,8}([9][10][13]);?)?&#39;;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$pattern&nbsp;.=&nbsp;&#39;)?&#39;;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp
&nbsp;&nbsp;&nbsp;}
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp
&nbsp;&nbsp;&nbsp;$pattern&nbsp;.=&nbsp;$ra[$i][$j];
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;}
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$patte
n&nbsp;.=&nbsp;&#39;/i&#39;;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$repla
ement&nbsp;=&nbsp;substr($ra[$i],&nbsp;0,&nbsp;2)&nbsp;.&nbsp;&#39;&lt;x&gt;&#39;&
bsp;.&nbsp;substr($ra[$i],&nbsp;2);
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;//&nb
p;add&nbsp;in&nbsp;&lt;&gt;&nbsp;to&nbsp;nerf&nbsp;the&nbsp;tag
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$val&
bsp;=&nbsp;preg_replace($pattern,&nbsp;$replacement,&nbsp;$val);
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;//&nb
p;filter&nbsp;out&nbsp;the&nbsp;hex&nbsp;tags
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;if&nb
p;($val_before&nbsp;==&nbsp;$val)&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp
&nbsp;&nbsp;&nbsp;//&nbsp;no&nbsp;replacements&nbsp;were&nbsp;made,&nbsp;so&nb
p;exit&nbsp;the&nbsp;loop
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp
&nbsp;&nbsp;&nbsp;$found&nbsp;=&nbsp;false;
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;}
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;}
&nbsp;&nbsp;&nbsp;&nbsp;}
&nbsp;&nbsp;&nbsp;&nbsp;return&nbsp;$val;}</pre><p style="margin-top: 0px; margin-bo
tom: 15px; padding: 0px; color: rgb(68, 68, 68); font-family: &#39;Microsoft Yahei&#39;; line-
eight: 25px; white-space: normal;"><br/></p><p style="margin-top: 0px; margin-bottom: 1
px; padding: 0px; color: rgb(68, 68, 68); font-family: &#39;Microsoft Yahei&#39;; line-height: 
5px; white-space: normal;">SQL注入过滤：</p><div class="prism-show-language" style="pos
tion: relative; color: rgb(68, 68, 68); font-family: &#39;Microsoft Yahei&#39;; line-height: 25px;
white-space: normal;"><div class="prism-show-language-label" data-language="PHP" style=
color: black; display: inline-block; position: absolute; bottom: auto; left: auto; top: 0px; right: 0
x; width: auto; height: auto; font-size: 0.9em; border-top-left-radius: 0px; border-top-right-rad
us: 0px; border-bottom-right-radius: 0px; border-bottom-left-radius: 5px; padding: 0px 0.5em
 text-shadow: none; z-index: 1; -webkit-box-shadow: none; box-shadow: none; -webkit-transf
rm: none; transform: none; background-color: rgb(207, 207, 207);">PHP</div></div><pre cla
s="prism-highlight prism- prism-line-numbers language-php" data-language="PHP" style="
adding: 1em 1em 1em 3.8em; font-stretch: normal; font-size: 12px; line-height: 1.5; font-famil
: Consolas, Monaco, &#39;Andale Mono&#39;, &#39;Ubuntu Mono&#39;, monospace; borde
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-width: 1px 1px 1px 4px; border-style: solid; border-color: rgb(221, 221, 221); text-shadow: wh
te 0px 1px; direction: ltr; word-break: normal; word-wrap: normal; tab-size: 4; overflow: auto; 
osition: relative; counter-reset: linenumber 0; background-color: rgb(245, 242, 240);">functio
&nbsp;sqlInjection($val)&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;if&nbsp;(get_magic_quotes_gpc())&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;$val&nbsp;=&nbsp;stripslashes($va
);
&nbsp;&nbsp;&nbsp;&nbsp;}
&nbsp;&nbsp;&nbsp;&nbsp;if&nbsp;(version_compare(phpversion(),&nbsp;&quot;4.3.0&quo
;)&nbsp;==&nbsp;&quot;-1&quot;)&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;return&nbsp;mysql_escape_string($
al);
&nbsp;&nbsp;&nbsp;&nbsp;}&nbsp;else&nbsp;{
&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;return&nbsp;mysql_real_escape_str
ng($val);
&nbsp;&nbsp;&nbsp;&nbsp;}}</pre><div><code class="prism-  language-php" style="marg
n: 0px 4px; padding: 1px 4px; font-family: Consolas, Monaco, &#39;Andale Mono&#39;, &#39
Ubuntu Mono&#39;, monospace; border-top-left-radius: 2px; border-top-right-radius: 2px; b
rder-bottom-right-radius: 2px; border-bottom-left-radius: 2px; text-shadow: white 0px 1px; di
ection: ltr; word-spacing: normal; word-break: normal; word-wrap: normal; line-height: 1.5; ta
-size: 4; position: relative; background: none;"><span class="prism-token prism-punctuation"
style="color: #999999;"><br/></span></code></div><p><br/></p>
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