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AXIMEE&RMEgithub, FEFIMAHMSFNELTET, Wilforkm#,
https://github.com/wangyuheng/spring-boot-sample

ZEEF/VEaopEM, @EidspringbootidE B HEET.
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restful api

BT springbootiRiEigEZE —" | RestControlleriz [,

import org.springframework.web.bind.annotation.*;
import wang.crick.study.httplog.annotation.HttpLog;
import wang.crick.study.httplog.domain.User;

import java.util.Random;

@RestController
@RequestMapping("/user")
public class UserApi {

@GetMapping("/log/{id}")
public RestApiResponse<User> getinfo(@PathVariable("id") int id,
@RequestParam("age") int age){
User user = new User();
user.setld(id);
user.setUsername(String.valueOf(new Random().nextLong()));
user.setAge(age);
return RestApiResponse.success(user);

}

@GetMapping("/log/pwd/{id}")
public RestApiResponse<User> getinfoWithPwd(@PathVariable("id") int id,
@RequestHeader("username") String username,
@RequestHeader("password") String password){
User user = new User();
user.setld(id);
user.setUsername(username);
user.setPassword(password);
return RestApiResponse.success(user);

}

@GetMapping("/log/pwdExcludeResponse/{id}")
public RestApiResponse<User> getinfoWithPwd(@PathVariable("id") int id,
@RequestParam("age") int age,
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@RequestHeader("password") String password){
User user = new User();
user.setld(id);
user.setPassword(password);
user.setAge(age);
return RestApiResponse.success(user);

)
P e

—RRHFERIERIEEATBhttpiEK, F#TEIrequest.parameters, {BEFFEARR:

1. ABRIE, BDSEAEFIED, WSEHEEE (3KX) . BEEHRE (BMiE) %.
2. BRI EEEY, BRAHEIN A RIEREERR,
3. iy sEuETheader{&i

Eitt, BEXHEHEH@annotation HttpLog

@Target(ElementType.METHOD)
@Retention(RetentionPolicy.RUNTIME)
public @interface HttpLog {

/**

* RERSEL, BRI {GorTE X SEETED

* @return ZERSHEA
*/
String[] exclude() default {};

/**

* EEFTEDAheaders44

* @return header&£{2#1H

*/

String[] headerParams() default {};

boolean ignoreResponse() default false;

}
3RHYHttpServietRequest

springi@id ThreadLocalfFArequestS#4,

private HttpServletRequest getRequest() {
RequestAttributes ra = RequestContextHolder.getRequestAttributes();
ServletRequestAttributes sra = (ServletRequestAttributes) ra;
return sra.getRequest();

}
REXuUri

JES5EE: spring-boot aop FTE[ http HE


https://ld246.com/article/1511023202197

RIBEZENINAR, getServletPath()firequest.getPathinfo()aT8EAZS, BIERAIM—IREITIEFIRT.

private String getRequestPath(HttpServletRequest request) {
return (null = request.getServletPath() && request.getServletPath().length() > 0)
? request.getServletPath() : request.getPathinfo();

}
aopHZEI

1. PointcutBENX @annotation  HttpLog

2. ZF@annotation, EENEENXEM, WNRHEresponse, fJEDheaders®
3. i®fArequest & headersthFHEFTENSEL

4. EH BEEIF$TElog

5. E80RENEFHTElog

Aspect{{iganT

import org.aspectj.lang.JoinPoint;

import org.aspectj.lang.Signature;

import org.aspectj.lang.annotation.AfterReturning;

import org.aspectj.lang.annotation.Aspect;

import org.aspectj.lang.annotation.Before;

import org.aspectj.lang.annotation.Pointcut;

import org.aspectj.lang.reflect. MethodSignature;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.aop.aspectj.MethodlnvocationProceedingJoinPoint;
import org.springframework.web.context.request.RequestAttributes;
import org.springframework.web.context.request.RequestContextHolder;
import org.springframework.web.context.request.ServletRequestAttributes;
import wang.crick.study.httplog.annotation.HttpLog;

import wang.crick.study.httplog.api.RestApiResponse;

import javax.servlet.http.HttpServletRequest;
import java.lang.reflect. Method;

import java.util. ArrayList;

import java.util.Arrays;

import java.util.List;

import java.util.Optional;

@Aspect
public class HttpLogAspect {

private Logger log = LoggerFactory.getLogger(HttpLogAspect.class);

@Pointcut("@annotation(wang.crick.study.httplog.annotation.HttpLog)")
public void logAnnotation() {

}

private Optional<HttpLog> getLogAnnotation(JoinPoint joinPoint) {
if (joinPoint instanceof MethodInvocationProceedingJoinPoint) {
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Signature signature = joinPoint.getSignature();
if (signature instanceof MethodSignature) {
MethodSignature methodSignature = (MethodSignature) signature;
Method method = methodSignature.getMethod();
if (method.isAnnotationPresent(HttpLog.class)) {
return Optional.of(method.getAnnotation(HttpLog.class));
}
}
}
return Optional.empty();

}

private HttpServletRequest getRequest() {
RequestAttributes ra = RequestContextHolder.getRequestAttributes();
ServletRequestAttributes sra = (ServletRequestAttributes) ra;
return sra.getRequest();

}

private String getRequestPath(HttpServletRequest request) {
return (null !'= request.getServletPath() && request.getServletPath().length() > 0)
? request.getServletPath() : request.getPathinfo();

}

@Before("logAnnotation()")
public void requestLog(JoinPoint joinPoint) {
try {
Optional<HttpLog> httpLog = getLogAnnotation(joinPoint);
httpLog.ifPresent(anno -> {
HttpServletRequest request = getRequest();
List<String> excludes = Arrays.asList(anno.exclude());
List<Object> params = new ArrayList<>();
StringBuilder logMsg = new StringBuilder();
logMsg.append("REQUEST LOG. sessionld:{}. ")

.append("requestUrl: ")

.append(getRequestPath(request))

.append(" -PARAMS- ");
params.add(request.getSession().getld());
request.getParameterMap().forEach((k, v) -> {

if (lexcludes.contains(k)) {
logMsg.append(k).append(": {}, ");
params.add(v);
}
1;
if (anno.headerParams().length > 0) {
logMsg.append(" -HEADER PARAMS- ");
Arrays.aslList(anno.headerParams()).forEach(param -> {
logMsg.append(param).append(": {}, ");
params.add(request.getHeader(param));
;i
}
log.info(logMsg.toString(), params.toArray());
1

} catch (Exception ignore) {
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log.warn("print request log fail!", ignore);

@AfterReturning(returning = "restApiResponse”, pointcut = "logAnnotation()")
public void response(JoinPoint joinPoint, RestApiResponse restApiResponse) {
try {
Optional<HttpLog> httpLog = getLogAnnotation(joinPoint);
httpLog.ifPresent(anno -> {
if (!anno.ignoreResponse()) {
log.info("RESPONSE_LOG. sessionld:{}. result:{}", getRequest().getSession().getld
), restApiResponse);
}
D;
} catch (Exception ignore) {
log.warn("print response log fail!", ignore);
}
}

}

Eda:
fERestControlleriZNNEE X E#FHttpLog

import org.springframework.web.bind.annotation.*;
import wang.crick.study.httplog.annotation.HttpLog;
import wang.crick.study.httplog.domain.User;

import java.util.Random;

@RestController
@RequestMapping("/user")
public class UserApi {

/**
* curl -H 'username:12b4' -H 'password:34ndd"' -v 'http://localhost:8080/user/log/1237a
e=32'
*/
@GetMapping("/log/{id}")
@HttpLog()
public RestApiResponse<User> getinfo(@PathVariable("id") int id,
@RequestParam("age") int age){
User user = new User();
user.setld(id);
user.setUsername(String.valueOf(new Random().nextLong()));
user.setAge(age);
return RestApiResponse.success(user);

/**
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* curl -H 'username:12b4' -H 'password:34ndd" -v 'http://localhost:8080/user/log/pwd/1
37age=32'
*/
@GetMapping("/log/pwd/{id}")
@HttpLog(headerParams="password")
public RestApiResponse<User> getinfoWithPwd(@PathVariable("id") int id,
@RequestHeader("username") String username,
@RequestHeader("password") String password){
User user = new User();
user.setld(id);
user.setUsername(username);
user.setPassword(password);
return RestApiResponse.success(user);

}

/**
* curl -H 'username:12b4’ -H 'password:34ndd" -v 'http://localhost:8080/user/log/pwdEx
ludeResponse/1237age=32"
*/
@GetMapping("/log/pwdExcludeResponse/{id}")
@HttpLog(headerParams="username”, ignoreResponse = true)
public RestApiResponse<User> getinfoWithPwd(@PathVariable("id") int id,
@RequestParam("age") int age,
@RequestHeader("password") String password){
User user = new User();
user.setld(id);
user.setPassword(password);
user.setAge(age);
return RestApiResponse.success(user);

}
INEHttpLogAspectIIsR

A LATE@SpringBootApplicationZ 8 FE#EINE, tBAILATEHttpLogAspectiEii@ComponentiE
, HEFRIE, BiEH. AEEEIN@EnableAspect)AutoProxyZE (iE:1)

@Bean
public HttpLogAspect httpLogAspect(){
return new HttpLogAspect();

}
BEassFhna
header&#(a] L@ curl3giE, (F:2)
izt

KRS BIF RS, FRIAESERIRET TR, .« .
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ByteArrayOutputStream outContent = new ByteArrayOutputStream();
System.setOut(new PrintStream(outContent));

HiTrequestigzk
H T spring testiZfitiImockMvcrgix, MR :

import org.junit.Before;

import org.junit.Test;

import org.junit.runner.RunWith;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.boot.test.context.SpringBootTest;

import org.springframework.http.MediaType;

import org.springframework.test.context.junit4.SpringRunner;

import org.springframework.test.web.servlet. MockMvc;

import org.springframework.test.web.servlet.RequestBuilder;

import org.springframework.test.web.servlet.request. MockMvcRequestBuilders;
import org.springframework.test.web.servlet.result. MockMvcResultHandlers;
import org.springframework.test.web.servlet.result. MockMvcResultMatchers;
import org.springframework.test.web.servlet.setup.MockMvcBuilders;

import org.springframework.web.context.WebApplicationContext;

import java.io.ByteArrayOutputStream;
import java.io.PrintStream;
import java.util.Random;

import static org.junit.Assert.assertFalse;
import static org.junit.Assert.assertTrue;

@RunWith(SpringRunner.class)
@SpringBootTest
public class UserApiTest {

private MockMvc mockMuvc;

@Autowired
private UserApi userApi;

@Autowired
private WebApplicationContext context;

private ByteArrayOutputStream outContent;
private int userld = new Random().nextInt(10);
private int age = new Random().nextInt(10);

private long username = new Random().nextLong();
private long password = new Random().nextLong();

@Before
public void setup() {
/] B SEH
outContent = new ByteArrayOutputStream();
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System.setOut(new PrintStream(outContent));

//TRB=#E85%%

mockMvc = MockMvcBuilders.webAppContextSetup(context).build();
[/BANZE, 8RN

// mockMvc = MockMvcBuilders.standaloneSteup(userApi).build();

@Test
public void test_log() throws Exception {
String path = "/user/log/" + userld;
String uri = path + "?age=" + age;
RequestBuilder request = MockMvcRequestBuilders.get(uri)
.contentType(MediaType. APPLICATION JSON_UTF8)
.accept(MediaType.APPLICATION_JSON);

mockMvc.perform(request).andExpect(MockMvcResultMatchers.status().isOk());
String console = outContent.toString();
assertTrue(console.contains("REQUEST LOG"));
assertFalse(console.contains("HEADER PARAMS"));
assertTrue(console.contains("RESPONSE_LOG"));
assertTrue(console.contains(path));
assertTrue(console.contains(String.valueOf(age)));
assertFalse(console.contains(String.valueOf(username)));
assertFalse(console.contains(String.valueOf(password)));

}

@Test
public void test log header() throws Exception {
String path = "/user/log/pwd/" + userld;
String uri = path + "?age=" + age;
RequestBuilder request = MockMvcRequestBuilders.get(uri)
.header("username”, username)
.header("password", password)
.contentType(MediaType.APPLICATION JSON_UTF8)
.accept(MediaType.APPLICATION_JSON);

mockMvc.perform(request).andExpect(MockMvcResultMatchers.status().isOk());

String console = outContent.toString();
assertTrue(console.contains("REQUEST LOG"));
assertTrue(console.contains("HEADER _PARAMS"));
assertTrue(console.contains("RESPONSE_LOG"));
assertTrue(console.contains(path));
assertTrue(console.contains(String.valueOf(age)));
assertFalse(console.contains(String.valueOf(username)));
assertTrue(console.contains(String.valueOf(password)));

}

@Test
public void test log_header excludeResponse() throws Exception {
String path = "/user/log/pwdExcludeResponse/" + userld;

String uri = path + "?age=" + age;
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RequestBuilder request = MockMvcRequestBuilders.get(uri)
.header("username”, username)
.header("password", password)
.contentType(MediaType.APPLICATION JSON_UTF8)
.accept(MediaType.APPLICATION JSON);

mockMvc.perform(request).andExpect(MockMvcResultMatchers.status().isOk());

String console = outContent.toString();
assertTrue(console.contains("REQUEST LOG"));
assertTrue(console.contains("HEADER_PARAMS"));
assertFalse(console.contains("RESPONSE_LOG"));
assertTrue(console.contains(path));
assertTrue(console.contains(String.valueOf(age)));
assertTrue(console.contains(String.valueOf(username)));
assertFalse(console.contains(String.valueOf(password)));

)
i¥:1 @EnableAspectJAutoProxy

i*:2 curli@hlheader=%y

curl -H 'username:123' -H 'password:345'

FKhR
1. T AR

2. traceldBFIBER, BESHHEESITED
3. IEBInEEREKlog

@Aspect
public class HttpLogAspect {

private Logger log = LoggerFactory.getLogger(HttpLogAspect.class);

@Pointcut("@annotation(wang.crick.study.httplog.annotation.HttpLog)")
public void logAnnotation() {

}

private ThreadLocal<Long> startTimeThreadLocal = new ThreadLocal<>();
private ThreadLocal<String> traceldThreadLocal = new ThreadLocal<>();

private Optional<HttpLog> getLogAnnotation(JoinPoint joinPoint) {
if joinPoint instanceof MethodInvocationProceedingJoinPoint) {
Signature signature = joinPoint.getSignature();
if (signature instanceof MethodSignature) {
MethodSignature methodSignature = (MethodSignature) signature;
Method method = methodSignature.getMethod();
if (method.isAnnotationPresent(HttpLog.class)) {
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return Optional.of(method.getAnnotation(HttpLog.class));
}
}
}
return Optional.empty();

}

private HttpServletRequest getRequest() {
RequestAttributes ra = RequestContextHolder.getRequestAttributes();
ServletRequestAttributes sra = (ServletRequestAttributes) ra;
return sra.getRequest();

}

private String getRequestPath(HttpServletRequest request) {
return (null = request.getServletPath() && request.getServletPath().length() > 0)
? request.getServletPath() : request.getPathinfo();

}

@Before("logAnnotation()")
public void requestLog(JoinPoint joinPoint) {
try {
Optional<HttpLog> httpLog = getLogAnnotation(joinPoint);
httpLog.ifPresent(anno -> {
HttpServletRequest request = getRequest();
traceldThreadLocal.set(UUID.randomUUID().toString());
startTimeThreadLocal.set(System.currentTimeMillis());
List<String> excludes = Arrays.asList(anno.exclude());
List<Object> params = new ArrayList<>();
StringBuilder logMsg = new StringBuilder();
logMsg.append("REQUEST _LOG. traceld:{}. ")

.append("requestUrl: ")

.append(getRequestPath(request))

.append(" -PARAMS-");
params.add(traceldThreadLocal.get());
request.getParameterMap().forEach((k, v) -> {

if (lexcludes.contains(k)) {
logMsg.append(k).append(": {}, ");
params.add(v);
}
1;
if (anno.headerParams().length > 0) {
logMsg.append(" -HEADER PARAMS- ");
Arrays.aslList(anno.headerParams()).forEach(param -> {
logMsg.append(param).append(": {}, ");
params.add(request.getHeader(param));
1
}
log.info(logMsg.toString(), params.toArray());
1;
} catch (Exception ignore) {
log.warn("print request log fail!", ignore);
}

}
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@AfterReturning(returning = "restApiResponse”, pointcut = "logAnnotation()")
public void response(JoinPoint joinPoint, RestApiResponse restApiResponse) {
try {
Optional<HttpLog> httpLog = getLogAnnotation(joinPoint);
httpLog.ifPresent(anno -> {
if (lanno.ignoreResponse()) {
log.info("RESPONSE_LOG. traceld:{}, result:{}, cost:{}",
traceldThreadLocal.get(), restApiResponse, System.currentTimeMillis() - st
rtTimeThreadLocal.get());
}
D;
} catch (Exception ignore) {
log.warn("print response log fail!", ignore);
}
}

@AfterThrowing(throwing = "e", pointcut = "logAnnotation()")
public void throwing(JoinPoint joinPoint, Exception e) {
try {
Optional<HttpLog> httpLog = getLogAnnotation(joinPoint);
httpLog.ifPresent(anno -> {
if (fanno.ignoreResponse()) {
log.info("ERROR_LOG. traceld:{}, cost:{}",
traceldThreadLocal.get(), System.currentTimeMillis() - startTimeThreadlLoc
}
D;
} catch (Exception ignore) {
log.warn("print error log fail!", ignore);
}
}
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