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1. IREGES

o Let's Encrypt2—1MaZCA: EN
o FFFM: https://letsencrypt.org/how-it-works/

o FRIZMIEBITFZEFin LR, FEFEMRNE: https://www.sslforfree.com/

o + +HIFIRIRTRMB AT LA T ++

2.0 ZEHRIEPH

e £2%: How to install SSL certificates

2. f{NginxfgEhttpsthy:

o FTREUNRNgInxZ2ImFLEN, TELEERNgxX http_ss| module, MNRAZE, NELITER:

/ # nginx -t -c /nginxssl.conf
nginx: [emerg] unknown directive "ss|" in /nginxssl. conf:42
nginx: configuration file /nginxssl.conf test failed

o FERENHOMIBLUTERD

server {
listen 443;
ssl on; //wiZEEngx_http ssl_ modulet&Eik
ssl_certificate cert.pem; //AEH 3014
ss|_certificate key key.pem; //AEBXtRIAIFASE S
ssl_seSS|on_t|meout 5m;
ssl_protocols SSLv2 SSLv3 TLSv1;
ssl_ciphers HIGH:!laNULL:!MDS5;
ssl_prefer server ciphers on;

access _log logs/access.log;
error_page 404 = @notfound;
location / {
root /website files;
default_type "text/html";
try files $uri $uri.ntml $uri/index.html index.html;
}
}

o EMSHRIHAR: #iE
o BEERIN—NEIE:  ANgindE— P EEERISSUIEP
o iQMECE X HHRIBIRRFFEFMEE Nginx BIA:

nginx -t && nginx -s reload
[root@bwh nginx]# nginx -t
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nginx: [emerg] PEM read bio X509 AUX("/etc/nginx/cert_chain.crt") failed (SSL: error:0906D0
6:PEM routines:PEM read bio:bad end line)

nginx: configuration file /etc/nginx/nginx.conf test failed

[root@bwh nginx]# nginx -t

nginx: [emerg] SSL CTX use PrivateKey file("/etc/nginx/private.key") failed (SSL: error:0B0800
4:x509 certificate routines:X509 check private key:key values mismatch)

nginx: configuration file /etc/nginx/nginx.conf test failed

o VAR SHA-1 Jozl, MIMEERATS RN IZERES SHA-1, A THREREIIZ SN, BATTLR
HIE - FVREEHLIR. &% Nginx iLE SSLIE + 5 HTTPS Rl RS ERS5.

o HTTPSHRSSESMLIL: &% HTTPSIRSES L EEED

3. t8TomcatEcEHTTPSHINY:

e &% Java Web##2: TomcatBUhttpsiERzss

4. {ENEREEEERIED, RESETEERILS
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