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BANESE: let's encrypt getting started

WZINBEIEEEMAESFALE, BanAERE—1aT 80 inARFERFKEHREMIAILE. F
TNIEERZSL SR TERRULHRIFESIALE, AER, SihERIE

BIXRERANERSE 90 REVEWE, FILFA IR EESNOBEENER—FRILES.
RAHRERET RS CentOS 6.7 #Fift1T.

HEEIE

FEEREEARBRI, BEEERANEFREATEEMEENTERIL.
o Git

yum -y install git
e python 2.7 1&&

/usr/bin/python -V #&&ERA
o TRIMFRENTER

yum install zlib-devel bzip2-devel openssl-devel xz-libs wget xz

o & Python2.7.8

wget http://www.python.org/ftp/python/2.7.8/Python-2.7.8.tar.xz
xz -d Python-2.7.8.tar # FERERS

tar -xvf Python-2.7.8.tar ###/%

cd Python-2.7.8 #i# N\BF

.Jconfigure --prefix=/usr/local #1Iz17B.&

make

make altinstall #4@iE N %%

python2.7 -V #§ &R

export PATH="/usr/local/bin:$PATH"

cd ../

o & pip & virtualenv

wget --no-check-certificate https://pypi.python.org/packages/source/s/setuptools/setuptools
1.4.2.tar.gz # FEREIS

tar -xvf setuptools-1.4.2.tar.gz ##ZE

cd setuptools-1.4.2

python2.7 setup.py install #F8 Python2.7.8%%setuptools

cd ../

curl https://bootstrap.pypa.io/get-pip.py | python2.7 -  #ZZpip
pip2.7 install virtualenv #Z%virtualenv
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I ZIMEHERES
o WETS Git BERERBAES.,

git clone https://github.com/letsencrypt/letsencrypt
cd letsencrypt

o BEMAIE standalone &=,
EITAUEERR.

service nginx stop #Z1E Nginx 5588
/letsencrypt-auto certonly --standalone -d ixiaozhi.com -d www.ixiaozhi.com

letsencrypt-auto ZIRIREIAN E-mail FNiARIA, EIZiTAIEERRI, E55ER ngink, EAE

SR TEELHHESEIRO, ZEITEBEERE T, HPH ixi
ozhi.com B AHECHIHZ.

o FENIAIE webroot &L,

Nginx ZINBRiaE):

location /.well-known/acme-challenge/ {
default_type text/plain;
root /home/ixiaozhi/acme-challenge/;

}
NER, AERRS:

cd /home/ixiaozhi/
mkdir acme-challenge
service nginx restart

FHTINIERSERIET
service nginx reload

Jletsencrypt-auto certonly --webroot -w /home/ixiaozhi/acme-challenge -d ixiaozhi.com -d
ww.ixiaozhi.com

INERERHER, MAEERSMNG, RIESEt:

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at
/etc/letsencrypt/live/ixiaozhi.com/fullchain.pem. Your cert will
expire on 2016-05-29. To obtain a new version of the certificate in
the future, simply run Let's Encrypt again.

- If you like Let's Encrypt, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate

Donating to EFF: https://eff.org/donate-le
&7 Congratulations FA g0 T . ZEEBEERE! .
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ficE Nginx

&M Nginx B nginx.conf, RINECE ssl.
listen 80;

listen 443 ssl;

ssl_protocols TLSv1.2 TLSv1.1 TLSv1;
server_name ixiaozhi.com;

ssl_certificate  /etc/letsencrypt/live/ixiaozhi.com/fullchain.pem;
ssl certlflcate _key /etc/letsencrypt/live/ixiaozhi.com/privkey.pem;

/3 nginx BIA,

EAHESERSE RIS
S ETLLSEMIR— 1 renew IEHRFTRI,

Jletsencrypt-auto renew --email admin@ixiaozhi.com --dry-run --agree-tos

=EE| in
IHHEEER. ER SERNIFHASRFEIES.

RFEBNEH, SR "crontab -e” |, &iFwiERRE, EREIEBIIA
001 ** /letsencrypt-auto renew --email admin@ixiaozhi.com --agree-tos --force-renewal
crontab AIRSTEIER /0 :

* * * * * command

7 B B B B @
A INEESE, BILABER EELRAFRNERES, WARREEEX.

¥RIgE

WNRFH LA http EPBKEEZE https #HTAE), TLABIRMG AR TER. (MNEREEH --webroot

HHATINIERY, £ nginx IREFEIE BN TEER)
—NEBEEMNB nginx #17E K.
server {

listen 80;

server_name ixiaozhi.com;
return https://ixiaozhi.com$request_uri;

— N ERIREHSTS,
server {

add_header Strict-Transport-Security "max-age=63072000;includeSubdomains; preload”;
II_I\\HD 'fj'
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e let's encrypt getting started

e let's encrypt github

e Nginx &% Let's Encrypt 228 SSL iF$H

o %5 SSLIFH Let' s Encrypt ZE(FRHIE

e Ghost Blog /5 HTTPS {#H Let's Encrypt SSL iEH
o Let's Encrypt ZE=73 R ZHEN SSLIEH
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