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e StringUtils.java

WIRERAFRTER: MRS /A=isEmpty(String value);
R HHIFRFHES S createlinkString(Map params);
import java.util.ArrayList;
import java.util.Collections;
import java.util.List;

import java.util. Map;

public class StringUtils {

/ **
* FIMFFAEEER ST
*/

public static boolean areNotEmpty(String... values) {

boolean result = true;
if (values == null || values.length == 0) {

result = false;
} else {

for (String value : values) {

result &= lisEmpty(value);

}

}

return result;

}

**

* B RREITTEHEE, FHREE"namel=valuel&name2=value2..." 2ty

* @param params

N FEAFHSSFAHENSHE

* @return FHERFFTER

*/

public static String createLinkString(Map<String, String> params) {

List<String> keys = new ArrayList<String>(params.keySet());
Collections.sort(keys);

String prestr = "";
for (inti = 0; i < keys.size(); i++) {
String key = keys.get(i);
String value = params.get(key);

if (i == keys.size() - 1) {

prestr = prestr + key + "=" + value;
} else {
prestr = prestr + key + "=" + value + "&";

}

return prestr;
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/**

* HIT R R

* <ul>

* <li>isEmpty(null) = true</Ili>

* <li>isEmpty("") = true</li>

* <li>isEmpty(" ") = true</li>

* <li>isEmpty("abc") = false</li>

* </ul>

*

* @param value

* Bir=fTER

* @return true/false

*/

public static boolean isEmpty(String value) {
int strLen;
if (value == null || (strLen = value.length()) == 0) {

return true;

}

for (inti = 0;i < strLen; i++) {
if ((Character.isWhitespace(value.charAt(i)) == false)) {
return false;

}
}

return true;

}
}

o TRFHIIEZFFESignUtils java
import java.io.InputStream;

import java.security.KeyStore;

import java.security.PrivateKey;

import java.security.PublicKey;

import java.security.cert.Certificate;

import java.security.cert.CertificateFactory;
import java.util. ArrayList;

import java.util.Collections;

import java.util.LEnumeration;

import java.uti.HashMap;

import java.util.List;

import java.util.Map;

import org.apache.commons.codec.binary.Base64;
o
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public class SignUtils {

/** */
/] BIFATHFOFATE

public static Map <String, Object> certMap = new java.util.concurrent.ConcurrentHashMap<S
ring, Object>();

/**

*

*

* @param sArray

* @return

*/

public static Map<String, String> paraFilter(Map <String, String> sArray) {

Map<String, String> result = new HashMap<String, String>();

if (sArray == null || sArray.size() <= 0) {
return result;
}

for (String key : sArray.keySet()) {
String value = sArray.get(key);
if (value == null || StringUtils.isEmpty(value)
|| key.equalslignoreCase("sign")) {
continue;
}

result.put(key, value);

}

return result;

/**

*

*

* @param sortedParams
* @return
*/
public static String getSignContent(Map <String, String> sortedParams) {
StringBuffer content = new StringBuffer();
List<String> keys = new ArrayList<String>(sortedParams.keySet());
Collections.sort(keys);
int index = 0;
for (inti = 0;i < keys.size(); i++) {
String key = keys.get(i);
String value = sortedParams.get(key);
if (StringUtils.areNotEmpty(key, value)) {
content.append((index == 07 "": "&") + key + "=" + value);
index++;

}
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return content.toString();

}

/**
* &8
* @param params \VSZESEL
* @param charset 47%3
* @param pfxCertFilelnputStream IEB#N
* @param rsaPassword FA$Hpkcs12iEHERD
* @param algorithmName rsa&i%&#&
* @return
* @throws Exception
*/
public static String rsaSign(Map <String, String> params, String charset,
InputStream pfxCertFileInputStream,String rsaPassword, String algorithmName) throws E
ception {
String signContent = getSignContent(params);

return rsaSign(signContent, charset, pfxCertFileInputStream,rsaPassword, algorithmName);

}
/**

*

*

* @param content
* @param charset
* @param pfxCertFileInputStream
* @param rsaPassword
* @param algorithmName
* @return
* @throws Exception
*
/
public static String rsaSign(String content, String charset,
InputStream pfxCertFileInputStream,String rsaPassword, String algorithmName) throws E
ception {
try {
PrivateKey priKey = getPrivateKeyFromPKCS12(
rsaPassword,
pfxCertFilelnputStream);

java.security.Signature signature = java.security.Signature
.getinstance(algorithmName);

signature.initSign(priKey);

if (StringUtils.isEmpty(charset)) {
signature.update(content.getBytes());

} else {
signature.update(content.getBytes(charset));

}

byte[] signed = signature.sign();

Rt SIORGETIERATAE
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String sign = new String(Base64.encodeBase64(signed), charset);

return sign;
} catch (Exception e) {
throw new Exception("RSAcontent =
+ charset, e);

+ content + "; charset = "

}
}

/**

*

*

* @param publicCertFilelnputStream

* @param params

* @param sign

* @param charset

* @param algorithmName

* @return

* @throws Exception

*

/

public static boolean rsaCheckContent(
InputStream publicCertFileInputStream, Map <String, String> params,
String sign, String charset,String algorithmName) throws Exception {

String content = StringUtils.createLinkString(SignUtils
.paraFilter(params));

return rsaCheckContent(publicCertFileInputStream, content, sign,
charset, algorithmName);

/**

*

*

* @param publicCertFileInputStream
* @param content
* @param sign
* @param charset
* @param algorithmName
* @return
* @throws Exception
*/
public static boolean rsaCheckContent(
InputStream publicCertFileInputStream, String content, String sign,
String charset, String algorithmName) throws Exception {
boolean bFlag = false;
try {
java.security.Signature signetcheck = java.security.Signature
.getinstance(algorithmName);
signetcheck
initVerify(getPublicKeyFromCert(publicCertFilelnputStream));
signetcheck.update(content.getBytes(charset));
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if (signetcheck.verify(Base64.decodeBase64(sign.getBytes(charset)))) {

bFlag = true;
System.out.printin("&&pLIH! ");
lelse{

System.out.printin("&&Z5KLm! ")

}
} catch (Exception e) {
throw new Exception("iE&EZFE");

}

return bFlag;
}

[**
* EEENAEH, x509t&=.

* @param ins
* @return
* @throws Exception
*/
public static PublicKey getPublickeyFromCert(InputStream ins)
throws Exception {
PublicKey pubKey = (PublicKey) certMap.get("PublicKey");
if (pubKey != null) {
return pubKey;
}

try {
CertificateFactory cf = CertificateFactory.getinstance("X.509");

Certificate cac = cf.generateCertificate(ins);
pubKey = cac.getPublicKey();
certMap.put("PublicKey", pubKey);
} catch (Exception e) {
if (ins !'= null)
ins.close();
throw e;
} finally {
if (ins !'= null) {
ins.close();
}

}

return pubKey;
}

/**
* EENPKCS 1218z Avkey (FATH) phigal.

* @param rsaPassword

* @param ins

* @return

* @throws Exception

*/

public static PrivateKey getPrivateKeyFromPKCS12(String rsaPassword,
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InputStream ins) throws Exception {
PrivateKey priKey = (PrivateKey) certMap.get("PrivateKey");
if (prikey != null) {

return priKey;

}

KeyStore keystoreCA = KeyStore.getinstance("PKCS12");
try {

// ZERCAFRIES

keystoreCA.load(ins, rsaPassword.toCharArray());

Enumeration<?> aliases = keystoreCA.aliases();
String keyAlias = null;
if (aliases !'= null) {
while (aliases.hasMoreElements()) {
keyAlias = (String) aliases.nextElement();
// SREXCAFA$E
prikKey = (PrivateKey) (keystoreCA.getKey(keyAlias,
rsaPassword.toCharArray()));
if (prikey != null) {
certMap.put("PrivateKey", priKey);
break;
}
}
}
} catch (Exception e) {
if (ins !'= null)
ins.close();
throw e;
} finally {
if (ins !'= null) {
ins.close();
}

}

return priKey;
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