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BT ASRIEERAIOSHRANTR, FHASEMES https, FrEMIIOSEFiREEEMssHEH, AFE
FIEANER—FER TS,

RIAREE SRR, ERETHREREERBIBXNERA, WEEEBE—T, NELBERS,
—, KEHEAZ, BT

BREENEERA R, SEBRIRBREEAK . YTALARR, RRERESH. R
KAEESEEE, T

THEENERCREEML, EHlE—E5k=Let's Encrypt B9Ih8E, KAEBRA= MERAEEREHI
R, RatBr]LARfteskaEun,

FEER: ShbkiE

ficE Let's Encrypt RFHEBAHES

1. BRBRNSERITEIXERSSE, XEESHEERE, IBEDBITRNAR2EkE, HXE
FHIE ssl.huiyanxian.cn ,

tssl.huiyanxian.cn tiC AR

2. BSrEREFAjavaifts, BiFjdk, tomcathIZEE, FAIROX TS0, BEFREET (
DU IREAORECE)

<Connector port="80" protocol="HTTP/1.1" connectionTimeout="20000" redirectPort="44
n />

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true" maxThreads="150" sche
e="https"

secure="true" keystoreFile="4IEPBAIIEE" keystorePass="IEFHZS"
clientAuth="false" ssIProtocol="TLS" />

3. EAEZEIEDTETELREAMKE, RAANREESI, SEUKEEY, FrIABEELEIREN
iR, AKRJLIANZ 163898,

BEWEN, FXERNEMER, BARERGESEFRENS—HE https://blog.huiya
xian.cn/articles/2017/06/15/1497490831833.html

4, XEBEEFAIYEcertbot-auto REFFIEP, pythonEFALKZI2.7, centos 6.5 BRIARIpythonkik
2 2.6.6, AkpythonSENE

(https://blog.fazero.me/2016/10/13/centos-update-python/), XEIEMT—EHIA, LIKIEP
PHRE T B

FraRe

1. %% certbot

wget https://dl.eff.org/certbot-auto
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chmod a+x certbot-auto

2. EAiBssl , EAEWIHRE R EERTE TRAVIRSSES, SEMRIRAY80/443ix0. ARLAERIT
HIES ZHIfRIE80/443

BRAEHOAN. HXERFEXAtomcatyifT,

.Jcertbot-auto certonly --standalone --email xxxxxx@qqg.com -d ssl.huiyanxian.cn -d tssl.hui
anxian.cn

XEREZEER, BEERIISZEREEREMN -d 52 email SEESHIZ(RAIERE
SEHHAT PIMEI —NEERR A BI—NER Y BT,
FHEREHMATAEIRERIEID

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at
/etc/letsencrypt/live/ssl.huiyanxian.cn/fullchain.pem. Your cert
will expire on 2017-09-14. To obtain a new or tweaked version of
this certificate in the future, simply run certbot-auto again. To

non-interactively renew *all* of your certificates, run
"certbot-auto renew"

- Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will

also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.

- If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-le

IRBAERISMTY, HFEERET XAMNXMHET /etc/letsencrypt/live/ssl.huiyanxian.cn/fullchain.pem

3. BRtomcathJiET, £ tomcat I8 FRIE— M ARARGIESERIER (SRBAILIES
E—1TEREN)

HAIBZRI: /usr/local/tomcat/conf/LetsEncrypt ,

FHNHBIEBRIER, XMERSUF—MEZEE, FRmSEHAER,

cd /etc/letsencrypt/live/ssl.huiyanxian.cn/

#EHIEtomcatRIBIBATEBERT
cp fullchain.pem /usr/local/tomcat/conf/LetsEncrypt

cp privkey.pem /usr/local/tomcat/conf/LetsEncrypt

HFHHANBXNER
cd /usr/local/tomcat/conf/LetsEncrypt/

#EERL.p 12321

openssl pkcs12 -export -in fullchain.pem -inkey privkey.pem -out fullchain_and key.p12 -n
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me tomcat

XESHEKRETS, BART (THEAZIRY: yourPKCS12pass)

#H4E Bk jKSUET

keytool -importkeystore -deststorepass 'yourJKSpass' -destkeypass 'yourKeyPass' -destkeys
ore MyDSKeyStore.jks -srckeystore fullchain_and_key.p12

srcstoretype PKCS12 -srcstorepass 'yourPKCS12pass' -alias tomcat

Erh yourPKCS12pass 2 E—#FigBHIssHEPRZRY, iXEBERJyourKeyPass2Eig Ehkeystore
15, FLISyourPKCS12pass—El, THEECEtomcat=FZ!

4. BgEtomcat

<Connector port="80" protocol="HTTP/1.1" connectionTimeout="20000" redirectPort="4
3" />
<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true" maxThreads="150" sche
e="https" secure="true"
keystoreFile="/usr/local/tomcat/conf/LetsEncrypt/MyDSKeyStore.jks" keystorePass="3iIE

RN
clientAuth="false" ssIProtocol="TLS" />

5. 5Shk, fEtomcatBFEMNULR, BA—MEEREYjsp3XE, TTLABI https://ssl.huiyanxian.cn ht
ps://tssl.huiyanxian.cn BDEJif(a],

RBIEPREM=1H, BEJLIBEHAENES, FERSATBXNEHERNTE.
SE X
1. certbotE73
2. Egrpython
3. BCESEMIES
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