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@Service

public class UserService implements UserDetailsService {
@Autowired
SysUserRepository sysUserRepository;
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@EnableWebSecurity
public class WebSecurityConfig extends WebSecurityConfigurerAdapter {

@Bean
UserDetailsService customUserService() {
return new UserService();

}

@Override

protected void configure(AuthenticationManagerBuilder auth) throws Exception {
auth.userDetailsService(customUserService());

}
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class TokenAuthenticationService {
static final long EXPIRATIONTIME = 1000*60*60*24*1; // 1 days
static final String SECRET = "ThisIsASecret";
static final String TOKEN_PREFIX = "Bearer”;
static final String HEADER _STRING = "Authorization”;

static void addAuthentication(HttpServletResponse res, String username) {
String JWT = Jwts.builder()
.setSubject(username)
.setExpiration(new Date(System.currentTimeMillis() + EXPIRATIONTIME))
.signWith(SignatureAlgorithm.HS512, SECRET)
.compact();
res.addHeader(HEADER STRING, TOKEN PREFIX + " " + JWT);
}

static Authentication getAuthentication(HttpServletRequest request) {
String token = request.getHeader(HEADER STRING);
if (token !'= null) {
// parse the token.
String user = Jwts.parser()
.setSigningKey(SECRET)
.parseClaimsJws(token.replace(TOKEN _PREFIX, ""))
.getBody()
.getSubject();

return user != null ?

new UsernamePasswordAuthenticationToken(user, null, emptyList()) :
null;
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return null;

}
}
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@Override
protected void configure(HttpSecurity http) throws Exception {
http.csrf().disable().authorizeRequests()

.antMatchers("/").permitAll()

.antMatchers(HttpMethod.POST, "/login").permitAll()

.anyRequest().authenticated()

.and()

// We filter the api/login requests

.addFilterBefore(new JWTLoginFilter("/login”, authenticationManager()),
UsernamePasswordAuthenticationFilter.class)

// And filter other requests to check the presence of JWT in header

.addFilterBefore(new JWTAuthenticationFilter(),
UsernamePasswordAuthenticationFilter.class);
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@Override
public void run(String... args) throws Exception {
logger.info(">>>>>>>>>>>>>>>REFBEINMEET, FHREBERAPRF<<<<<<<<<<<<<

if (sysUserRepository.count() != 0) {
logger.info(">>>>>>>>>>>>>>>HPBEMIR<<<<<<<<<<<<<");

} else {
logger.info(">>>>>>>>>>>>>>RKIFAEVIRAR, FHREIE<<<<<<<<<<<<<");
SysRole sysRole1 = new SysRole(1L, "ROLE_ADMIN");
SysRole sysRole2 = new SysRole(2L, "ROLE_USER");
sysRoleRepository.save(Arrays.asList(sysRole1, sysRole2));

List<SysRole> roles1 = Arrays.asList(sysRole1);

SysUser sysUser1 = new SysUser(1L, "root", "nibudong");

sysUser1.setRoles(roles1);

List<SysRole> roles2 = Arrays.asList(sysRole2);
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SysUser sysUser2 = new SysUser(2L, "shilei", "nicai");
sysUser2.setRoles(roles2);

sysUserRepository.save(Arrays.asList(sysUser1, sysUser2));

logger.info(">>>>>>>>>>>>>>¥RAFAIBER << <<<<<<<<<<<");

}

logger.info(">>>>>>>>>>>>>>>IBHAFPRFER<<<<<<<<<<<<<");
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