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EFRZEl, IRRIFSE T

1. HAaREhttpFdhttps

2. httpsHI LRI

3. httpsHLEMERUMIRIER, BIREHTARRHE
X FhttpshYTHE, KERE 7 i#F:

1. TLS/SSLIMY 24

2. WEPARIES

3. WIRIIE B EA IR I E &= TR
IXERHERETLANWILE, BTLARSBD 7 #E:
JHEEE: HTTPSI{ERE

ImiEbEi8: HEIEP K CA BIHENE
JmibER8: 95 HTTPS 0 SSL/TLS 111¥

RISIE

THRYRENERZE, MuLiEnE, BENAMuLERhttpstIARIAE, EEMHMESHENME
BEYNZSIER, mXER(ER Let's Encrypt SKERZFHRITH, XBEMAIIEM: Let's Encrypt

BEEENEA, TETFHCertbotEINMNAIRSZE L, CertbotE— 1NEFim, fhzsMLet's Encryptik
LU

T&iCerbot (<1T)

> wget https://dl.eff.org/certbot-auto
> chmod a+x ./certbot-auto

Certboti2t THFELEIET,, standaloneflwebroot, HTFEANEEARSIEEENginxFItomcatiy
it b, FRLAFGEEwebroot/s =, (if you are running a local webserver) .

FEEMATEA, FEAwebserverfit& . BFEERNginx, HH;
{RIECertbotAVIRSE 2RI LB nginxifF A1 EX NS 4-3£

fEnginxfnginx.conf) 4 ENLITEE
server {
listen 80;

server name  www.lincloud.me;

location A~ /.well-known/acme-challenge/ {

JFSLiERE: https-- £ARJuhEE HIPE
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default_type "text/plain®;
root /usr/local/nginx/html;

}

location = /.well-known/acme-challenge/ {
return 404;

}

rewrite ~(.*) https://$server name$request uri permanent;

}
RIGEEECertbotIBR, ®SITFET
> ./certbot-auto certonly --webroot -w /usr/local/nginx/html/ -d www.lincloud.me

XEBEIRA—T, -w EHNNERRIZERNINNLZEER, EURETHMmIER, HIIZEIEN
iét:v%elI-known/acme-challenge/ IR S RHEXMIE. -d ZENRNERTNESERFIED

TR EXEHERHERWWWIFSLN ZRi%E, XETLURIE—Ri%Z zhuhonglin.websiteFEREs

IEBRIP. (XERTFEXE, FEHRCertbot& RIS RIHZIFT)

SHap<{THIL Congratulations RIZRREINEAIE TIE, (REBRIEIREZGERAIL.
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FRRAFPA LB httpsipia), AFEEXwebserverif# T —LEECE
BE%ctlZInginx B9 confER T TEE

BRFERFERFILE

http://lincloud.me
http://www.lincloud.me
https://lincloud.me
https://www.lincloud.me

BRI UERIRHRESET LA AN FAIE = HEtE, FFEENttpsHIERIZ,
FLAC TRAVECE S 1

upstream backend {
server localhost:8080; # Tomcat/Jetty Y&0frim ]

}

server {
listen 80;
server name lincloud.me;
rewrite A (.*) https://www.$server name$request uri permanent;

}

server {
listen 80;
server name  www.lincloud.me;
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location A~ /.well-known/acme-challenge/ {
default_type "text/plain”;
root /usr/local/nginx/html;

}

location = /.well-known/acme-challenge/ {
return 404;

}

rewrite A (.*) https://$server name$request_uri permanent;

}

server {
listen 443 ssl;
server name lincloud.me;

rewrite ~(.*) https://www.$server name$request_uri permanent;

}

server {
listen 443 ssl;
server_name www.lincloud.me;

ssl_certificate /etc/letsencrypt/live/www.lincloud.me/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/www.lincloud.me/privkey.pem;
ssl_trusted_certificate /etc/letsencrypt/live/www.lincloud.me/chain.pem;

location A~ /static/ {
root /usr/local/nginx/html/;

}

location / {
proxy pass http://backend$request_uri;
proxy set header Host $host:$server port;
proxy set header X-Real-IP $remote_addr;
proxy set_header X-Forwarded-Proto https;
client_max_body size 10m;

}

}

XTFEABAYAEMLE, FEIPEERRT https//www.lincloud.me FRLAIEMERE— 1 server@
250188, BE—"serverfilocation v, EHEE TACIEAYMEUER (ocalhost:8080 , BRtERAtomca
O E, XBEEREENEIENE.

EXEIFFnginxkik, FSMGETERRZhttps, mMFltomcati@BTERREhttp, FRLAZEESIFt
mcat, ;ZE {LthttpEl’Jlﬁ;k {BLfr EEEHhttpsKIB Y, RtEtomcatfEcE 4 (server.xm
) BEEWT™MER

<Connector port="8080" protocol="HTTP/1.1"

connectionTimeout="20000"
redirectPort="443"
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proxyPort="443"
URIEncoding="UTF-8"
/>

feE 2 5RYhost

<Host name="localhost" appBase="webapps"
unpackWARs="true" autoDeploy="true">
<Valve className="org.apache.catalina.valves.RemotelpValve"
remotelpHeader="x-forwarded-for"
remotelpProxiesHeader="x-forwarded-by"
protocolHeader="x-forwarded-proto”
/>
</Host>

nginxfitomcatEfERIELE x-forwarded-proto SLER, MMSEHtomcatE#httpsiLiE,
BIXBEEAHTH, BEFIFEEEAsoloEZEE

FTLAZEE (S — T latke.propertiesftINS, ABEFHERER

# Browser visit protocol

serverScheme=https

# Browser visit domain name

serverHost=www.lincloud.me

# Browser visit port, 80 as usual, THIS IS NOT SERVER LISTEN PORT!
serverPort=443

ok, ElteHEETE

Ejgtomcat, EfFnginx, FAILUBIThttpsKiFaIBSHERTY,

RGIRE—T, KU PAEREIREIOR, I0KUENFEEFFCertbot EHIEH
KERTBaEHNGS, BRI IEREEN

IUTEFEHaS, certboteBnhERTAK

> /certbot-auto renew
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