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<p>FLIF=MSQLEA</p>
<script async src="https://pagead2.googlesyndication.com/pagead/js/adsbygoogle.js"> </scr
pt>
<!-- BEIRPCIGFAER-FE7R -->
<ins class="adsbygoogle" style="display:block" data-ad-client="ca-pub-5357405790190342"
data-ad-slot="8316640078" data-ad-format="auto" data-full-width-responsive="true"> </in
>
<script>

(adsbygoogle = window.adsbygoogle || [1).push({});
</script>
<pre class="brush: java">String sql1 = "select * from user where username = '"+username+"'
and password = ""+password+""";
<pre><code class="highlight-chroma"> String sql2 ="select * from user where username =
username and password = :password";

</code></pre>

<p>&nbsp;</p>

<p>HEFEILRsql2. sql3ERNBIReEE BRI HITEE, TJLUERSQLEN, sqlT#B T
RAIERBISQLIENAEIRR, {RiZusernamefB{EEAME, LLUN'K=", {ENAIpassworddHEA &nbsp;</
>

<p>8&nbsp;' &nbsp;or 1 = 1' N HFHEAISQLIEGIRL T &nbsp; </p>

<pre class="brush: sql">select * from user where username ='5Kk="and password = "or 1 = 1
"</pre>

<p>RIBEFTICHIENandIEARRER, REorflgEAE, NHialffEEEAtrue, SESQLIEN FrLA
B REE R FRIEFHERF RHITSQUEE, (BELERAIENICRAF R, tilMybati
EIRESKHEFRT: </p>

<pre class="brush: sql">order by #{order} #{sort}</pre>
<p>FRA#(IF R BEMES T8, (BEER/IHEFDESC, AESCXFPESQLXKEDT, AaeH
X, AR eIzl T </p>

<p>NRKAXMENAZEBSQLENRE, MBEXIENHEHITSQLITIE, FKERSQLEN</
>

<p><span>HPAOWASPIRE T — M BafEIsqiFEANRIEsapifd, XAMEHEYencodeForSQLAEREXTsq
ENHITIRFRIBGME. </span></p>
<pre class="brush: java">//B1lEOracleiE N\
ESAPIl.encoder().encodeForSQL(new OracleCodec(),queryparam)
//BBLEmMysqliEN
ESAPIl.encoder().encodeForSQL(new MySQLCodec(Mode.STANDARD),queryparam) //Mode.S
ANDARKARERIBTHENTGTC, mysql—izAERIEX N AT
//B5LEDB2iF N <br><span>ESAPl.encoder().encodeForSQL(</span><span>new</span><sp
n>&nbsp;DB2Codec(),queryparam)&nbsp; </span></pre>
<p>{FRAAREREIEE, FRRNLIEEEARRE</p>
<p><span><span> NEF(THA </span>MySQL<span> =z 51rencodeForSQLEREUHS 7+
BhfEl, BAREIIREMARE Y, BESTREERTHNGZE. BEARTREERNZencode
haracter/5i%, </span></span></p>
<p>&nbsp;</p>
<pre class="brush: java">public String encodeCharacter( char[] immune, Character c¢) {
char ch = c.charValue();
<pre><code class="highlight-chroma"> // check for immune characters
if ( containsCharacter( ch, immune ) ) {
return ""+ch;

}

[RxziEiE: BEINRRPE Z 55 SQLIEANN=FMI5


https://hacpai.com/article/1488852456737

} not found render function for node [type=NodeHTMLEntity, Tokens=<]not found render
unction for node [type=NodeHTMLEntity, Tokens=<]/pre

ot found render function for node [type=NodeHTMLEntity, Tokens=>]not found render funct
on for node [type=NodeHTMLEntity, Tokens=>]

</code></pre>

<p><span>&nbsp;</span></p>
<p> <span> <span>_tiR7iEAcontainsCharacterR B TIENFAFEEZE, Codec.get
exForNonAlphanumericEREERFFHEREEE 16i#E], IRBIREIZTE, </span></span></p>
<p>&nbsp;</p>
<p><span> <span>ffencodeCharacterANSIFlencodeCharacterMySQLA A HIRIER, Fii)
—TIXFAMNEEIARE, NRIERNEITEREMode ANSIHET,, NIFFFENFHNTEAIREL, &
BEIX M RETI R SIS HIT TN, </span></span></p>
<p>&nbsp;</p>
<pre class="brush: java">private String encodeCharacterANSI( Character c ) {

if(c=="\")

return "\'\'";
if (c=="\"")
return "";

return ""+c;
} </pre>
<p><span>&nbsp;</span></p>
<p><span> <span>iNEEIEAIEMode. STANDARDIER,, MIZFFENHN FEIIREL, FTLAES
MREIRMSTIVS. BDS. RMELSFESHIRFSHT TR, FrAEREFERREERC
</span></span></p>
<p>&nbsp;</p>
<pre class="brush: java">private String encodeCharacterMySQL( Character c) {

char ch = c.charValue();

if (ch == 0x00 ) return "\\0";

if (ch == 0x08 ) return "\\b";

if (ch == 0x09) return "\\t";

if (ch == 0x0a ) return "\\n";
if (ch == 0x0d ) return "\\r";
if (ch == 0x1a) return "\\Z";
if (ch == 0x22) return "\\\"";
if (ch == 0x25) return "\\%";
if (ch == 0x27) return "\\'";

if (ch == 0x5c) return "\\\\";
if (ch == 0x5f) return "\\_";

return "\\" + ¢

} </pre>

<p><span>&nbsp;</span></p>
<p>BPMEITlE: </p>
<pre class="brush: java">@org.junit.Test
public void testESAPI() {
String username = "zhangsan”;
String password = "' or 1=1"";

<pre><code class="highlight-chroma">  String sql1 = "select * from user where username
"+username+"" and password = '"+password+""";

</code></pre>

<p>// String sql2 ="select * from user where username = :username and password = :pa
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sword";<br>
// String sql3 = "select * from user where username = ? and password = ?";<br>
System.out.printIin("iIERT: "+sql1);</p>
<pre><code class="highlight-chroma"> username = ESAPIl.encoder().encodeForSQL(new
ySQLCodec((Mode.STANDARD)), username);

password = ESAPIl.encoder().encodeForSQL(new MySQLCodec((Mode.STANDARD)), passw
rd);

sql1 = "select * from user where username = ""+username+"' and password = ""+passwor

nin,
]

+

Inot found render function for node [type=NodeHTMLEntity, Tokens=<]not found render fu
ction for node [type=NodeHTMLEntity, Tokens=<]/pre

ot found render function for node [type=NodeHTMLEntity, Tokens=>]not found render funct
on for node [type=NodeHTMLEntity, Tokens=>]

</code></pre>

<p>&nbsp;</p>

<p><a title="SQLFEN" href="https://link.hacpai.com/forward?goto= http%3A%2F%2Foexaoy
pt.bkt.clouddn.com%2F17-3-7%2F65534187-file_ 1488853885373 5b30.png" class="fancybox"
target="_blank" rel— nofollow ugc" > <img title="SQLIEN" src="https://static.hacpai.com/ima
es/img-loading.svg" alt="SQLiF " width="1233" height="578" data-src="http://oexaoy5pt.b
t.clouddn.com/17-3-7/65534187-file_ 1488853885373 5b30.png"></a></p>

<div>

</div>
<p><span><span>HA I M ATFIBHPELE. BEFTAIFIAesapi=f77 ‘tij‘sqlli)\x_ TRA1E,
EI’JLlMxERaﬁ%@B*“*EJZ% BECATRIEI A TONEN, T MREERtRYY, MRAMEAERF
ERHHERIRZZN, NIfEResapiitiTsqlidig</span></span></p>
<p>EwEENesapifimavensziF </p>
<pre cIass— brush: xml">  &lt;dependency&gt;
&lt;groupld&gt;org.owasp.esapilt;/groupld&gt;
&lt;artifactld&gt;esapi&t;/artifactld&gt;
&lt;version&gt;2.1.0.1&It;/version&gt;
&lt;/dependency&gt; </pre>
<p><span>&nbsp;</span></p>
<p><span>&nbsp;</span></p>
<p><span>&nbsp;</span></p>
<p><span>&nbsp;</span></p>
<p><span>&nbsp;</span></p>

</pre></pre></pre>
<script async src="https://pagead2.googlesyndication.com/pagead/js/adsbygoogle.js"> </scr
pt>

<!-- BEIRPCHLFRER-F -->
<ins cIass—"adsbygoogIe“ style="display:block" data-ad-client="ca-pub-5357405790190342"
data-ad-slot="8316640078" data-ad-format="auto" data-full-width-responsive="true"> </in
>
<script>
(adsbygoogle = window.adsbygoogle || [1).push({});
</script>
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