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T#acme-tiny
TEEIE: https://github.com/diafygi/acme-tiny

E.EEEE*A%HWE%*AGH "BIEEFB PRASRFNLEE = FATA") BiZ A FFATH

mkdir -p /etc/ssl/letsencrypt/
cd /etc/ssl/letsencrypt/

openssl genrsa 4096 > account.key
openssl genrsa 4096 > domain.key

ARkt csrad i "R RE csrIX () SRkl csr I3

BBl

openss| req -new -sha256 -key domain.key -subj "/CN=www.yoursite.com" > domain.csr
215

In -s /etc/pki/tls/openssl.cnf /etc/ssl/openssl.cnf

openssl req -new -sha256 -key domain.key -subj "/" -reqexts SAN -config <(cat /etc/ssl/open
sl.cnf <(printf "[SAN]\nsubjectAltName=DNS:yoursite.com,DNS:www.yoursite.com")) > domai
.csr

gweb\_&,m challenge ﬁ# "BeEBwebifiiIchallenge3Z{4")

allenge

mkdir -p /var/www/challenges/

#example for nginx

server {

listen 80;

server_name yoursite.com www.yoursite.com;

location /.well-known/acme-challenge/ {
alias /var/www/challenges/;

try files $uri =404;

}

...the rest of your config

)
HERYsignedX {4 "ERksigned3Zf4") ERksigned3Z{t

wget -c https://raw.githubusercontent.com/yangphere/acme-tiny/master/acme_tiny.py --no-
heck-certificate
python acme_tiny.py --account-key /etc/ssl/letsencrypt/account.key --csr /etc/ssl/letsencrypt
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domain.csr --acme-dir /var/www/challenges/ > /etc/ssl/letsencrypt/signed.crt
AERGIERHE " HERGIETHE ") ERKIEHHE
VIR, FEMER

wget -O - https://letsencrypt.org/certs/lets-encrypt-x1-cross-signed.pem > /etc/ssl/letsencry
t/intermediate.pem

cat /etc/ssl/letsencrypt/signed.crt /etc/ssl/letsencrypt/intermediate.pem > /etc/ssl/letsencrypt
chained.pem

EINERV3IR
wget -O - https://letsencrypt.org/certs/lets-encrypt-x3-cross-signed.pem > /etc/ssl/letsencry
t/intermediate.pem

cat /etc/ssl/letsencrypt/signed.crt /etc/ssl/letsencrypt/intermediate.pem > /etc/ssl/letsencrypt
chained.pem

ARk dhiE$ Sk dhiEH") ERkdhiE$H

openssl dhparam -out dhparam.pem 2048

Eg%n irgEgSSLiIE%EE?& "BeEnginxflESSLIEHB AR ") EEEnginx

server {
listen 443;
server_name yoursite.com, www.yoursite.com;

ssl on;

ssl_certificate /etc/ssl/letsencrypt/chained.pem;

ssl_certificate_key /etc/ssl/letsencrypt/domain.key;

ssl_session_timeout 5m;

ssl_protocols TLSv1 TLSv1.1 TLSv1.2;

ssl_ciphers ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:DHE-RSA-
ES256-GCM-SHA384:ECDHE-RSA-AES256-SHA384:ECDHE-RSA-AES128-SHA256:ECDHE-RSA-
ES256-SHA:ECDHE-RSA-AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA;
ssl_session_cache shared:SSL:50m;

ssl_dhparam /etc/ssl/letsencrypt/dhparam.pem;

ssl_prefer _server ciphers on;

...the rest of your config

}

server {
listen 80;
server_name yoursite.com, www.yoursite.com;

location /.well-known/acme-challenge/ {
alias /var/www/challenges/;

try files $uri =404;

}
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...the rest of your config

)
ERnginxfk33 "ER/Rnginxfk33")ER/RnginxfR3

service nginx reload

Bah4ERESSLIER "Bah&EmkSSLIER") Bk SSLIEH

EE:_FLet' s EncryptfIEBRBIORNENE, FTEERRABNAER—IR. fwiErenew_cert.sh
f

IUFRVIER, FEMER

#!/usr/bin/sh

python /etc/ssl/letsencrypt/acme_tiny.py --account-key /etc/ssl/letsencrypt/account.key --csr
etc/ssl/letsencrypt/domain.csr --acme-dir /var/www/challenges/ > /etc/ssl/letsencrypt/signed
crt || exit

wget -O - https://letsencrypt.org/certs/lets-encrypt-x1-cross-signed.pem > /etc/ssl/letsencry

t/intermediate.pem

cat /etc/ssl/letsencrypt/signed.crt /etc/ssl/letsencrypt/intermediate.pem > /etc/ssl/letsencrypt
chained.pem

service nginx reload

FRINERV3IR

#!/usr/bin/sh

python /etc/ssl/letsencrypt/acme_tiny.py --account-key /etc/ssl/letsencrypt/account.key --csr
etc/ssl/letsencrypt/domain.csr --acme-dir /var/www/challenges/ > /etc/ssl/letsencrypt/signed
crt || exit

wget -O - https://letsencrypt.org/certs/lets-encrypt-x3-cross-signed.pem > /etc/ssl/letsencry

t/intermediate.pem

cat /etc/ssl/letsencrypt/signed.crt /etc/ssl/letsencrypt/intermediate.pem > /etc/ssl/letsencrypt
chained.pem

service nginx reload

AR TABR
chmod +x renew cert.sh

“miBcrontab3z{4

crontab -e

IASTAE

001 ** /etc/ssl/letsencrypt/renew_cert.sh 2>> /var/log/acme_tiny.log

BScrontabRsE

service crond restart

Mit—TFSSLIRE "Mit—TFSSLRE")Mik—TFSSLIRE
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RJLE: https://www.ssllabs.com/ssltest/
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