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ATHE, HEIIFE NGINX B R THATIEBEXRFHIE:

cd /etc/nginx

mkdir ssl
cd ssl

H{E CA A3R

openssl genrsa -out ca.key 2048
HIE CA RIESH (24A)

openssl req -new -x509 -days 3650 -key ca.key -out ca.crt
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HIERRSSIRFAH

openssl genrsa -out server.pem 1024
openssl rsa -in server.pem -out server.key

ERRERIER

openssl req -new -key server.pem -out server.csr
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openssl x509 -req -sha256 -in server.csr -CA ca.crt -CAkey ca.key -CAcreateserial -days 3650 -
ut server.crt

EFIRIED

FARSSIRIUEBEL:

FE:
1. ALERIES

2. At FEESREEATEAEIR, #ES 1€ (8T CA HRIEHILE)

EFERNEBEFE 7, BATTLFHAECE NGINX 7T,

NGINX

server {
listen 443 ssl;
server name usb.dey;

access log off;

ssl on;

ssl_certificate /etc/nginx/ssl/server.crt;
ss|_certificate_key /etc/nginx/ssl/server.key;
ssl_client_certificate /etc/nginx/ssl/ca.crt;
ss|_verify client on;

location / {
proxy pass http://backend$request_uri;
}
}
,HEP MERZMER CA EEERIEEKHERIE P imIES
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BB et ERTINE NGINX IE:
service nginx reload

%y, TEIHANATLFFHREIET .,
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WIEI A USRI EMANRREE DR, 97 seasmiT . BEERE—T

127.0.0.1 usb.dev

!_ll]%ﬁﬂﬂ]""%%ﬁ.ﬂﬁ FEBERIREBSHA p12 18019, XERD. HMNEREEY curl #1758

curl --insecure --key client.key --cert client.crt 'https://usb.dev'
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Hen B2 EE CA BUIENEME. MNR{FIFEEPNIBIRESTF, BIXEED & i
HERAR curl £1R5E:

<html|>

<head> <title>400 No required SSL certificate was sent</title> </head>
<body bgcolor="white">

<center><h1>400 Bad Request</h1></center>

<center>No required SSL certificate was sent</center>
<hr><center>nginx/1.11.0</center>

</body>

</html>

IXLEARFERRANAY curl BAETEER SCENREERLIER, WS ER TEER
P FB RN, [BTUdERERT v SERUR=TENIERE, KIEPE
re=.

warning: certificate file name "client.crt” handled as nickname; please use "./client.crt” to force
file name

WIFEE curl IRIBPAYX N S EHESUG SEREHEIE=IE. ..
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