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<h2> <span style="font-size: 12px;">4A </span></h2>
<p style="padding-left: 30px;"> <span style="font-size: 12px;" >elasticsearch tRI=HIATHEF
BB, IEMEE#tAIshield,&nbsp; </span> <span style="font-size: 12px;">http-basic &
. B EFEARIsearch-guard-2f&45E., FRItZHh, RJLUBENABTES, SSAEMAITIREL
T™8ZT. </span></p>
<p style="padding-left: 30px;">ZAX/NAFF search-guard, 8t shields&iRn, ZIEHAERSIHRE
EREEAN, B3R LRERRFATHESR KT, </p>
<h2>Z3E</h2>
<p style="padding-left: 30px;" > & search-quard-2i&4, EIITIAHZEZL % search-guard-ssh
i, BARLRLERIOT: </p>
<p style="padding-left: 30px;">1. &% search-guard-ssh &4 </p>
<pre class="brush: java; light: true">bin/plugin install -b com.floragunn/search-guard-ssl/2.3.
15</pre>
<p style="padding-left: 30px;">2. & search-guard-ss| j&#3(<a href="https://github.com/flo
agunncom/search-guard-ssl" title="search-guard-ssl|" target="_blank">https://github.com/flo
agunncom/search-guard-ssl</a>), HifTexample-pki-scripts/example.sh(@IEREwindowsIiiE
I LAE RERCygwiniafT) R TR . </p>
<p style="padding-left: 30px;" >4 ZAEREMAZlopenss|, WIRAKZE, HLHTZE () </
>
<p style="padding-left: 30px;">NRBEFEFHCHISERENZREN 4, BIRECHTEERS
shXhRE, </p>
<p style="padding-left: 30px;">3.&nbsp;AIHERKZEN A, FENtruststore.jks3Z{4Felasticse
rch-home/config/ BRT, BRI node-*-keystore.jks B NEIZ NesTIm L, FFconfigE
</p>
<p style="padding-left: 30px;">4.8&nbsp;#E&EEconfig/elasticsearch.ymI3 {45 EL& search-gua
d-ssl BXAE (ERIENHPARERIEE) </p>
<pre class="brush: java; light: true">searchguard.ssl.transport.keystore filepath: node-0-keys
ore.jks
searchguard.ssl.transport.keystore_password: changeit
searchguard.ssl.transport.truststore_filepath: truststore.jks
searchguard.ssl.transport.truststore_password: changeit
searchguard.ssl.transport.enforce_hostname verification: false</pre>
<p style="padding-left: 30px;">5. MNRFBE(FRBhttpsHTIAIA), HEGRINIIFEE </p>
<pre class="brush: java; light: true">searchguard.ssl.http.enabled: true
searchguard.ssl.http.keystore filepath: node-0-keystore.jks
searchguard.ssl.http.keystore _password: changeit
searchguard.ssl.http.truststore filepath: truststore.jks
searchguard.ssl.http.truststore_password: changeit</pre>
<p class="brush: java" style="padding-left: 30px;">6. 7l example-pki-scripts/ca/root-ca.crt
IERRRSF, LHT/Sa0elasticsearch, (EREEEIThttps://localhost:9200/i5iRIAkEN Y . TEIEIE
taLdRiEsearch-guard-27, </p>
<p class="brush: java" style="padding-left: 30px;">7. L%H&HE4 search-guard-2</p>
<pre class="brush: java; light: true">bin/plugin.bat install -b com.floragunn/search-guard-2/2
3.4.5</pre>
<p class="brush: java" style="padding-left: 30px;">8. Bic&config/elasticsearch.yml , 7EE+
fn</p>
<pre class="brush: java; light: true">searchguard.authcz.admin_dn:

- "CN=kirk, OU=client, O=client, L=Test, C=DE"
searchguard.audit.type: internal_elasticsearch</pre>
<p class="brush: java" style="padding-left: 30px;">H, admin dnfYEZEERIBERIEZHEN
AR RIRHRERRIEX SR THENEN. FERSFENkirk-keystore jksElconfigBR (ATHE, 5
BRYksHEI—E) </p>
<p class="brush: java" style="padding-left: 30px;">9.&nbsp;Zxlelasticsearch , AF7E linux_ &
T TEGS ( BUAZRD changeit, ERIASERES elasticsearch, FRLAMNERFGHEHITIENR, THEHSH
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NEEALAKE) </p>
<pre class="brush: java; light: true">$ plugins/search-guard-2/tools/sgadmin.sh \

-cd plugins/search-guard-2/sgconfig/ \

-ks config/kirk-keystore.jks \

-ts config/truststore jks \

-kspass changeit \

-tspass changeit \

-cn crimson-search-cluster \

-nhnv</pre>
<p class="brush: java; light: true" style="padding-left: 30px;">&E&Ewindows t, N&HE pl
gins/search-guard-2/tools/sgadmin.shfffE BRAREIE sgadmin.bat3Z{d, EEFZFIIAOITH
. </p>
<pre class="brush: java; light: true">@echo off
setlocal
set DIR=%~dp0
java %JAVA OPTS% -cp "%DIR%..\..\search-guard-ssI\*;%DIR%..\*;%DIR%..\..\..\lib\*" com.flor
gunn.searchguard.tools.SearchGuardAdmin %*
endlocal</pre>
<p class="brush: java; light: true" style="padding-left: 30px;">?AIGHITIES: </p>
<pre class="brush: java; light: true">plugins\search-guard-2\tools\sgadmin.bat

-cd plugins\search-guard-2\sgconfig\

-ks config\kirk-keystore.jks

-ts config\truststore.jks

-kspass changeit

-tspass changeit

-cn crimson-search-cluster

-nhnv</pre>
<p style="padding-left: 30px;"> B LR FRERIRERIRINEISEFRS . tRtihEhttps://lo
alhost:9200/ HEENRBARBRRER, LtbElkirk(pwd: kirk)], MIANFHEIA, BIABRENZEIZSEIER
<br />BRIHE TAZRIAE https://localhost:9200/ search &R RTRIR, XBEEE) sgc
nfig\B R MENSHFFIMPRA 1T, <br />XEBHAZERT, ALUZIEMTHE (<a href="https:/
github.com/floragunncom/search-guard/tree/v2.3.4.5" title="search-guard-2" target="_blank
>https://github.com/floragunncom/search-guard/tree/v2.3.4.5</a>) </p>
<h2 class="brush: java; light: true" > &35S F2FRYEIM </h2 >
<p class="brush: java; light: true" style="padding-left: 30px;">1. &% search-guard-ss| 1 se
rch-guard-2/5, H&EH 7 EMAelasticsearchymlfeE, ZiGAAORHE, $#27: <span style="color
#ff0000;" >Search Guard not initialized (SG11)</span></p>
<p class="brush: java; light: true" style="padding-left: 30px;"> <span>f#xIN%: XEEAFX
taftsearch guard RPRECEFERHRE, HUT LARLSERIBIA], </span></p>
<p class="brush: java; light: true" style="padding-left: 30px;"> <span>2. TEHITZERIRIATHE,
~</span></p>
<pre class="brush: java; light: true">FAIL: Expected 5 config types for node nYEdPSMA4Tj2xR2
TbtPk9A but got only []
Done with failures</pre>
<p class="brush: java; light: true" style="padding-left: 30px;">f#R7%: IHERAEWINdows
LZigBiBs, BEAEInudME LB, BRMTAREIREHE, MTFEBNE, ANEEREE
frcom.floragunn.searchguard.tools.SearchGuardAdminZ$rRY FEIFIIBRIAH R, 1BE) iB3kiE
RRE </p>
<pre class="brush: java; light: true">ConfigUpdateResponse cur = tc.execute(ConfigUpdateAc
ion.INSTANCE, new ConfigUpdateRequest(new String[]{"config","roles","rolesmapping","inter
alusers”,"actiongroups"})).actionGet(); </pre>
<p class="brush: java; light: true" style="padding-left: 30px;">ZEFAARRZEE, GHEHEZ
HENE. WREEREE, KSAZEH! </p>
<p class="brush: java; light: true" style="padding-left: 30px;"> <span style="color: #{f0000;"
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B¥r: </span></p>
<p class="brush: java; light: true" style="padding-left: 30px;"> <span style="color: #008000;"
2016-09-03:</span></p>
<p class="brush: java; light: true" style="padding-left: 60px;"> <span style="color: #008000;"
BT LAE B EwindowsIRE_FERE— /N Slinux_EfJelasticsearch—HEAIIRSS, AiEi@idwindows LAY
SHATEERORNEF, HNAESEREARIEEFPH. </span></p>
<p class="brush: java; light: true" style="padding-left: 30px;">2016-09-06:</p>
<p class="brush: java; light: true" style="padding-left: 60px;" > 5KNRERN (ERRZEN
7)), REWARITEME: MZRRAFARRAECHREE. EARRIEMUIL, FiRoBhIf1 M cpu+
GATE, BXEIXE 2:&nbsp;<a class="header" href="eclipse-javadoc:%E2%98%82=elasticsea
ch/src%5C/main%5C/java%3Corg" >org</a>.<a class="header" href="eclipse-javadoc:%E2%
8%82=elasticsearch/src%5C/main%5C/java%3Corg.elasticsearch" >elasticsearch</a>.<a class
"header" href="eclipse-javadoc:%E2%98%82=elasticsearch/src%5C/main%5C/java%3Corg.ela
ticsearch.transport” >transport</a>.TransportService F&nbsp;</p>
<p class="brush: java; light: true" style="padding-left: 60px;">private void sendLocalRequest(
ong requestld, final String action, final TransportRequest request) 757£H, BHESHINEIZFZ
Fig</p>
<pre class="brush: java; light: true"> final String executor = reg.getExecutor();
if (ThreadPool.Names.SAME.equals(executor)) {
//noinspection unchecked
reg.processMessageReceived(request, channel);
} else {
threadPool.executor(executor).execute(new AbstractRunnable() {
@Override
protected void doRun() throws Exception {
//noinspection unchecked
reg.processMessageReceived(request, channel);

}

@Override
public boolean isForceExecution() {
return reg.isForceExecution();

}

@Override
public void onFailure(Throwable e) {
try {
channel.sendResponse(e);
} catch (Throwable e1) {
logger.warn("failed to notify channel of error message for action [" + action +

", el);
logger.warn("actual exception”, e);

}
});</pre>

<p class="brush: java; light: true" style="padding-left: 30px;">B}_tMEelsetk A, AEESHE
AEVART, {Bwindows ERAILAEEEAN. </p>

<p class="brush: java; light: true" style="padding-left: 30px;">FTLIEE A sE 2B EHITER
FRSNMNT—Mel, B, KWHMATLUERLE T, <br/><br/></p>
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