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At 1Z(ER HTTPS

SRR HTTP 1N, SRIEIERRREN, EAFEESFHIIRSHERISIEBRAY:
o =75 ATLERAEIESTAIR

o BHALUEBEIE

o E=HAUBRIRSHAE

AT BRXLEE, FEAE HTTP i FIIN—N =2, BIFH4E T HTTPS, IAIFJLUAN H
TPS = HTTP + TLS/SSL, TLS/SSLBGSINBRTZLA8E, T ERMBIMUER HTTP,
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SSL (Secure Sockets Layer) HXF/ME "Z2ERZE" , TLS (Transport Layer Security) , 13X
£ "EREZEMY .

1.1994 &£, WS (NetScape) AFEN&ITT SSL 1.0

2.1995 &, SSL 2.0, FE™&ERwR

3.1996 &, SSL 3.0, 1BFIAHAERF

4.1999 £, IETF X¢ SSL #f7tmeElL, &7 TLS 1.0

5. 2006 &F0 2008 &£, TLS #77RXRFAR, 9818 TLS1.1F1TLS 1.2

ENRE, BAIIBHEGFEFFR TLS/SSL, BN AEHER, HNTLUAAENZE— IS
A RID BB ERAI TR,

AIEFEAINEIL, HTTPS AJLUAIRE HTTP + TLS/SSL, RRLAFAIIRFE 7#E TLS/SSL [RIERIA],
HENFEZR], HIRE 7R EMEES: HEH. IERENFO.
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o #=AiE (Digital Certificate) ZFRFIEANTE (ARXIFREBEEZFATINENER) FIEESD
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MEHAT, X MUWIREIERER O,

o IERENHL (Certificate Authority) RAZRIEREA. CA Z2TIREEINERTIE, BEEGN
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1.1, IRSSIRFIASIFX MRAR) TLS/SSL. INZELE, FRER—MBEHEL
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EXNIRER, BINKER:

o BIFURRIBENEL (ZFinbEHER. PRSSImMENIEL) RIEE®AY

o IENITRBHBEZRMFERT X, AIEFinfERIERAEINE PreMasterSecret, BRSSim{EREIED
$AfE=2H PreMasterSecret

o [ REUEREHERRNENTRERER, B /RS mEMERSIAR B TI0/MFE
TEREFMER, L2S5SBEMIREET PreMasterSecret ERAEWR, RATRIS @Y RSA &N

L2, EXRERREIIRTENE. RRSHMEEANAIE PreMasterSecret, MERIE—F5
HHEEFIHIRSEDBITEH PreMasterSecret, XAMNEIEAHRIGIE - Hi/REZHIE,

FHh, TLS/SSL ARERT HTTP fi% 2@, etaLIAIEMNREMHYERER.
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37 CA

o “Epk CA FATH:
o 4pY CA FRIEH:

AIIER
o LERIFHFALE:
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o £REZIENK: , By Common Name —
BIEEZE b aitiiEE, HEAREER IP

o CAER (Mk) IEH:
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http.ListenAndServeTLS(Auto.Server, "auto.crt”, "auto.key", nil)
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BERin&EinRk
REBREPIHTERG T IRSHAOES.

// getClient #RIBFENAY url SCERYERIREIELA HTTP 2Pk,
func getClient(url string) *http.Client {
if Istrings.Contains(url, "https://") {
return &http.Client{}
}

certName := strings.Split(url, "https://")[1]
certName = strings.Split(certName, ":")[0]

// Load client cert
cert, err := tls.LoadX509KeyPair("certs/"+certName+".crt", "certs/"+certName+" .key")
if err I=nil {

logger.Error(err)

}

// Load CA cert
caCert, err := ioutil.ReadFile("certs/ca.crt")
if err I=nil {

logger.Error(err)

caCertPool := x509.NewCertPool()
ok := caCertPool.AppendCertsfromPEM(caCert)
if lok {
logger.Error("Load CA cert failed")
}

// Setup HTTPS client
tlsConfig := &tls.Config{
Certificates: []tls.Certificate{cert},
RootCAs:  caCertPool,
}
tIsConfig.BuildNameToCertificate()
transport := &http.Transport{TLSClientConfig: tlIsConfig}

return &http.Client{Transport: transport}

}
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